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A routine ransomware case—until it wasn't

In this, our 9th cyberattack series report, we share a case where
Microsoft Incident Response (DART) was called to investigate

a ransomware intrusion that quickly revealed a broader,

more complex campaign. What began as a single engagement
expanded when forensic evidence pointed to lateral movement
beyond the initial environment and into a second organization.
DART initiated outreach to the second organization, and, upon
engagement, confirmed they had been compromised by the same
ransomware activity as the first company, attributed to Storm-2603.

As the investigation deepened, responders uncovered something
even more unexpected. Alongside known Storm-2603 tactics,
techniques, and procedures (TTPs), there were additional forensic
artifacts that did not align with the threat actor’s established
playbook. This anomaly prompted collaboration with Microsoft
Threat Intelligence, which ultimately determined the activity was
the work of a second, unrelated threat actor operating in parallel.

This case highlights a growing reality: modern attacks are not always
isolated events. Sometimes they are overlapping campaigns that
demand coordinated visibility and response. Read on to learn more
about the tactics, tradecraft, and tools used, how DART countered
their actions, how organizations can detect, investigate,

and eradicate similar security threats, and how DART can help.
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What happened?

The investigation revealed a multi-stage intrusion that blended
known ransomware tactics with quieter, more deliberate
techniques designed to establish deep and lasting access.

DART found evidence that Storm-2603 had been actively
targeting on-premises SharePoint servers since mid-2025,
exploiting publicly disclosed vulnerabilities (CVE-2025-49706
and CVE-2025-49704). In this case, initial access was likely
attempted through a separate vulnerability, with requests for
files like win.ini and web.config, indicating probing for local file
inclusion. While exploitation wasn’t confirmed, the timing and
activity suggest reconnaissance for entry points.

From there, the attack shifted toward persistence and control.
The threat actor deployed Velociraptor, a legitimate forensic
tool, running with SYSTEM privileges to collect data and map
the environment. They then established multiple remote access
paths by installing Cloudflare to tunnel traffic externally, using
Zoho Assist for remote management, and leveraging

Visual Studio Code to create SSH-based
command-and-control channels.

Persistence was reinforced through privilege escalation,
including the creation of new local and domain administrator
accounts. At the same time, the threat actor worked to evade
detection by loading a vulnerable driver (NSecKrnl.sys)

to tamper with memory and disable endpoint protections.

Alongside these activities, investigators identified signs of a
second actor—malicious DLL sideloading and custom backdoors
that did not align with Storm-2603’s known playbook,
introducing an additional layer of complexity to the incident.

The blend of known ransomware tactics and hidden techniques
allowed the threat actors to establish deep and lasting access.

Q KEY INSIGHT

Dynamic link library (DLL) sideloading is popular
with attackers because it can be misused to hide
behind trusted software (execution looks legitimate),
to evade detection by running inside known
applications, and to execute payloads, install
backdoors, or maintain persistence.

Q KEY INSIGHT

Two distinct threat activity streams were operating
in parallel-rather than sequentially-making them
difficult to detect in isolation. Only by correlating
identity, endpoint, and cloud telemetry together
did the full scope of the attack become clear.



The attack flow
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each masking the other’s activity and obscuring
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0

Command &
Control
Zoho Assist RMM

Velociraptor
agent on Device C
+ Device D

deployed via

Command &
Control
VS Code Remote
SSH tunnel
established to
C2 endpoint

®

Persistence
Rogue account
created and
escalated to
Domain Admins

Privilege Lateral
Escalation Movement
BYOVD: Lateral
NSecKrnl.sys movement

vulnerable from Device B
driver loaded via WinRM
on Device C

>
O O O O O N
Y Y Y Y Y >
X 0
T Iy E

Impact
Ransomware
payload
execution



How did Microsoft respond?

DART moved quickly to contain the threat and stabilize the affected environment, activating a structured playbook designed to limit
threat actor impact and restore control.

Using telemetry across Microsoft security platforms combined with specialized investigative tooling, responders were able to build
a clear picture of activity across identities, endpoints, and cloud resources. This visibility enabled the team to detect abnormal behavior,
identify signs of credential misuse and infrastructure abuse, and track threat actor techniques as they unfolded.

Coordination with the customer was continuous. DART held daily briefings to share findings, explain emerging risks, and prioritize
containment actions. These sessions helped ensure that remediation steps were both timely and aligned, reducing the window of
opportunity for further threat actor activity.

At the same time, collaboration with Microsoft Threat Intelligence provided critical context. By correlating investigation data with
broader threat intelligence, the team identified two distinct threat actors operating simultaneously, not sequentially, within the same
environment-masking each others’ activity and complicating attack chains.

Beyond immediate containment, DART provided targeted guidance to strengthen the organization’s overall security posture,
helping reduce systemic risk and improve resilience against future attacks.
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Living off the land
to evade detection

The threat actors relied heavily on
legitimate administrative tools and native
platform capabilities, blending into normal
operations and reducing traditional
malware-based detection signals.

Exploitation of
exposed vulnerabilities

The use of CVE-2025-11371

(an unauthenticated local file inclusion flaw)
enabled access to sensitive system files,
providing footholds for further activity.

Defense evasion through
kernel-level access (BYOVD)

By loading a vulnerable driver, the threat
actors gained SYSTEM-level control,
allowing them to bypass protections,
manipulate memory, and disable
endpoint defenses.



What can customers do to strengthen their defenses?

(‘ MAINTAIN RIGOROUS PATCHING AND
o0 VULNERABILITY MANAGEMENT PRACTICES

Prioritize timely patching of internet-facing systems and
known exploitable vulnerabilities, particularly on critical
infrastructure such as on-premises SharePoint servers.
Establish processes to continuously identify, assess,

and remediate vulnerabilities and validate that security
updates are applied as expected. Delayed or inconsistent
patching can leave exposed services susceptible to known
exploits, providing adversaries with an initial foothold for
further compromise.

(\. HARDEN IDENTITY SECURITY
AND MONITOR PRIVILEGED ACCESS

Treat high-privilege identities as a primary attack surface.
Enforce strong identity controls, closely monitor privileged
sign-ins, and use conditional access and identity protection
to detect risky or anomalous authentication activity early.

@/ DEPLOY ENDPOINT PROTECTION
y BROADLY-AND RETAIN TELEMETRY

Ensure endpoint protection solutions (such as

Microsoft Defender for Endpoint) are deployed across the
environment before an incident occurs, and retain telemetry
centrally (for example, in a SIEM) to support investigation,
correlation, and timeline reconstruction.

INCREASE VISIBILITY EARLY
TO IMPROVE DETECTION

Avoid gaps caused by point-in-time tool deployment.
Continuous monitoring and long-term log retention
help surface malicious activity that would otherwise go
undetected and enable more complete investigations.

- RESTRICT REMOTE ACCESS TOOLS
E:I AND MONITOR FOR ATYPICAL USAGE

Validate that tools such as remote management software,
tunneling utilities, and developer tooling are approved

and monitored, as these continue to be leveraged extensively
for persistence and lateral movement.

ESTABLISH AND TEST INCIDENT
RESPONSE PLAYBOOKS

Develop predefined containment and response procedures,
regularly test them, and ensure teams are prepared to act
quickly when threats are identified.

('/) CONTAIN QUICKLY TO REDUCE
THREAT ACTOR DWELL TIME

Validate that compromised credentials, devices, and access
paths can be rapidly isolated to limit lateral movement and
prevent further spread within the environment.

Together, these actions-strengthening identity security, expanding visibility through telemetry, and preparing for rapid,
coordinated response-help organizations detect threats earlier and contain attacks before they can spread.


https://www.microsoft.com/security/business/endpoint-security/microsoft-defender-endpoint
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This DART investigation underscores a shift in how cyberattacks unfold today. -. .‘
What may appear to be a single ransomware incident can quickly expand into something -

more complex-spanning organizations, blending tactics, and even involving multiple ' -
threat actors operating in parallel. For security teams, the implication is clear:
isolated signals rarely tell the full story.

Conclusion

Effective defense depends on broad, continuous visibility and the ability to connect
activity across domains. Just as important is readiness-having tested response plans,
coordinated teams, and the right telemetry in place before an incident begins.

As threat actors continue to refine their tradecraft and blur the lines between separate
campaigns, organizations that invest in visibility, collaboration, and rapid response will
be better positioned to detect threats earlier, contain them faster, and limit their impact.

Download incident response
playbook resources from the official Download ->
Microsoft Download Center:

Learn more about how DART can
help you before, during, and after Learn more =
a security incident:
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