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Comprehensive and coordinated incident response

Microsoft Incident Response teams with industry recognized law firms and leading insurance
providers and brokers to help ensure organizations have a streamlined and comprehensive
response to cyber incidents.

Rapid response and collaboration are crucial
when an organization needs to overcome a severe
cyber incident. That involves more than bringing
in technical experts to remove the threat and
remediate the environment. It includes having

a comprehensive team to help overcome legal,
compliance, and financial challenges.

Building a complete response team isn't always
simple. Too often organizations struggle

with providers that lack technical expertise,

don't provide complete insurance coverage,

or have slow or incomplete reimbursement.

That extends to not guiding customers through
compliance challenges or helping them avoid costly
legal missteps. Moreover, having providers that
don’t communicate or cooperate with each other
only adds to an organization’s concerns.

One coordinated response team

Tech, insurance, and legal working together

Your cyber response team begins Microsoft
with Microsoft Incident Response O O Insurance

Inci
and is complemented by Rer:olgr?:: <@ CO  brokers

pre-aligned law firms, insurance O
brokers, and insurance providers,

all communicating and working O
together to bring your organization our
back to normal as smoothly customers
and quickly as possible.

Insurance Law
Microsoft Incident Response providers O <O firms
quickly identifies and mitigates
threats, while supporting insurance brokers

and providers assess the financial impact and facilitate claims. Pre-aligned law firms stand ready to help
with regulatory compliance and legal repercussions.



Your cyber response team members

A comprehensive and coordinated response team to help minimize damage, assist with legal
protection, and expedite financial recovery for your organization.

Microsoft Incident Response offers comprehensive support for organizations before, during,

and after cybersecurity incidents including removing bad actors and strengthening defenses.
Resources include guides on threat hunting, incident response best practices, and digital forensics
to enhance cybersecurity resilience while emphasizing the importance of incident response as part
of security operations, focusing on investigating and remediating active threat campaigns quickly.

Insurance brokers are essential in recovering

from cyber incidents, assisting organizations

by helping to ensure policies have the right M h G

provisions for swift response. They can facilitate &% Mars canhonern LOCKTON
the activation of incident response services,

minimizing delays and aldmg recovery. The displayed examples represent some of the insurance brokers that
Their knowledge of Microsoft Incident work with Microsoft Incident Response. Many insurance brokers have
Response enables quicker activation of incident experience working with Microsoft, even if not shown.

response services with minimal policy issues.

Insurance providers recognize

Microsoft Incident Response as a premier beaZleY M
incident response provider based on years
of strategic collaboration and consistent =
success. That helps ensure the services are cCHUBB Munich RE =

generally eligible for reimbursement under

app|icab|e claims offering critical financial The displayed examples represent some of the of insurance providers
. . . that work with Microsoft Incident Response. Many insurance providers

support to organizations faCIng the recognize Microsoft as an approved incident response provider,

significant costs of a cyber incident. even if not shown.

Law firms offer guidance on handling CONSTANGY
sensitive data, helping organizations meet leg ,\/& é/\ULLEN @ CONSTANGY
al compliance obligations and mitigate the risk OUGHLIN PROPHETE e
of lawsuits and regulatory enforcement actions.
They also help to protect the legal posture of
organizations that are managing cybersecurity
incidents. There are over forty law firms across
all major industries on the team. Insurance ,

.. . o . The displayed examples represent some of the over forty law firms across all
po||C|es often deS|g nate SpeCIfIC law firms major industries that work with Microsoft Incident Response. Beyond that,
that will help UphOld their standards many other law firms have experience working with Microsoft.
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Learn more: aka.ms/MicrosoftincidentResponse =
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