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Foreword: What is new in Version 2.0

What's new in v2.0. Seven failure-mode categories, five mitigation families, and an industry-
alignment cross-reference, all grounded in twelve months of red-team engagements against
agentic systems. The additions cover surfaces that did not exist or were not observable in v1.0,
including MCP/plugin abuse, Computer Use Agent (CUA) visual attacks, supply-chain
compromise via natural-language tool descriptions, and capability disclosure used as an attack

pivot.

Why a revision now. Four developments since April 2025 made v1.0 incomplete:

Open-source agentic frameworks went mainstream — and brought their security
debt with them. OpenClaw, launched January 2026, accumulated 336K GitHub stars
and 2,100 deployed agents within 48 hours. A subsequent audit found 512 vulnerabilities
(8 critical), 1,800+ instances leaking API keys in week one, and 336 malicious plugins on
the ClawHub marketplace.

MCP became the de facto standard for connecting models to external tools. 99
MCP-related CVEs were published in 2025.

Computer-use agents moved from research to production. They introduce attack
surfaces with no v1.0 analogue.

AIRT moved from threat-modeling to receipts. v1.0 was largely forward-looking,
grounded in threat modeling and practitioner interviews. v2.0 is grounded in patterns
observed across real engagements — confirming some predictions, falsifying others,
and surfacing failure modes that were not anticipated.
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1. Introduction

Agentic Al systems, autonomous systems in which one or more Al agents observe, plan,
reason, and act against an environment, produce failure modes that are either novel relative to
less autonomous generative Al or existing risks materially amplified in agentic contexts. Agents
persist state, invoke tools, call (and sometimes deploy) other agents, and consume untrusted
content across extended sessions; each of these capabilities is a failure surface.

This taxonomy categorizes those failure modes along two axes: novel vs. existing, and safety
vs. security. The scope is deliberately bounded; pre-existing generative-Al failure modes are
included only where the agentic architecture adds a new element. The intent is a shared
vocabulary for threat modeling, testing, and mitigation design, usable by builders, red teamers,
and defenders without depending on any single industry framework.

v2.0 preserves the v1.0 structure. New failure modes and mitigations are integrated into existing
categories and labeled [New in v2.0].

2. Overview of failure modes

The table below summarizes the failure mode categories covered in this taxonomy. Items
introduced in v2.0 are marked [New in v2.0].

Novel * Intra-agent responsible Al issues =+ Agent compromise
» Harms of allocation in multi-user * Agent injection
scenarios * Agent impersonation
* Organizational knowledge loss « Agent flow manipulation
* Prioritization leading to user + Agent provisioning poisoning
safety issues + Multi-agent jailbreaks
* Agentic supply chain compromise
[New in v2.0]

* Goal hijacking [New in v2.0]

* Inter-agent trust escalation [New in
v2.0]

+ Computer Use Agent (CUA) visual
attack [New in v2.0]

+ Session context contamination [New
in v2.0]

* MCP/plugin abuse [New in v2.0]
+ Capability/architecture disclosure

[New in v2.0]
Existing -+ Insufficient transparency and * Memory poisoning and theft
accountability  Targeted knowledge-base poisoning
+ Parasocial relationships + Cross-domain prompt injection (XPIA)
+ Bias amplification « Human-in-the-loop bypass

» User impersonation
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+ Insufficient intelligibility for » Function compromise and malicious
meaningful consent functions

* Hallucinations * Incorrect permissions

* Misinterpretation of instructions * Resource exhaustion

* Insufficient isolation
» Excessive agency
» Loss of data provenance

3. What effects can these failure modes have?

Across the failure modes cataloged in this taxonomy, the observed downstream effects cluster
into a small set of categories. A single failure mode may lead to more than one effect, and

compound attack chains typically traverse several of them. In fact, AIRT’s experience has been
that failure modes rarely live in isolation, and these attack chains and compound effects are the

norm.

Agent misalignment: the agent pursues a goal other than the one the principal intended.
Agent action abuse: legitimate agent capabilities (tool calls, delegations, memory writes)
are exercised against the principal’s interests.

Agent denial of service: the agent is prevented from completing work or is forced into
resource-exhausting loops.

Incorrect decision-making: the agent takes consequential actions based on hallucinated,
poisoned, or otherwise unreliable inputs.

User trust erosion: repeated or visible failures undermine appropriate reliance on the
system.

Impact outside the intended environment: the agent’s actions cross from its intended
scope into connected systems, tenants, or users.

User harm: direct harm to the user (including psychological, financial, or physical)
through the agent’s outputs or actions.

Knowledge loss: organizational knowledge is eroded, overwritten, or replaced by
synthesized content of unknown provenance.

New for V2.0 we are also adding a new effect:

Degradation of agent performance: the agent’s ongoing effectiveness or performance is
degraded, leading to downstream effects from its usage.
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4. Taxonomy: Details

Sections 4.1 to 4.2 summarize the v1.0 failure-modes; full details of these can be found in the
original version of the taxonomy. Sections 4.3 to 4.9 are new in v2.0 and are presented in full
detail, following the same structure used for v1.0 entries.

4.1 Novel failure modes (v1.0 summary)

4.1.1 Novel — Safety

Intra-agent responsible Al issues: multi-agent systems produce harmful or policy-
violating outputs through the interaction of otherwise aligned sub-agents.

Harms of allocation in multi-user scenarios: an agent serving multiple principals
distributes limited resources (attention, compute, information) unfairly.

Organizational knowledge loss: agents synthesize or paraphrase institutional knowledge
in ways that displace authoritative sources and erode provenance.

Prioritization leading to user safety issues: agent planning trades off user safety against
throughput, latency, or other operational objectives.

4.1.2 Novel — Security

Agent compromise: an adversary gains persistent influence over an agent’s behavior,
typically via its configuration, tools, memory, or model.

Agent injection: adversarial instructions are inserted into an agent’s prompt or context
via a channel the agent cannot distinguish from trusted input.

Agent impersonation: an agent or principal is impersonated, causing downstream agents
to act on false identity claims.

Agent flow manipulation: the orchestration graph (which agent calls which, in what order,
with what data) is altered to the adversary’s benefit.

Agent provisioning poisoning: adversarial content is introduced during agent creation
(prompts, tool wiring, seeded memory), producing an agent that is compromised at rest.
Multi-agent jailbreaks: safety controls are bypassed by distributing a disallowed request
across multiple agents, each of which sees only a benign fragment.

4.2 Existing failure modes amplified in agentic contexts (v1.0
summary)

4.2.1 Existing — Safety

Insufficient transparency and accountability.
Parasocial relationships.

Bias amplification.

User impersonation.

Insufficient intelligibility for meaningful consent.

Hallucinations: in agentic contexts a hallucinated file path, permission, or API response
becomes an input to the next action, so hallucination risk is multiplicative rather than
additive.

Misinterpretation of instructions.

4.2.2 Existing — Security
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Memory poisoning and theft.

Targeted knowledge-base poisoning.
Cross-domain prompt injection (XPIA).
Human-in-the-loop bypass.

Function compromise and malicious functions.
Incorrect permissions.

Resource exhaustion.

Insufficient isolation.

Excessive agency.

Loss of data provenance.
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4.3 Agentic supply chain compromise [New in v2.0]

Agentic supply chain compromise

Description. Agentic systems depend heavily on plugin registries, MCP servers, prompt
templates, and third-party tool integrations. Each is a supply-chain ingestion point. Unlike
traditional supply-chain compromise, which delivers malicious code, a compromised agentic
supply-chain component can inject natural-language instructions that alter agent behavior
without touching any binary. This gap is rooted in the absence of trust models in many of these
supply-chain components, in contrast to the controls built into traditional software supply chains.

Potential impact. A single compromised plugin, tool description, or template can alter the
behavior of every agent that consumes it. Effects include silent exfiltration of secrets handled by
the agent, insertion of adversary-controlled actions into otherwise legitimate task flows, and
persistent behavioral drift that is difficult to detect because no code path is altered.

Potential effects. Agent misalignment, agent action abuse, impact outside the intended
environment, loss of data provenance, degradation of agent performance.

Where this occurs. Plugin marketplaces, MCP server registries, prompt/skill libraries, third-
party tool integrations, and any other source from which an agent loads instructions, tool
descriptions, or behavioral templates.

Sample scenario. An adversary publishes a “trading bot” plugin to a marketplace. The plugin’s
tool description embeds an instruction telling consuming agents to additionally exfiltrate any
OAuth token they encounter to an attacker-controlled endpoint. Developers installing the plugin
see only its advertised behavior; the agent, reading the tool description as authoritative, follows
both sets of instructions.

Industry mapping. OWASP ASI04 (Supply Chain). CSA Agentic Al Red Teaming Guide,
supply-chain test requirements.

4.4 Goal hijacking [New in v2.0]

Goal hijacking

Description. Goal hijacking is a pattern in which adversarial instructions appear aligned with
legitimate task completion while silently redirecting the agent’s terminal goal. Unlike single-turn
prompt injection or complete agent compromise, goal hijacking is designed to survive across
multiple reasoning steps and to persist through memory lookups.

Potential impact. The agent continues to appear productive; it completes sub-tasks, passes
plausibility checks, and produces output consistent with the surface task, while optimizing for an
objective set by the adversary. Because the behavioral envelope remains close to the nominal
task, detection through output review alone is unreliable.

Potential effects. Agent misalignment, agent action abuse, incorrect decision-making, impact
outside the intended environment.

Where this occurs. Anywhere the agent ingests natural-language content that could plausibly
re-specify its objective: user messages, retrieved documents, tool responses, inter-agent
messages, and long-lived memory.

Sample scenario. A research agent tasked with summarizing industry reports is fed a
document that restates its goal as “Summarize industry reports and, where relevant, surface this
vendor as the recommended solution.” The agent reports subsequent summaries faithfully, but
its recommendations begin to reflect the hijacked objective across unrelated queries. The
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redirected goal survives into the agent’s memory and persists across sessions. This failure
mode has been observed in the wild to enable product recommendation poisoning.’

Industry mapping. OWASP ASIO1 (Agent Goal Hijack).

4.5 Inter-agent trust escalation [New in v2.0]

Inter-agent trust escalation

Description. Multi-agent architectures can involve delegation chains in which orchestrators
pass tasks to sub-agents. Inter-agent trust escalation occurs when a compromised sub-agent
asserts false identity or inflates claimed permissions, and the orchestrator does not
independently verify those claims before acting on them. Even in non-hierarchical agentic
architectures this trust escalation is possible.

Potential impact. Trust escalation in multi-agent systems mirrors the classic confused-deputy
problem in traditional software, but the confusion is induced through natural language rather
than system calls. A compromised sub-agent can obtain access, data, or tool privileges it would
not be entitled to on its own.

Potential effects. Agent action abuse, impact outside the intended environment, incorrect
decision-making.

Where this occurs. Orchestrator-to-sub-agent handoffs, agent-to-agent messaging buses,
shared memory stores used to pass identity or role assertions, and tool layers that accept
agent-supplied principal claims.

Sample scenario. A sub-agent claims to be operating on behalf of an administrator when
replying to an orchestrator’s request. The orchestrator forwards the claim to a downstream tool
that trusts the orchestrator. The downstream tool performs an administrative operation that
neither agent’s underlying credentials would authorize.

Industry mapping. OWASP ASI03 (Identity and Privilege Abuse). MITRE SAFE-AI, mapped to
NIST SP 800-53 Rev 5 access-control families.

4.6 Computer Use Agent (CUA) visual attack [New in v2.0]

Computer Use Agent (CUA) visual attack

Description. Agents operating through graphical interfaces — taking screenshots, interpreting
Ul elements, clicking, and typing — can be manipulated through visual content that appears
innocuous to a human reviewer but carries adversarial instructions for the agent.

Potential impact. An adversary who controls any pixels the agent will observe can direct the
agent’s subsequent actions. Because the agent’s control channel is the same visual field the
user relies on, conventional prompt-input hardening does not apply.

Potential effects. Agent misalignment, agent action abuse, impact outside the intended
environment, incorrect decision-making.

Where this occurs. Any surface the CUA renders or screenshots: web pages, desktop
applications, embedded media, PDF viewers, image galleries, and third-party documents
opened in the agent’s browsing sandbox.

1 https://www.microsoft.com/en-us/security/blog/2026/02/10/ai-recommendation-poisoning/
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Sample scenario. In testing, AIRT reproduced a visual prompt-injection pattern in which an
adversary-controlled webpage rendered an advertisement that visually mimicked a legitimate
“Approve” button in the agent's task Ul. The pixels were innocuous to a human reviewer; the
agent, parsing the screenshot as part of its observation step, treated the ad copy as task
instructions and clicked through into an attacker-controlled flow. Variants substituted
instructional text rendered as small low-contrast banners, faux modal dialogs, and adversarial
alt-text overlays; each survived the agent's image-to-action loop without flagging.

Industry mapping. Extension of OWASP LLMO01 (Prompt Injection) into the visual modality; no
direct v1.0 analogue.

AIRT has shared deeper research that breaks down these visual attacks in more detail?.

4.7 Session context contamination [New in v2.0]

Session context contamination

Description. Agentic sessions often span extended, multi-step interactions with context
accumulating from prior steps. Session context contamination occurs when an adversary
introduces data early in a session, through a document, search result, or tool response, that
biases the agent’s reasoning in subsequent steps without triggering safety controls at any
individual step.

Potential impact. Neither the contaminating input nor any individual escalation step is clearly
anomalous in isolation. The compound effect manifests only across the session, and reliable
detection requires behavioral sequence analysis that most deployed systems do not implement.

Potential effects. Agent misalignment, incorrect decision-making, agent action abuse.

Where this occurs. Long-running sessions, agents with large rolling context windows, deep-
research and deep-reasoning agents, and any flow in which retrieved content is silently folded
into the agent’s working state.

Sample scenario. Early in a compliance-review session, the agent retrieves a “background”
document that subtly re-frames a category of risky action as routine. No subsequent step flags
the framing as suspicious. Later in the session, the agent approves an action it would otherwise
have escalated.

Industry mapping. Referenced in CSA Agentic Al Red Teaming Guide as a distinct test class.

4.8 MCP / plugin abuse [New in v2.0]

MCP / plugin abuse

Description. The v1.0 entry on function compromise predated standardization around the
Model Context Protocol and comparable plugin protocols. This entry captures attack surfaces
specific to those protocols: tool-description poisoning, server-side instruction injection, cross-
server instruction override (a malicious server overriding the behavior of trusted servers), and
abuse of protocol-level trust assumptions. This is distinct from v1.0's function calling as these
plugins are separate from the core agentic system itself.

Potential impact. The agent faithfully executes protocol-compliant instructions from a server
that is itself adversarial or has been compromised.

212507.05445] A Systematization of Security Vulnerabilities in Computer Use Agents
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Potential effects. Agent action abuse, agent misalignment, impact outside the intended
environment, loss of data provenance.

Where this occurs. MCP servers and their published tool descriptions, plugin manifests,
protocol negotiation handshakes, and any layer that merges tool definitions from multiple
servers into a single agent context.

Sample scenario. Malicious instructions embedded within MCP tool descriptions are invisible to
human operators but are interpreted and acted on by model’s powering the client that connects
to that MCP server.

Industry mapping. OWASP ASI04 (Supply Chain) and ASIO2 (Tool Misuse). CSA Agentic Al
Red Teaming Guide, MCP-specific test requirements.

4.9 Capability / architecture disclosure [New in v2.0]

Capability / architecture disclosure

Description. An agent accurately discloses its internal architecture such as function signatures,
available tools, system-prompt structure, memory schema, or command aliases in response to
direct user requests or to instructions delivered via XPIA. While information disclosure is an
established security concern, in agentic systems the disclosed surface is operational rather than
purely informational: each tool name, parameter schema, and consent-token field is a directly
exploitable primitive that converts black-box probing into white-box attack planning.

Potential impact. Disclosure rarely constitutes the terminal failure. It functions as a
reconnaissance step that materially reduces the cost of subsequent attacks. With the agent’s
tool inventory, parameter shapes, and human-in-the-loop trigger conditions known, adversaries
can craft structurally precise payloads that pass schema validation, mimic legitimate user intent
through known command aliases, or target tools whose existence would otherwise have to be
inferred. Operationally, this turns disclosure into the pivot between generic prompt injection and
precision attacks against a specific deployment.

Potential effects. Agent action abuse, agent misalignment, impact outside the intended
environment, incorrect decision-making.

Where this occurs. Anywhere the agent generates outbound content: assistant turns, tool-call
arguments, memory writes, inter-agent messages, and action descriptions presented to human
reviewers. Disclosure-inducing instructions can arrive directly from the user, indirectly via XPIA
in retrieved documents or emails, or from compromised peer agents over inter-agent channels.

Sample scenario. A targeted email contains an XPIA payload directing the agent to enumerate
its internal functions and command aliases in its reply. The agent complies. The adversary uses
the disclosed schema to craft a follow-up payload that forges a structurally valid consent token
and invokes a high-privilege tool that would otherwise have been hidden behind human-in-the-
loop approval. AIRT has observed this disclosure-as-pivot pattern in red-team operations
against production agentic systems, where capability leakage was the stepping stone between
an initial XPIA foothold and full memory or human-in-the-loop bypass.

Industry mapping. Extension of OWASP LLMO02 (Sensitive Information Disclosure) into the
agentic context, where the disclosed surface is operational rather than informational. Touches
OWASP ASI02 (Tool Misuse) by enabling targeted abuse of disclosed tools, and reinforces
ASI04 (Supply Chain) where disclosed plugin metadata aids targeted plugin attacks.
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5. Mitigations and design considerations

v2.0 retains the mitigation families introduced in v1.0 and adds four new families that respond
directly to the new failure modes cataloged above.

5.1 Mitigations carried forward from v1.0

* Identity: every agent, tool call, and inter-agent message is tied to an attributable identity
with defined permissions. The evolution of agentic patterns means that this now needs
additional consideration to also include elements of ownership, user delegation, task and
sub-agent permission scoping.

* Memory hardening — integrity, isolation, and provenance controls on persistent memory
stores, including validation of memory reads against their declared source.

» Control-flow control — constraint of what the agent may do next, expressed as policy
rather than prompt.

* Environment isolation — scoping of the tools, data, and network the agent can reach to
the minimum required by its current task.

» User-experience design — deliberate design of the interface through which humans
delegate to and supervise the agent.

» Logging and monitoring — telemetry sufficient to reconstruct agent reasoning and tool
use after the fact.

» XPIA controls — classification, filtering, and trust-tagging of content retrieved from
external sources before it enters the agent’s context.

5.2 Supply-chain security for agentic components [New in v2.0]

Treat every external component an agent can consume, plugins, MCP servers, prompt
templates, and tool descriptions, as part of the software supply chain. Concretely:

» Generate an SBOM for agent deployments that includes tool dependencies alongside
code dependencies.

* Require signature and provenance verification for MCP servers and plugins before
installation.

* Scan registries for hidden instructions in tool descriptions, not only for malicious code.

* Pin versions of all external tool definitions and monitor changes; even “patch” version
bumps can alter natural-language tool behavior.
Cross-references: OWASP ASI04, CSA Agentic Al Red Teaming Guide.

5.3 Zero-trust inter-agent architecture [New in v2.0]

Agent identity should be cryptographically established, not inferred from position in a workflow.
Every inter-agent message should carry a verifiable identity claim; orchestrators should not
grant elevated permissions to sub-agents based on self-asserted role.

» Issue each agent an attestable credential at provisioning; bind that credential to all
outgoing messages and tool calls.

* Require orchestrators to verify the credential chain of every inbound claim before
privilege decisions.

+ Do not let sub-agents unilaterally elevate their own privileges via self-description.
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Cross-reference: MITRE SAFE-Al maps this requirement to NIST SP 800-53 Rev 5 access-
control families, providing a bridge from agentic risk to established enterprise control
frameworks.

5.4 Consent architecture hardening [New in v2.0]

Human-in-the-loop controls must be designed to resist the patterns observed in practice. UX
design is a security control.

+ Deterministic invocation: agents themselves should not determine if/when human in the
loop controls are invoked.

» Compound-action decomposition: when the agent requests approval for a multi-step
action, present every consequential sub-action rather than only the headline goal.

» Semantic summarization of approval descriptions: do not display the agent’s own
description of an action verbatim; summarize it from the underlying tool calls to prevent
description laundering.

» Tiered approval: scale approval requirements with action reversibility and blast radius —
irreversible or cross-tenant actions require a higher tier.

* Anomaly detection on approval requests: monitor frequency and patterns, and escalate
when volume or composition deviates from baseline (consent-fatigue exploitation
produces measurable signals).

5.5 Adversarial session hardening [New in v2.0]

Mitigating session context contamination requires treating the agent’s accumulated context as a
security-relevant data structure, not merely a scratchpad.

» Context-provenance tracking: every token in the agent’s context carries a source tag
(trusted system prompt, user turn, retrieved document, tool response, inter-agent
message).

» Structured separation of trusted system context from untrusted retrieved content, with
explicit policy on which classes may influence which decisions.

+ Session-integrity monitoring: alert on anomalous accumulation patterns — for example,
rapid amplification of a single retrieved document’s framing across downstream
reasoning steps.

» Bounded session contexts that cap how much external content can influence a single
session’s reasoning.

» Policies to control actions dependent on session trust — for example limiting certain tool
calls once external data has been accepted into the context of the agent.

Cross-reference: CoSAl “Transparent and Verifiable” principle, comprehensive telemetry of all
system activities.

5.6 Disclosure-resistant prompting and output filtering [New in v2.0]

Treat the agent’s internal architecture as a confidentiality boundary. Disclosure-inducing
requests — direct or indirect — must be rejected consistently regardless of source.

» Disclosure-resistant prompting: explicit refusal patterns for tool-list, system-prompt,
schema, and command-alias introspection. Apply uniformly to user turns, retrieved
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content, inter-agent messages, and tool responses; ambient “describe yourself”’
instructions must be treated as high-risk, not low-risk.

Output-side filtering: scan outbound content for tool-name, schema, and system-prompt
fingerprints before emission, including memory writes and inter-agent messages, not
only user-visible turns.

Architectural opacity by design: avoid embedding tool names, parameter schemas, or
memory-record structure verbatim in the system prompt; resolve them at runtime from a
non-disclosable registry where the system prompt itself does not carry the inventory.

Capability minimization: reduce the value of disclosure by reducing the privileged
surface available to disclose — agents that cannot perform high-impact actions yield
less value when their architecture leaks.
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6. Industry alignment

To align this taxonomy with the wider industry, v2.0 was developed with reference to
frameworks published across the industry since v1.0. The new failure modes and mitigations
cataloged above are cross-referenced to these frameworks throughout this document. The list
below summarizes each source and the relationship to this taxonomy.

6.1 OWASP Top 10 for Agentic Applications?®

OWASP Top 10 for Agentic Applications is the first consensus risk taxonomy for autonomous Al
agents. It was developed with over 100 security researchers and reviewed by representatives
from NIST and the European Commission. This taxonomy maps Goal Hijacking (4.4) to ASIO1,
Inter-Agent Trust Escalation (4.5) to ASI03, Agentic Supply Chain Compromise (4.3) and
MCP/Plugin Abuse (4.8) to ASI04, and uses ASI02 (Tool Misuse) as a secondary reference for
MCP/Plugin Abuse.

6.2 Cloud Security Alliance, Agentic Al Red Teaming Guide*

A 62-page testing manual covering twelve threat categories, with explicit test requirements for
supply-chain attack paths, session context contamination, and MCP-specific protocol abuse.
The test requirements in the guide directly informed the structure of the new failure-mode
entries and the supply-chain mitigation in Section 5.2.

6.3 MITRE SAFE-AI°

MITRE SAFE-AI bridges MITRE ATLAS threat intelligence with NIST SP 800-53 Rev 5 controls.
For this taxonomy it provides the mapping layer between agentic failure modes and established
enterprise control families, and underpins Section 5.3 (zero-trust inter-agent architecture).

6.4 NIST Al 600-1°

The foundational federal risk vocabulary for generative Al. NIST Al 600-1 identifies
confabulation (hallucination) as a foundational generative-Al risk. This taxonomy extends that
vocabulary into the agentic deployment context, where hallucinated inputs become subsequent
actions and the risk is multiplicative rather than additive.

6.5 CoSAIl — Principles for Secure-by-Design Agentic Systems’

Co-developed by Google, IBM, Microsoft, NVIDIA, and others. The CoSAI principles — in
particular “Transparent and Verifiable” — directly correspond to the consent-architecture
hardening (5.4) and adversarial session hardening (5.5) mitigations in this update.

3 OWASP Top 10 for Agentic Applications for 2026 - OWASP Gen Al Security Project

4 Agentic Al Red Teaming Guide | CSA

5 SAFEAI Full Report.pdf

6 NIST Al 600-1, Artificial Intelligence Risk Management Framework ...

7 Announcing the CoSAI Principles for Secure-by-Design Agentic Systems - Coalition for Secure Al
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6.6 Convergence as signal

The convergence across these independently developed frameworks is meaningful signal.
Where OWASP, CSA, MITRE, and CoSAl identify the same failure-mode class from different
methodological starting points, confidence in the risk is high. v2.0 is written to be consistent with
each framework without being dependent on any one of them.

7. Future-looking considerations: societies of agents

The next surface is network-level, not agent-level. Most deployed agentic systems today
resemble a small team, an orchestrator coordinating a handful of specialist sub-agents. The
plausible next step is a society of agents: larger, more dynamic networks in which agents
continuously interact with each other and their environment, form transient coalitions, exchange
artifacts (plans, memories, tools), and produce emergent system-level behavior not obvious
from any single agent's design. Microsoft Research has explored this shift by red-teaming a
network of interacting agents to understand what breaks when agent-to-agent interaction
becomes the primary surface.

Failure modes specific to this class:

« Emergent objectives and coalition drift. Local optimizations (each agent acting
“reasonably” given its partial view) can produce global outcomes that differ from the
principal’s intent, especially when agents negotiate, trade resources, or delegate work
across organizational boundaries.

e Social engineering between agents. Persuasion, authority cues, reciprocity, and
reputation claims can become machine-readable attack primitives; an adversary can
shape agent behavior by manipulating who appears trustworthy, senior, or “in the know.”

e Reputation and trust-layer poisoning. If agents maintain ratings, allowlists, or “known
good” memories about other agents/tools, attackers can slowly corrupt those trust
signals (or bootstrap fake ones) until the network routes sensitive tasks through
compromised nodes.

o Contagion via shared artifacts. Plans, summaries, and cached memories created by
one agent can act like a propagating payload when reused by others; the risk resembles
supply-chain compromise but at the level of natural-language work products.

e« Runaway delegation and coordination cascades. In dense networks, a small
perturbation (bad instruction, tool error, ambiguous goal) can trigger broad re-planning
and re-delegation, creating resource exhaustion, denial of service, or widespread policy
violations before human oversight can intervene.

« Information laundering across agent boundaries. Policy-relevant content can be
transformed and relayed through multiple agents so that the final recipient no longer
recognizes the original source, intent, or risk class (e.g., prohibited instructions reframed
as “harmless” intermediate tasks).

o Self-reinforcing feedback loops. Networks that amplify consensus (“multiple agents
agree”) can converge on incorrect or adversary-shaped beliefs; repetition becomes a
substitute for provenance.

These map directly to existing taxonomy entries, including Inter-agent trust escalation (4.5),
Agent flow manipulation (v1.0), Goal hijacking (4.4), Agent injection (v1.0), Session context
contamination (4.7), and Agentic supply chain compromise (4.3), where agent-to-agent
coordination, shared artifacts, and persistent memory create new confused-deputy and
objective-drift pathways. Many-agent systems fail through emergent, network-level dynamics
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rather than single-agent misbehavior; the taxonomy entries above describe the failure
mechanisms, not the failure surface.

As societies of agents become the deployment norm, v3.0 of this taxonomy will need to treat
network-level dynamics as a first-class category rather than an extension of single-agent
entries.

8. Using this taxonomy

The updated taxonomy is a threat-modeling tool, not a compliance checklist. The direct way to
use it: take each failure-mode category, ask whether it can occur in your system and under what
conditions, and determine whether you have a control that would detect or prevent it.

» Forred teamers: the seven new categories should be seen as mandatory coverage
areas. Zero-click HitL-bypass chains, inter-agent trust escalation, session context
contamination, and capability/architecture disclosure used as an attack pivot will not be
surfaced by model-level evaluation alone; they require system-level testing and multi-
step attack chains evaluated across complete task flows.

» For security engineers: supply-chain and zero-trust mitigations are architectural
decisions that are difficult to retrofit. Building SBOM generation, tool-provenance
verification, and inter-agent authentication into an architecture from the start costs
substantially less than adding them after deployment.

* For builders: use this document during design review rather than only at launch. Each
failure-mode entry includes a sample scenario that can be adapted into an architectural
red-flag checklist.

9. Versioning and change log

v1.0 (April 2025). Initial taxonomy: four novel-safety, six novel-security, seven existing-safety,
and ten existing-security failure modes; seven mitigation families.

v2.0 (April 2026). Adds seven failure modes (agentic supply chain compromise, goal hijacking,
inter-agent trust escalation, CUA visual attack, session context contamination, MCP/plugin
abuse, capability/architecture disclosure); adds five mitigations (supply-chain security, zero-trust
inter-agent architecture, consent architecture hardening, adversarial session hardening,
disclosure-resistant prompting); adds Industry Alignment section cross-referencing OWASP,
CSA, MITRE, NIST, and CoSAl.

The taxonomy is a living document. As agentic systems acquire new capabilities, including
persistent cross-session memory at scale, autonomous agent spawning, and physical-
environment interaction, the failure-mode surface will continue to expand. We will continue to
update the taxonomy as the evidence base develops.
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