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A targeted voice phishing attack

In this, our 8th cyberattack series report, we delve into a recent

Help on the line:
p reactive investigation conducted by Microsoft Incident Response—

How a Microsoft Teams su Pport the Detection and Response Team (DART). It's one of a growing class

call led to com promise of identity-first, human-operated intrusions that rely more on
deception and legitimate tooling than on exploiting software
vulnerabilities. The affected customer reached out to DART for
assistance in November 2025.

The investigation revealed a threat actor using persistent
Microsoft Teams voice phishing (vishing) calls to impersonate
support personnel and target multiple employees. After two
unsuccessful attempts, the threat actor convinced a third user

to grant remote access by launching the remote management tool
Quick Assist, enabling initial compromise of a corporate device.

Read on to learn more about the tactics, tradecraft, and tools
used, how DART countered their actions, and how organizations
can detect, investigate, and eradicate similar security threats.
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What happened?

After establishing an interactive session on the compromised

device, the threat actor directed the user to a malicious website

under their control. Forensic analysis of browser history and Quick

Assist artifacts indicates the user was lured into entering corporate TECHNIQUE
credentials on a spoofed web form, which triggered the download

of multiple malicious files onto their system.

DLL side-loading

Among the first payloads discovered was a Microsoft Installer (MSI)

package, update.msi. Although presented as a legitimate application, A threat actor places a malicious DLL alongside a

the installer quietly deployed files into the user’s %AppData% legitimate, trusted executable so that the executable
directory under a Pdf24 subfolder and performed DLL side-loading inadvertently loads and runs the malicious DLL instead
to execute a signed cryptbase.dIl. of the intended one, allowing code execution under

the guise of a trusted process. Once loaded, the DLL
began beaconing to the threat actor-controlled
infrastructure and functioned as a lightweight
remote-access tool capable of executing processes
on the compromised host.

Following this, an executable named updater.exe was retrieved,
which reverse engineering by DART revealed to be a delivery
mechanism for a signed and encrypted .NET loader. This loader
deployed an agent that communicated over an encrypted

channel with the threat actor-controlled infrastructure, enabling
server-directed actions such as command execution through
Command Prompt or PowerShell activity, and the use of a SOCKS5
reverse proxy for outbound connectivity.

Additional malicious components were subsequently identified,

including artek32.dll, a Rust-based library consistent with the RustyStealer malware family, capable of browser session hijacking
and credential material extraction, and cryptbase.dll, a signed malicious DLL functioning as a remote access tool (RAT) beaconing
to a virtual private server. Together, these components provided the threat actor with interactive control, credential access, and
command-and-control capability within the compromised environment.



The attaCk ﬂ ow Microsoft Threat Intelligence has previously highlighted that

adversaries are increasingly abusing Microsoft Teams as an
initial social-engineering vector, often impersonating IT or

help desk staff to build credibility. This technique has led to the
misuse of Quick Assist for hands-on-keyboard access, and in
several observed intrusions, has progressed to credential theft,

remote tooling deployment, and ransomware deployment.
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How did Microsoft respond?

Recognizing the potential impact of potential Active Directory exposure, DART immediately activated its tactical containment and
hardening capabilities. The team rapidly validated the customer’s report of a successful impersonation and vishing attack through
Microsoft Teams, confirming that social engineering was used to compromise a corporate device.

Through targeted investigation, DART then determined that the threat actor activity was confined to a narrow time window and limited to
Tier 2 devices. Analysts examined early-stage techniques and tools, including quickassist.exe, update.msi, and updater.exe, to understand
the scope and progression of the intrusion.

DART evicted the threat actor and completed tactical containment of the Active Directory domain to restrict lateral movement and
reduce the attack surface while protecting privileged assets. Using proprietary investigation tools such as Fennec, FoX, and COSMIC,

the team collected forensic evidence, scanned devices of interest, and validated that no additional threat actor objectives were achieved.
This work confirmed the limited scope of the incident, where containment actions evicted the threat actor, and ensured no hidden
persistence remained following the removal of artefacts introduced.

Q INSIGHT

Organizations can enhance both proactive and reactive
detection and response efforts by:

+ Leveraging diversity in artifacts and having a broad understanding of threat actor TTPs
+ Being industry and geographically threat aware and building a threat profile

« Knowing what to protect and where and highlighting assets of value

+ Defining a baseline of regular operation to rapidly identify abnormalities

Microsoft Digital Defense Report 2025, pp 68


https://www.microsoft.com/en-us/corporate-responsibility/cybersecurity/microsoft-digital-defense-report-2025

What can customers do to strengthen their defenses?

Voice phishing attacks are so often effective because they exploit the natural human instinct to be helpful and responsive.
Employees targeted in these scenarios typically act in good faith while attempting to do their jobs and support their teams.

To reduce the risk of similar incidents, DART recommends organizations take proactive steps to limit exposure to
social-engineering attacks conducted through Microsoft Teams and the abuse of remote access tools. These measures focus

on restricting unnecessary external access and tightening controls around legitimate tooling that can be misused by threat actors.
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Restrict Implement an allowlist
external Teams model for external
communications collaboration

Disable inbound communication from Create an allowlist of trusted external
unmanaged Microsoft Teams accounts domains authorized to communicate
by default. with users.

Use the Microsoft Teams Admin Center Enforce restrictions on both inbound
to limit which external organizations and outbound communications to
can contact employees. reduce unsolicited contact and

impersonation risk.
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Review and harden
Remote Monitoring and
Management (RMM) tools

Inventory approved RMM tools in
use across the environment.

Remove obsolete or unused tools and
restrict access to those that remain.

Disable built-in utilities such as Quick
Assist via Group Policy in environments
where they are not required.

Implementing these recommendations can meaningfully reduce an organization’s attack surface, limit opportunities for
identity-driven compromise, and strengthen defenses against intrusions that rely on trusted services and human interaction

rather than software exploits.
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Conclusion |

This DART investigation underscores how many modern intrusions rely
less on technical exploits and more on trust—abusing legitimate
services, familiar workflows, and the human instinct to help.

As collaboration platforms and remote support tools become essential
to daily work, they also create opportunities for threat actors who know
how to blend in rather than break in. Defending against identity-first,
human-operated attacks requires disciplined controls around trusted
tools, clearer boundaries for external interaction, and detection
strategies that account for social engineering as a primary entry point.
In this case, DART helped the customer rapidly contain the intrusion,
validate scope, and confirm the threat actor achieved no further
objectives—turning a potentially serious compromise into a contained
incident and reinforcing the value of prepared, practiced response.

Learn more about how DART
can help you before, during,
and after a security incident:

Learn more ->
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