
Azure Essentials 
resource kit

Elevate reliability, security, and ongoing performance of 
workloads for your cloud and AI investments to maximize 
value and empower transformation.



Accelerate business outcomes - Azure Essentials resource kit

In this resource kit, you’ll 
discover Microsoft’s best 
practices for approaching key 
business priorities from AI to 
resiliency with guidance to help 
you maximize your business value 
on Azure with Azure Essentials.

For expert support powered by Azure Essentials with
migration-related projects, try Azure Migrate and
Modernize; for support with AI and analytics projects,
try Azure Innovate.

This kit provides step-by-step guidance for 
you to enhance your cloud and AI investments 
across common scenarios to help you:

• Successfully adopt AI and build 
new AI-infused apps.

• Migrate your SAP workloads, 
infrastructure, and databases.

• Unify your data platform and 
empower your developers.

• Proactively keep critical workloads                
reliable and secure.

https://azure.microsoft.com/solutions/migration/migrate-modernize-innovate
https://azure.microsoft.com/solutions/migration/migrate-modernize-innovate


Curated guidance to help you improve your stance on Azure
Azure offers a solution to support your end-to-end cloud journey:
Azure Essentials helps you elevate reliability, security, and ongoing performance of workloads for your
cloud and AI investments to maximize value and empower transformation. It provides comprehensive
resources in one place, extensive coverage, and expert help from Microsoft or partners.

This offering includes:

Comprehensive 
resources in one place

• Take advantage of guidance and
free training to design and build
secure, reliable workloads.

• Get insights and
recommendations from products,
tools, and interactive assessments.

• Manage your cloud investments 
efficiently by choosing the pricing
offers that best meet your needs.

Direct access to experts

• Receive assistance from Microsoft 
experts or specialized partners.

• Benefit from Microsoft-led delivery 
of engagements for Microsoft 
Unified customers.

Extensive coverage—from 
migration to innovation

• Cover all your cloud journey needs 
from reliability and security to 
ongoing performance 
management and AI.

• Design for resiliency and 
performance proactively from 
the start.

• Enhance your existing deployments 
to address core business priorities.



Common scenarios for new Azure projects
From transforming your stance on Azure to cloud management,
choose the scenario that best matches your needs:

Innovate with 
AI platform

Build and
modernize AI apps

Activate data for
AI innovation

Migrate to
innovate

Migrate
SAP workloads

Accelerate software
development



Common scenarios for existing Azure projects
Building and managing resilient workloads is key to success in the cloud to address possible issues 
related to reliability and security, choose the scenario that best matches your needs:

Azure Proactive
Resiliency

Infrastructure

Infrastructure
Applications

Applications
Data

Data
Security

Security

COMING SOON

COMING SOON

COMING SOON



Innovate with 
AI Platform



Best practices for getting AI-ready 
Use the concepts in each phase to ensure successful AI adoption on Azure at scale.​

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security
• Data collocation 

• Financial best practices

• Pricing 

• Platform landing zone 

• Skilling

• Trustworthy AI

• Architectural guidance

• GenAIOps

• Monitoring 

• Management

• Reliability



Readiness and foundation
Azure Essentials assists in optimizing your cloud investments during each phase.

Data collocation

Build a business case

Azure Migrate overview

Migration tools

Migration FAQ

Achieve optimal 
performance

Financial best 
practices

Cost optimization of AI 
workloads

How to forecast AI services 
costs in the cloud

FinOps Framework

FinOps Review

Manage investments 
with FinOps

Pricing

Azure pricing calculator

PTU Reservations blog​

Azure OpenAI ​
capacity calculator

Azure pricing overview

Pricing blog

Optimize cost with 
flexible spending

Platform landing 
zone 

Landing zone 
deployment options

ISV considerations

Get landing zone help

Landing zone FAQ

Accelerate workload 
deployments

Skilling

Azure AI fundamentals

Azure AI Engineer Associate

Azure Data Scientist Associate

Transform your business
with Microsoft AI

Empower teams with 
training and resources 

https://learn.microsoft.com/azure/migrate/how-to-build-a-business-case
https://learn.microsoft.com/azure/migrate/
https://learn.microsoft.com/azure/migrate/how-to-migrate
https://learn.microsoft.com/azure/migrate/resources-faq
https://www.finops.org/wg/cost-estimation-of-ai-workloads/
https://www.finops.org/wg/cost-estimation-of-ai-workloads/
https://www.finops.org/wg/how-to-forecast-ai-services-costs-in-cloud/
https://www.finops.org/wg/how-to-forecast-ai-services-costs-in-cloud/
https://www.finops.org/framework/
https://learn.microsoft.com/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://azure.microsoft.com/pricing/calculator/
https://aka.ms/azure-pricing-AOAI-standard-provisioned-blog
https://oai.azure.com/portal/calculator
https://oai.azure.com/portal/calculator
https://azure.microsoft.com/en-us/pricing/
https://azure.microsoft.com/blog/get-the-best-value-in-your-cloud-journey-with-azure-pricing-offers-and-resources/
https://learn.microsoft.com/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
https://learn.microsoft.com/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://learn.microsoft.com/certifications/azure-ai-fundamentals/
https://learn.microsoft.com/certifications/azure-ai-engineer/
https://learn.microsoft.com/certifications/azure-data-scientist/
https://learn.microsoft.com/training/paths/transform-your-business-with-microsoft-ai/?culture=en-us&country=us
https://learn.microsoft.com/training/paths/transform-your-business-with-microsoft-ai/?culture=en-us&country=us


Design and govern  
Azure Essentials assists in optimizing your cloud investments during each phase ​

Trustworthy AI

Responsible AI Toolbox​

Responsible AI Impact Assessment

Azure AI content safety

Introducing modern data governance for the era 
of AI

Unpacking AI governance to shape digital 
transformation

Instill trust through security, 
privacy and safety

Architectural guidance

Baseline OpenAI end-to-end chat reference 
architecture

Access Azure OpenAI and other language models 
through a gateway

Azure OpenAI chat baseline architecture in 
an Azure landing zone

Design and operate with confidence

GenAIOps

GenAIOps Assessment

GenAIOps with prompt flow and GitHub

Designing and developing a RAG solution

RAG with Azure Machine Learning prompt flow

Build apps with GenAI

Operationalize AI development

https://github.com/microsoft/responsible-ai-toolbox
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Template.pdf?culture=en-us&country=us
https://learn.microsoft.com/azure/ai-services/content-safety/concepts/groundedness
https://azure.microsoft.com/blog/introducing-modern-data-governance-for-the-era-of-ai/
https://azure.microsoft.com/blog/introducing-modern-data-governance-for-the-era-of-ai/
https://www.microsoft.com/industry/microsoft-in-business/era-of-ai/2024/05/02/unpacking-ai-governance-to-shape-digital-transformation/
https://www.microsoft.com/industry/microsoft-in-business/era-of-ai/2024/05/02/unpacking-ai-governance-to-shape-digital-transformation/
https://learn.microsoft.com/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/azure/architecture/ai-ml/guide/azure-openai-gateway-guide
https://learn.microsoft.com/azure/architecture/ai-ml/guide/azure-openai-gateway-guide
https://learn.microsoft.com/azure/architecture/ai-ml/architecture/azure-openai-baseline-landing-zone?wt.mc_id=chkittel_s_organicsocial_cnl
https://learn.microsoft.com/azure/architecture/ai-ml/architecture/azure-openai-baseline-landing-zone?wt.mc_id=chkittel_s_organicsocial_cnl
https://learn.microsoft.com/assessments/e14e1e9f-d339-4d7e-b2bb-24f056cf08b6/
https://learn.microsoft.com/azure/machine-learning/prompt-flow/how-to-end-to-end-llmops-with-prompt-flow?view=azureml-api-2
https://learn.microsoft.com/azure/architecture/ai-ml/guide/rag/rag-solution-design-and-evaluation-guide
https://learn.microsoft.com/azure/machine-learning/concept-retrieval-augmented-generation?view=azureml-api-2
https://github.com/microsoft/llmops-workshop


Manage and optimize
Azure Essentials assists in optimizing your cloud investments during each phase.

Monitoring

Model monitoring for GenAI applications

Inference data collection from models in production

Shared responsibility AI

Comprehensive observability for  
performance and security

Reliability

Azure Advisor

Well-Architected Review - MLOps

Groundedness tests

GovViz Tool

Assessments and remediations for 
improved resiliency

Management

Optimizing Generative Applications on Azure Open AI

Azure OpenAI Studio

Service Benchmarking tool

Solution sizing tool

Resource utilization and efficiency

Understand and optimize costs with the cost 
optimization workbook

Azure carbon optimization

Optimize costs with Azure pricing

Tools and guidance to maximize ROI

https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-monitor-generative-ai-applications?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-data-collection?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility-ai
https://learn.microsoft.com/en-us/azure/advisor/advisor-overview
https://learn.microsoft.com/en-us/assessments/eec33ce4-4ef0-4bd2-9f69-1956e50465d4/
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/groundedness
https://github.com/JulianHayward/Azure-MG-Sub-Governance-Reporting
https://microsoft.sharepoint.com/:w:/r/teams/ASDIPRelease/_layouts/15/Doc.aspx?sourcedoc=%7B00D462F0-6698-47D3-841A-AE5669EE082D%7D&file=Optimising%20Generative%20Applications%20on%20Azure%20Open%20AI.docx&wdLOR=c8C696351-7A39-44C9-B2C8-02A4FA63A001&action=default&mobileredirect=true
https://aka.ms/ImprovedAOAIBenchmarkingTool
https://aka.ms/ImprovedAOAIBenchmarkingTool
https://aka.ms/AOAISolutionSizing
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/carbon-optimization/
https://techcommunity.microsoft.com/t5/azure-governance-and-management/azure-pricing-how-to-optimize-costs-for-your-azure-workloads/ba-p/4166326


Build and modernize 
AI apps



Build and modernize AI apps
Use the concepts in each phase to ensure the successful deployment and operation of AI apps.

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security • Migration strategy

• Security and compliance planning

• Pricing and financial best practices

• Platform landing zone

• Skilling

• App and data estate modernization

• Application patterns

• API management

• Data needs

• AI considerations

• Application testing

• Monitoring

• Database tuning

• Continued innovation and modernization

• Workload improvement



Readiness and foundation 
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Migration strategy 

Azure Migrate

Azure Verified Modules

Azure Proactive Resiliency 
Library

Azure Monitor Baseline Alerts

Azure Site Recovery

Azure Database Migration 
Service

Azure Migrate demo

Identify opportunities to 
drive AI impact

Security and 
compliance planning

Azure Security Center

Azure Defender for Servers

Microsoft Copilot for Security

Confidential computing

Microsoft Purview

Extended Security Updates 
enabled by Azure Arc

GitHub Advanced Security for 
Azure DevOps

Azure Monitor, Azure Backup
and Site Recovery

Identify and address 
requirements early

Pricing and financial 
best practices

Cost optimization of AI 
workloads

Forecasting AI services costs

FinOps Framework

FinOps Review

Azure pricing overview 

PTU Reservations blog 

Azure Hybrid Benefit

Azure OpenAI ​capacity 
calculator

Optimize cost with 
flexible spending

Platform landing 
zone

Prepare your landing zone 
for migration

Azure landing zone

Landing zone deployment 
options

ISV considerations

Landing zone FAQ

Accelerate workload 
deployments

Skilling

Plans on Learn: Apps platform 
and data solutions

Plans on Learn: Build AI apps

Plans on Learn: Modernize AI 
apps

Azure cost optimization 
workbook

Empower teams with 
training and resources 

https://learn.microsoft.com/en-us/azure/migrate/migrate-services-overview
https://azure.github.io/Azure-Verified-Modules/
https://azure.github.io/Azure-Proactive-Resiliency-Library-v2/welcome/
https://azure.github.io/Azure-Proactive-Resiliency-Library-v2/welcome/
https://azure.github.io/azure-monitor-baseline-alerts/welcome/
https://learn.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://youtu.be/pl6jHyizeos?si=AvaDXMqqnkFutbYe
https://learn.microsoft.com/en-us/azure/security-center/security-center-introduction
https://learn.microsoft.com/en-us/azure/security-center/defender-for-servers-introduction
https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://techcommunity.microsoft.com/t5/azure-arc-blog/new-options-for-extended-security-updates-enabled-by-azure-arc/ba-p/3876737
https://techcommunity.microsoft.com/t5/azure-arc-blog/new-options-for-extended-security-updates-enabled-by-azure-arc/ba-p/3876737
https://azure.microsoft.com/products/devops/github-advanced-security
https://azure.microsoft.com/products/devops/github-advanced-security
https://azure.microsoft.com/en-us/products/monitor/
https://azure.microsoft.com/en-us/products/backup/
https://azure.microsoft.com/en-us/products/site-recovery/
https://www.finops.org/wg/cost-estimation-of-ai-workloads/
https://www.finops.org/wg/cost-estimation-of-ai-workloads/
https://www.finops.org/wg/how-to-forecast-ai-services-costs-in-cloud/
https://www.finops.org/framework/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://azure.microsoft.com/pricing
https://aka.ms/azure-pricing-AOAI-standard-provisioned-blog
https://azure.microsoft.com/pricing/hybrid-benefit/
https://oai.azure.com/portal/calculator
https://oai.azure.com/portal/calculator
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/prepare/ready-azure-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/prepare/ready-azure-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://learn.microsoft.com/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://learn.microsoft.com/en-us/plans/22exf6o2wx668d
https://learn.microsoft.com/en-us/plans/22exf6o2wx668d
https://learn.microsoft.com/en-us/plans/60x3h6m542w8xy
https://learn.microsoft.com/en-us/plans/60x3h6m542w8xy
https://learn.microsoft.com/en-us/plans/60x3h6601gok72
https://learn.microsoft.com/en-us/plans/60x3h6601gok72
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook


Design and govern 
Azure Essentials assists in optimizing your cloud investments during each phase.

App and data estate 
modernization

Azure Verified Modules

The Total Economic ImpactTM

of Azure PaaS

Modernize any application

Migrate ASP.NET apps to Azure

Modernize apps with Azure 
apps platform and data 

solutions

Ready your IT estate for 
AI-powered apps

Application 
patterns

Cloud monitoring service level 
objectives

Azure Pipelines baseline 
architecture

Azure App Configuration

Azure Developer CLI 
templates

To build reliable, secure, 
and scalable apps

API management

GenAI gateway capabilities in 
Azure API Management

Azure OpenAI Service REST 
API reference

Azure AI Model Inference API 

Gartner® Magic Quadrant
for Enterprise Low-Code 

Application Platforms

Scale up your app

Data needs

Choose a data storage 
approach in Azure

Microsoft Intelligent Data 
Platform

Choose an Azure data service

Choose an Azure service for 
vector search

Superior performance 
and scalability

AI considerations

Responsible AI resources

Responsible AI standard

AI impact assessment 
template

AI impact assessment guide

Transparency notes

Infuse AI capabilities and 
best practices

https://github.com/Azure/Azure-Verified-Modules
https://azure.microsoft.com/en-us/blog/forrester-study-finds-228-percent-roi-when-modernizing-applications-on-azure-paas/?msockid=104a72c32da7640c2bc3664b2c1d65e3
https://azure.microsoft.com/en-us/blog/forrester-study-finds-228-percent-roi-when-modernizing-applications-on-azure-paas/?msockid=104a72c32da7640c2bc3664b2c1d65e3
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/modernize/modernize-strategies/application-modernization
https://learn.microsoft.com/en-us/training/modules/intro-to-migrating-aspnet-apps-azure/?source=recommendations
https://learn.microsoft.com/en-us/plans/22exf6o2wx668d
https://learn.microsoft.com/en-us/plans/22exf6o2wx668d
https://learn.microsoft.com/en-us/plans/22exf6o2wx668d
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/manage/monitor/service-level-objectives
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/manage/monitor/service-level-objectives
https://learn.microsoft.com/en-us/azure/devops/pipelines/architectures/devops-pipelines-baseline-architecture?view=azure-devops
https://learn.microsoft.com/en-us/azure/devops/pipelines/architectures/devops-pipelines-baseline-architecture?view=azure-devops
https://learn.microsoft.com/en-us/azure/azure-app-configuration/overview?WT.mc_id=cloudnative-ch9-shboyer
https://learn.microsoft.com/en-us/azure/developer/azure-developer-cli/azd-templates?tabs=csharp
https://learn.microsoft.com/en-us/azure/developer/azure-developer-cli/azd-templates?tabs=csharp
https://learn.microsoft.com/en-us/azure/api-management/genai-gateway-capabilities
https://learn.microsoft.com/en-us/azure/api-management/genai-gateway-capabilities
https://learn.microsoft.com/en-us/azure/ai-services/openai/reference
https://learn.microsoft.com/en-us/azure/ai-services/openai/reference
https://techcommunity.microsoft.com/t5/ai-machine-learning-blog/introducing-the-azure-ai-model-inference-api/ba-p/4144292
https://www.microsoft.com/en-us/power-platform/blog/power-apps/microsoft-is-a-leader-in-the-2021-gartner-magic-quadrant-for-enterprise-low-code-application-platforms/
https://www.microsoft.com/en-us/power-platform/blog/power-apps/microsoft-is-a-leader-in-the-2021-gartner-magic-quadrant-for-enterprise-low-code-application-platforms/
https://www.microsoft.com/en-us/power-platform/blog/power-apps/microsoft-is-a-leader-in-the-2021-gartner-magic-quadrant-for-enterprise-low-code-application-platforms/
https://learn.microsoft.com/en-us/training/modules/choose-storage-approach-in-azure/
https://learn.microsoft.com/en-us/training/modules/choose-storage-approach-in-azure/
https://www.microsoft.com/en-us/microsoft-cloud/solutions/intelligent-data-platform?msockid=3628ebdd5ddd6fcc355cff8d5c836e1a
https://www.microsoft.com/en-us/microsoft-cloud/solutions/intelligent-data-platform?msockid=3628ebdd5ddd6fcc355cff8d5c836e1a
https://learn.microsoft.com/en-us/azure/architecture/guide/technology-choices/data-options
https://learn.microsoft.com/en-us/azure/architecture/guide/technology-choices/vector-search
https://learn.microsoft.com/en-us/azure/architecture/guide/technology-choices/vector-search
https://www.microsoft.com/ai/responsible-ai
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-Responsible-AI-Standard-v2-General-Requirements-3.pdf
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Template.pdf
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Template.pdf
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Guide.pdf
https://learn.microsoft.com/legal/cognitive-services/openai/transparency-note?tabs=text


Manage and optimize 
Azure Essentials assists in optimizing your cloud investments during each phase ​

Application 
testing

Azure Load Testing 

Recommendations for 
performance testing 

Azure Chaos Studio

Workload operations in 
cloud management 

Microsoft Playwright Testing

Test to optimize for 
performance

Monitoring

The Total Economic Impact
Of Microsoft Azure Resilience 

Guidance

Application Health extension-
Azure Virtual Machines

Monitor Azure Container 
Instances

Application Insights-Azure 
Monitor

Through monitoring and 
remediation

Database tuning

Enable semantic caching

Query Performance Insight

Query Performance Insight -
Azure Database for PostgreSQL

For faster and more 
efficient GenAI apps

Continued 
innovation and 
modernization

Resource management best 
practices for Azure 
Kubernetes Service

Build AI apps with Azure 
services and best practices

Multi-tier web application 
built for HA/DR

Constant, evergreen 
process

Workload 
improvement

Azure Code Optimizations

Azure Cache for Redis

Performance & latency with 
Azure OpenAI

PTU Management for GenAI

Optimizing Azure OpenAI

Performance tips -Azure AI 
Search

Explore best practices to 
enhance your apps

https://azure.microsoft.com/en-us/products/load-testing/?msockid=3628ebdd5ddd6fcc355cff8d5c836e1a
https://learn.microsoft.com/en-us/azure/well-architected/performance-efficiency/performance-test
https://learn.microsoft.com/en-us/azure/well-architected/performance-efficiency/performance-test
https://azure.microsoft.com/en-us/products/chaos-studio/?msockid=3628ebdd5ddd6fcc355cff8d5c836e1a
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/manage/considerations/workload
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/manage/considerations/workload
https://learn.microsoft.com/en-us/azure/playwright-testing/quickstart-automate-end-to-end-testing?tabs=github
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-product-and-services/azure/documents/tei-for-workload-resiliency-on-azure.pdf
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-product-and-services/azure/documents/tei-for-workload-resiliency-on-azure.pdf
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-product-and-services/azure/documents/tei-for-workload-resiliency-on-azure.pdf
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/health-extension?tabs=rest-api
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/health-extension?tabs=rest-api
https://learn.microsoft.com/en-us/azure/container-instances/monitor-azure-container-instances
https://learn.microsoft.com/en-us/azure/container-instances/monitor-azure-container-instances
https://learn.microsoft.com/en-us/azure/azure-monitor/app/app-insights-overview
https://learn.microsoft.com/en-us/azure/azure-monitor/app/app-insights-overview
https://learn.microsoft.com/en-us/azure/azure-monitor/app/app-insights-overview
https://learn.microsoft.com/en-us/azure/azure-sql/database/query-performance-insight-use?view=azuresql
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-query-performance-insight
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-query-performance-insight
https://learn.microsoft.com/en-us/azure/aks/developer-best-practices-resource-management?bc=%2Fazure%2Fcloud-adoption-framework%2F_bread%2Ftoc.json&toc=%2Fazure%2Fcloud-adoption-framework%2Fscenarios%2Fapp-platform%2Ftoc.json
https://learn.microsoft.com/en-us/azure/aks/developer-best-practices-resource-management?bc=%2Fazure%2Fcloud-adoption-framework%2F_bread%2Ftoc.json&toc=%2Fazure%2Fcloud-adoption-framework%2Fscenarios%2Fapp-platform%2Ftoc.json
https://learn.microsoft.com/en-us/azure/aks/developer-best-practices-resource-management?bc=%2Fazure%2Fcloud-adoption-framework%2F_bread%2Ftoc.json&toc=%2Fazure%2Fcloud-adoption-framework%2Fscenarios%2Fapp-platform%2Ftoc.json
https://learn.microsoft.com/en-us/plans/60x3h6m542w8xy
https://learn.microsoft.com/en-us/plans/60x3h6m542w8xy
https://learn.microsoft.com/en-us/azure/architecture/example-scenario/infrastructure/multi-tier-app-disaster-recovery
https://learn.microsoft.com/en-us/azure/architecture/example-scenario/infrastructure/multi-tier-app-disaster-recovery
https://learn.microsoft.com/en-us/azure/azure-monitor/insights/code-optimizations
https://learn.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview
https://learn.microsoft.com/en-us/azure/ai-services/openai/how-to/latency
https://learn.microsoft.com/en-us/azure/ai-services/openai/how-to/latency
https://techcommunity.microsoft.com/t5/ai-azure-ai-services-blog/best-practice-guidance-for-ptu/ba-p/4152133
https://techcommunity.microsoft.com/t5/fasttrack-for-azure/optimizing-azure-openai-a-guide-to-limits-quotas-and-best/ba-p/4076268
https://learn.microsoft.com/en-us/azure/search/search-performance-tips
https://learn.microsoft.com/en-us/azure/search/search-performance-tips


Activate data 
for AI innovation



Activate data for AI innovation
Use the concepts in each phase to ensure successful cloud-scale data analytics.

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security

• Cloud-scale analytics strategy

• Secured data analytics estate

• On-premise data consolidation

• Pricing and financial best practices

• Platform landing zone

• Skilling

• Architectural guidance

• Analytics governance

• AI-ready data foundation

• Monitoring 

• Management 

• Reliability

• Workload improvement



Readiness and foundation   
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Cloud-scale 
analytics strategy

Roles and teams for 
cloud-scale analytics

Integrating cloud-scale 
analytics into your 

cloud adoption strategy

Alignment with 
business outcomes

Secured data 
analytics estate

Microsoft Fabric 
security 

Microsoft Fabric 
end-to-end security

scenario

Secure cloud-scale 
analytics in Azure

Identify and 
address 

requirements early

Platform landing 
zone

Cloud Adoption 
Framework enterprise-

scale landing zones

Deploying Azure 
landing zones

Azure landing zones
for cloud-scale analytics

Accelerate workload 
deployments

On-premise data 
consolidation

OneLake in Microsoft
Fabric

Integrating on-premises 
data into Fabric using 
data pipelines in Data 

Factory

Accessing on-premises 
data sources in Data

Factory

Data pipeline connectors 
in Microsoft Fabric

Prepare for move 
to cloud

Pricing and 
financial best 

practices

FinOps Framework

FinOps Review

Azure pricing 
overview

Azure Reservations

Optimize cost with 
flexible spending

Skilling

Evaluate an enterprise
data scenario

Create a data product batch 

Set up a data product batch

Clean up resources 

End-to-end Fabric tutorials

Azure Data Fundamentals

Implement a machine 
learning solution with Azure 

Databricks

Empower teams 
with training and 

resources 

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/organize-roles-teams
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/organize-roles-teams
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/strategy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/strategy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/strategy
https://learn.microsoft.com/en-us/fabric/security/
https://learn.microsoft.com/en-us/fabric/security/
https://learn.microsoft.com/en-us/fabric/security/security-scenario
https://learn.microsoft.com/en-us/fabric/security/security-scenario
https://learn.microsoft.com/en-us/fabric/security/security-scenario
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/secure
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/secure
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/ready
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/ready
https://learn.microsoft.com/en-us/fabric/onelake/
https://learn.microsoft.com/en-us/fabric/onelake/
https://blog.fabric.microsoft.com/en-us/blog/integrating-on-premises-data-into-microsoft-fabric-using-data-pipelines-in-data-factory/
https://blog.fabric.microsoft.com/en-us/blog/integrating-on-premises-data-into-microsoft-fabric-using-data-pipelines-in-data-factory/
https://blog.fabric.microsoft.com/en-us/blog/integrating-on-premises-data-into-microsoft-fabric-using-data-pipelines-in-data-factory/
https://blog.fabric.microsoft.com/en-us/blog/integrating-on-premises-data-into-microsoft-fabric-using-data-pipelines-in-data-factory/
https://learn.microsoft.com/en-us/fabric/data-factory/how-to-access-on-premises-data
https://learn.microsoft.com/en-us/fabric/data-factory/how-to-access-on-premises-data
https://learn.microsoft.com/en-us/fabric/data-factory/how-to-access-on-premises-data
https://learn.microsoft.com/en-us/fabric/data-factory/pipeline-support
https://learn.microsoft.com/en-us/fabric/data-factory/pipeline-support
https://www.finops.org/framework/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://azure.microsoft.com/en-us/pricing/
https://azure.microsoft.com/en-us/pricing/
https://azure.microsoft.com/en-us/pricing/reservations/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/tutorials/tutorial-evaluate-scenario
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/tutorials/tutorial-evaluate-scenario
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/tutorials/tutorial-create-data-product-batch
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/tutorials/tutorial-set-up-data-product-batch
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/tutorials/cleanup-instructions
https://learn.microsoft.com/en-us/fabric/get-started/end-to-end-tutorials
https://learn.microsoft.com/en-us/training/courses/dp-900t00
https://learn.microsoft.com/en-us/training/paths/build-operate-machine-learning-solutions-azure-databricks/
https://learn.microsoft.com/en-us/training/paths/build-operate-machine-learning-solutions-azure-databricks/
https://learn.microsoft.com/en-us/training/paths/build-operate-machine-learning-solutions-azure-databricks/


Design and govern  
Azure Essentials assists in optimizing your cloud investments during each phase ​

Architectural guidance

Implement medallion lakehouse
architecture in Fabric

Data architectures overview

Design and operate with confidence

Analytics governance

Data governance overview

Requirements for governing data

Data catalog 

Data governance processes

Lineage in Microsoft Fabric

Microsoft Fabric governance

Governance and compliance in Microsoft Fabric

Establish governance for your data 
workloads

AI-ready data foundation 

Azure Machine Learning as a data 
product for cloud-scale analytics

AI-specific considerations for data 
workloads

https://learn.microsoft.com/en-us/fabric/onelake/onelake-medallion-lakehouse-architecture
https://learn.microsoft.com/en-us/fabric/onelake/onelake-medallion-lakehouse-architecture
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/architectures/overview-architectures
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/govern#data-governance-maturity-model
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/govern-requirements
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/govern-data-catalog
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/govern-components
https://learn.microsoft.com/en-us/fabric/governance/lineage
https://learn.microsoft.com/en-us/fabric/governance/
https://learn.microsoft.com/en-us/fabric/governance/governance-compliance-overview
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/best-practices/azure-machine-learning
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/best-practices/azure-machine-learning


Manage and optimize   
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Monitoring

OneLake disaster recovery

Azure Security Center

Azure Defender for Servers

Microsoft Copilot for Security

Confidential computing

Microsoft Purview

Extended security updates - Azure Arc

GitHub Advanced Security - Azure 
DevOps

Azure Monitor

Azure Backup Site Recovery

Comprehensive observability 
for  performance and security

Management 

Resource utilization and efficiency

Cost optimization workbook

Azure carbon optimization

Optimize spend with savings
plan and reserved instance

Tools and guidance to 
maximize ROI

Reliability

Azure Advisor

Azure Well-Architected Review

Reliability in Microsoft Fabric

Assessments and 
remediations for improved 

resiliency

Workload improvement

Databases: Azure service 
guidance mapped to Azure 
Well-Architected Framework

What's new in the Azure 
Well-Architected Framework

Azure Well-Architected
Framework for data workloads

Constant, evergreen process

https://learn.microsoft.com/en-us/fabric/onelake/onelake-disaster-recovery
https://learn.microsoft.com/en-us/azure/security-center/security-center-introduction
https://learn.microsoft.com/en-us/azure/security-center/defender-for-servers-introduction
https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://techcommunity.microsoft.com/t5/azure-arc-blog/new-options-for-extended-security-updates-enabled-by-azure-arc/ba-p/3876737
https://azure.microsoft.com/en-us/products/devops/github-advanced-security
https://azure.microsoft.com/en-us/products/devops/github-advanced-security
https://azure.microsoft.com/en-us/products/monitor/
https://azure.microsoft.com/en-us/products/backup/
https://azure.microsoft.com/en-us/products/site-recovery/
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/carbon-optimization/
https://techcommunity.microsoft.com/t5/azure-compute-blog/how-to-optimize-your-azure-compute-spend-with-savings-plan-and/ba-p/4076115
https://techcommunity.microsoft.com/t5/azure-compute-blog/how-to-optimize-your-azure-compute-spend-with-savings-plan-and/ba-p/4076115
https://learn.microsoft.com/en-us/azure/advisor/advisor-overview
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/
https://learn.microsoft.com/en-us/azure/reliability/reliability-fabric?toc=%2Ffabric%2Fsecurity%2Ftoc.json&bc=%2Ffabric%2Fbreadcrumb%2Ftoc.json
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/?product=databases
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/?product=databases
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/?product=databases
https://learn.microsoft.com/en-us/azure/well-architected/whats-new
https://learn.microsoft.com/en-us/azure/well-architected/whats-new
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/well-architected-framework
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/well-architected-framework


Migrate
to innovate



Migrate to innovate
Use the concepts in each phase to ensure successful migration.

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security
• Migration strategy

• Security and compliance training

• Pricing and financial best practices

• Platform landing zone

• Skilling

• Architectural guidance

• Cloud governance

• Workload deployment

• AI-ready migration

• Monitoring 

• Management 

• Reliability

• Workload improvement



Readiness and foundation  
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Migration strategy

Migrate overview - Cloud 
Adoption Framework 

Azure Site Recovery

Azure Database Migration 
Service for SQL Server 

migrations

Alignment with 
business outcomes

Security and 
compliance planning

Security overview - Cloud 
Adoption Framework

Define a security strategy

Identify and address 
requirements early

Platform landing 
zone 

Prepare your landing zone 
for migration

Landing zone 
deployment options

ISV considerations

Get landing zone help

Landing zone FAQ

Accelerate workload 
deployments

Pricing and financial 
best practices

FinOps Framework

FinOps Review

Azure pricing overview

Azure Hybrid Benefit cost 
calculator

Optimize cost with 
flexible spending

Skilling

Azure Fundamentals

Leverage Plans on Microsoft 
Learn for Windows Server, 

SQL Server, and Linux

Virtual Training Days

Azure Credentials

Empower teams with 
training and resources 

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://learn.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/azure/cloud-adoption-framework/secure
https://learn.microsoft.com/azure/cloud-adoption-framework/secure
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/strategy/define-security-strategy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/prepare/ready-azure-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/prepare/ready-azure-landing-zone
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://www.finops.org/framework/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://azure.microsoft.com/en-us/pricing/
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/#overview
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/#overview
https://learn.microsoft.com/en-us/credentials/certifications/azure-fundamentals/?practice-assessment-type=certification
https://aka.ms/WSPlan
https://aka.ms/AzureSQLPlan
https://aka.ms/LinuxPostgreSQLPlan
https://events.microsoft.com/en-us/mvtd?amp%253Bscenario=Microsoft+Azure+Virtual+Training+Day%253A+Building+Generative+Apps+with+Azure+OpenAI+Service&language=English&clientTimeZone=1&startTime=08:00&endTime=17:00
https://learn.microsoft.com/en-us/credentials/


Design and govern
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Architectural guidance

Design workload architecture 
before migration 

Design migration to Azure

Deploy Azure SQL Database

Azure database and analytics services

Securing Azure SQL

Azure Cosmos DB

Azure Database for PostgreSQL

Azure Database for MySQL

SQL Server on Azure VMs

Run a Linux VM on Azure 

Design and operate with 
confidence

Cloud governance

Cloud Adoption Framework 
governance overview

Migration release checklist 

Establish governance for 
your cloud workloads

AI-ready migration

Microsoft’s Responsible AI principle

Azure AI Content Safety

Learn how to build responsible AI

Azure AI Content Safety pricing

Azure AI Content Safety videos 

AI-specific considerations 
for migration

Workload deployment

Migration assessment checklist

Migration deployment checklist 

Assess, test, and deploy cloud 
workloads

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/assess/architect
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/assess/architect
https://learn.microsoft.com/en-us/training/modules/design-your-migration-to-azure
https://learn.microsoft.com/en-us/training/modules/deploy-azure-sql-database
https://learn.microsoft.com/en-us/training/modules/azure-database-fundamentals
https://learn.microsoft.com/en-us/training/modules/secure-your-azure-sql-database
https://learn.microsoft.com/en-us/azure/cosmos-db/introduction
https://learn.microsoft.com/en-us/azure/postgresql/
https://learn.microsoft.com/en-us/azure/mysql/flexible-server/overview-single
https://learn.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/sql-server-on-azure-vm-iaas-what-is-overview
https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/n-tier/linux-vm
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/govern/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/govern/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/release/
https://www.microsoft.com/en-us/ai/responsible-ai?ef_id=_k_2123488ee3b01045973b2e5cdc3830aa_k_&OCID=AIDcmm1o1fzy5i_SEM__k_2123488ee3b01045973b2e5cdc3830aa_k_&msclkid=2123488ee3b01045973b2e5cdc3830aa
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/groundedness
https://go.microsoft.com/fwlink/?linkid=2235134&clcid=0x409
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/content-safety/
https://aka.ms/rai-playlist
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/deploy/


Manage and optimize   
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Monitoring

Comprehensive observability 
for  performance and security

Management 

Tools and guidance to 
maximize ROI

Workload improvement

Databases: Azure service 
guidance mapped to Azure 
Well-Architected Framework

What's new in the Azure 
Well-Architected Framework

Constant, evergreen process

What is Microsoft Defender for Cloud?

Azure Security Center

Azure Defender for Servers

Microsoft Copilot for Security

Confidential computing

Microsoft Purview

Extended Security Updates        
enabled by Azure Arc

GitHub Advanced Security 

Azure Monitor

Azure Backup Site Recovery

Resource utilization and efficiency

Cost optimization workbook

Azure carbon optimization

Optimize costs with Azure pricing

Reliability

Assessments and 
remediations for improved 

resiliency

Azure Advisor

Azure Well-Architected Review

https://learn.microsoft.com/en-us/azure/well-architected/service-guides/?product=databases
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/?product=databases
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/?product=databases
https://learn.microsoft.com/en-us/azure/well-architected/whats-new
https://learn.microsoft.com/en-us/azure/well-architected/whats-new
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction
https://learn.microsoft.com/en-us/azure/security-center/security-center-introduction
https://learn.microsoft.com/en-us/azure/security-center/defender-for-servers-introduction
https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://azure.microsoft.com/en-us/products/monitor/
https://azure.microsoft.com/en-us/products/backup/
https://azure.microsoft.com/en-us/products/site-recovery/
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/carbon-optimization/
https://techcommunity.microsoft.com/t5/azure-governance-and-management/azure-pricing-how-to-optimize-costs-for-your-azure-workloads/ba-p/4166326
https://learn.microsoft.com/en-us/azure/advisor/advisor-overview
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/


Migrate
SAP workloads



Migrate SAP workloads
Use the concepts in each phase to ensure a successful SAP to Azure migration.

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security
• Deployment model strategy

• Security and compliance planning

• Pricing and financial best practices

• Platform landing zone

• Skilling

• Architectural guidance

• AI-ready SAP migration

• Governance

• Workload deployment

• Monitoring 

• Management 

• Reliability

• Workload improvement



Readiness and foundation
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Deployment 
model strategy 

Microsoft and SAP Partnering 
for Customer Success

Cloud Adoption Framework 
for SAP

Integrating Azure with SAP 
RISE

Migration assessment checklist 

RISE or native 
deployment aligned 

with business outcomes

Platform 
landing zone

Azure landing zones

Azure landing zone for   
SAP migration

Azure Center for SAP 
solutions

Accelerate workload 
deployments

Pricing and financial 
best practices

FinOps Framework

FinOps Review

Azure pricing overview

Microsoft Azure pricing 
calculator 

Optimize cost with 
flexible spending

Skilling

Azure Fundamentals

Skilling Plan on Microsoft 
Learn for SAP

SAP on Azure Virtual   
Training Days

Azure Credentials

Empower teams with 
training and resources 

Security and 
compliance planning

Cloud Adoption Framework 
security overview

Microsoft Entra ID Governance

Plan to deploy the Microsoft 
Sentinel solution for SAP

Identify and address 
requirements early

https://clouddamcdnprodep.azureedge.net/gdc/gdcjoFk2g/original
https://clouddamcdnprodep.azureedge.net/gdc/gdcjoFk2g/original
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/sap/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/sap/
https://learn.microsoft.com/azure/sap/workloads/rise-integration
https://learn.microsoft.com/azure/sap/workloads/rise-integration
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/assess/
https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/
https://learn.microsoft.com/azure/cloud-adoption-framework/scenarios/sap/ready
https://learn.microsoft.com/azure/cloud-adoption-framework/scenarios/sap/ready
https://learn.microsoft.com/azure/sap/center-sap-solutions/overview
https://learn.microsoft.com/azure/sap/center-sap-solutions/overview
https://www.finops.org/framework/
https://learn.microsoft.com/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://azure.microsoft.com/en-us/pricing/
https://azure.microsoft.com/pricing/calculator/
https://azure.microsoft.com/pricing/calculator/
https://learn.microsoft.com/credentials/certifications/azure-fundamentals/?practice-assessment-type=certification
https://learn.microsoft.com/en-us/plans/xz24foy67m5kgn
https://learn.microsoft.com/en-us/plans/xz24foy67m5kgn
https://events.microsoft.com/mvtd
https://events.microsoft.com/mvtd
https://learn.microsoft.com/en-us/credentials/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/
https://learn.microsoft.com/entra/id-governance/sap#provide-access-to-sap-applications
https://learn.microsoft.com/training/modules/plan-microsoft-sentinel-deployment-sap/
https://learn.microsoft.com/training/modules/plan-microsoft-sentinel-deployment-sap/


Design and govern
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Architectural guidance

Foundations of IaaS for SAP on Azure

Integrating Azure with SAP RISE

SAP on Azure Architecture Center

SAP reference architectures

SAP workload documentation 

Design and operate with 
confidence

Workload deployment

Deploy SAP on Azure

Integrate Azure with SAP RISE

Explore Azure Center for SAP solutions 

SAP deployment using an Oracle DB

Migration process of SAP on Azure 

Assess, test, and deploy SAP 
workloads

AI-ready SAP migration

Microsoft’s Responsible AI principle

Azure AI Content Safety

Joint capabilities from Microsoft and SAP

Integrate your SAP data into Fabric

Streamline SAP processes with   
Microsoft AI services

Combine SAP and other data

Connect Power Platform to SAP on Azure

Import an SAP API using the Azure portal

AI-specific considerations 
for migration

Governance

Governance disciplines for SAP on 
Azure

Foundations of identity 
and governance for SAP on Azure 

Cloud Adoption Framework
governance overview

Migration release checklist

Microsoft Purview

Establish governance for 
your SAP workloads

https://learn.microsoft.com/en-us/training/paths/explore-foundations-of-iaas/
https://learn.microsoft.com/en-us/azure/sap/workloads/rise-integration
https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/sap/sap-overview
https://learn.microsoft.com/en-us/azure/architecture/browse/?terms=sap
https://learn.microsoft.com/en-us/azure/well-architected/sap/quick-links
https://learn.microsoft.com/en-us/training/paths/deploy-sap-azure/
https://learn.microsoft.com/en-us/azure/sap/workloads/rise-integration
https://learn.microsoft.com/en-us/training/modules/explore-azure-center-sap-solutions/
https://learn.microsoft.com/en-us/azure/architecture/example-scenario/apps/sap-production
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/sap/migrate
https://www.microsoft.com/en-us/ai/responsible-ai?ef_id=_k_2123488ee3b01045973b2e5cdc3830aa_k_&OCID=AIDcmm1o1fzy5i_SEM__k_2123488ee3b01045973b2e5cdc3830aa_k_&msclkid=2123488ee3b01045973b2e5cdc3830aa
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/overview
https://azure.microsoft.com/en-us/blog/unlock-ai-innovation-with-new-joint-capabilities-from-microsoft-and-sap/?msockid=3701f54e119e6984132ce46f105c68da
https://blog.fabric.microsoft.com/en-us/blog/integrate-your-sap-data-into-microsoft-fabric/
https://techcommunity.microsoft.com/t5/running-sap-applications-on-the/streamlining-sap-processes-with-azure-openai-copilot-studio-and/ba-p/4164338
https://techcommunity.microsoft.com/t5/running-sap-applications-on-the/streamlining-sap-processes-with-azure-openai-copilot-studio-and/ba-p/4164338
https://learn.microsoft.com/en-us/training/modules/turn-insight-into-action-combine-sap-other-data/
https://learn.microsoft.com/en-us/training/modules/connect-power-platform-to-sap-azure/
https://learn.microsoft.com/en-us/azure/api-management/sap-api?tabs=odata
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/sap/eslz-security-governance-and-compliance
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/sap/eslz-security-governance-and-compliance
https://learn.microsoft.com/en-us/training/paths/explore-foundations-of-identity-governance/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/govern/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/release/
https://www.microsoft.com/en-us/security/business/microsoft-purview


Manage and optimize
Azure Essentials assists in optimizing your cloud investments during each phase.​

Monitoring

Identity and security in Azure 
with SAP RISE 

Azure Well-Architected Framework

Azure Security Center

Microsoft Purview

Microsoft Defender for Cloud

Manage access to your SAP 
applications - Microsoft Entra ID 

Governance

Plan to deploy the Microsoft
Sentinel solution for SAP

Comprehensive observability 
for  performance and security

Reliability

Ensure stable operations and 
optimization

Azure Well-Architected Review -
SAP assessment

Introduction to application 
resiliency in Azure 

Reliability guidance overview  

Design and architect Azure 
ExpressRoute for resiliency

Assessments and 
remediations for improved 

resiliency

Management

Introduction to Azure Advisor

Resource utilization and efficiency

Cost optimization workbook

Azure carbon optimization

Optimize costs with Azure pricing

Tools and guidance to 
maximize ROI

Workload improvement

Well-architected SAP workload

Databases: Azure service guidance 
mapped to Well-Architected Framework

What's new in the Azure 
Well-Architected Framework 

Azure Advisor resiliency reviews 

Azure for SAP workloads 
Specialty

Constant, evergreen process

https://learn.microsoft.com/en-us/azure/sap/workloads/rise-integration-security
https://learn.microsoft.com/en-us/azure/sap/workloads/rise-integration-security
https://learn.microsoft.com/en-us/training/modules/azure-well-architected-security/
https://learn.microsoft.com/en-us/azure/security-center/security-center-introduction
https://www.microsoft.com/en-us/security/business/microsoft-purview
https://learn.microsoft.com/en-us/azure/defender-for-cloud/release-notes-recommendations-alerts?source=recommendations
https://learn.microsoft.com/en-us/entra/id-governance/sap#provide-access-to-sap-applications
https://learn.microsoft.com/en-us/entra/id-governance/sap#provide-access-to-sap-applications
https://learn.microsoft.com/en-us/entra/id-governance/sap#provide-access-to-sap-applications
https://learn.microsoft.com/en-us/training/modules/plan-microsoft-sentinel-deployment-sap/
https://learn.microsoft.com/en-us/training/modules/plan-microsoft-sentinel-deployment-sap/
https://learn.microsoft.com/en-us/training/modules/cloud-adoption-framework-manage/
https://learn.microsoft.com/en-us/training/modules/cloud-adoption-framework-manage/
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/
https://learn.microsoft.com/en-us/training/modules/introduction-application-resiliency-azure/
https://learn.microsoft.com/en-us/training/modules/introduction-application-resiliency-azure/
https://learn.microsoft.com/azure/reliability/overview-reliability-guidance
https://learn.microsoft.com/en-us/azure/expressroute/design-architecture-for-resiliency
https://learn.microsoft.com/en-us/azure/expressroute/design-architecture-for-resiliency
https://learn.microsoft.com/en-us/azure/advisor/advisor-overview
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/carbon-optimization/
https://techcommunity.microsoft.com/t5/azure-governance-and-management/azure-pricing-how-to-optimize-costs-for-your-azure-workloads/ba-p/4166326
https://learn.microsoft.com/en-us/azure/well-architected/sap/get-started?bc=%2Fazure%2Fcloud-adoption-framework%2F_bread%2Ftoc.json&toc=%2Fazure%2Fcloud-adoption-framework%2Fscenarios%2Fsap%2Ftoc.json
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/?product=databases
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/?product=databases
https://learn.microsoft.com/en-us/azure/well-architected/whats-new
https://learn.microsoft.com/en-us/azure/advisor/advisor-resiliency-reviews
https://learn.microsoft.com/en-us/credentials/certifications/azure-for-sap-workloads-specialty/?source=recommendations&practice-assessment-type=certification


Accelerate software 
development



Accelerate software development
Use the concepts in each phase to accelerate developer productivity.

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security
• Data sources and infrastructure

• DevOps enablement

• Pricing and financial best practices

• Platform landing zone

• Skilling

• Architectural guidance

• AI-ready app development

• Application landing zones

• Monitoring

• Management

• Emergency response strategy



Readiness and foundation    
Azure Essentials assists in optimizing your cloud investments during each phase. ​

Skilling

Training for DevOps Engineers

Introduction to GitHub Copilot

GitHub Copilot fundamentals

Accelerate app development 
using GitHub Copilot

Use GitHub Copilot with Python

Add AI-generated code using 
Copilot

Empower teams with 
training and resources 

Pricing and financial 
best practices

FinOps Framework

FinOps Review

Azure pricing overview

Azure Hybrid Benefit cost 
calculator

Optimize cost with 
flexible spending

Platform landing 
zone

Deploy Azure landing zones

Bicep modules design 
considerations

Terraform module design 
considerations

Subscription vending 
implementation guidance

Accelerate workload 
deployments

DevOps 
enablement

DevOps resource center

Microsoft Dev Box

Set up a modern 
software development 

lifecycle

Data sources and 
infrastructure

Solution architect's checklist

Access and secure 
early in the lifecycle

https://learn.microsoft.com/en-us/training/career-paths/devops-engineer
https://learn.microsoft.com/en-us/training/modules/introduction-to-github-copilot/
https://learn.microsoft.com/en-us/training/paths/copilot/
https://learn.microsoft.com/en-us/training/modules/guided-project-accelerate-app-development-using-github-copilot-tools/
https://learn.microsoft.com/en-us/training/modules/guided-project-accelerate-app-development-using-github-copilot-tools/
https://learn.microsoft.com/en-us/training/modules/introduction-copilot-python/
https://learn.microsoft.com/en-us/power-pages/configure/add-code-copilot
https://learn.microsoft.com/en-us/power-pages/configure/add-code-copilot
https://www.finops.org/framework/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://azure.microsoft.com/en-us/pricing/
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/#overview
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/#overview
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/bicep/landing-zone-bicep#modules
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/bicep/landing-zone-bicep#modules
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/subscription-vending
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/subscription-vending
https://learn.microsoft.com/en-us/devops/
https://azure.microsoft.com/en-us/products/dev-box/?msockid=286db5e976066b1f036ba0c877bc6a43


Design and govern  
Azure Essentials assists in optimizing your cloud investments during each phase ​

Operations excellence 
guidance

Cloud design patterns that support 
operational excellence

Operational excellence quick links

Recommendations for designing and creating 
a monitoring system

Design and operate with confidence

AI-ready app development

DevOps architecture design

Azure Well-Architected Review assessment

Azure Well-Architected Review

GitHub Actions for Azure

GitHub Copilot extension overview

Azure and GitHub integration

AI-specific considerations to accelerate 
app development

Infrastructure-as-code

What is infrastructure as code (IaC)?

Azure Verified Modules

Workload-specific environments to 
automate deployment and ensure proper

consistency

https://learn.microsoft.com/en-us/azure/well-architected/operational-excellence/design-patterns
https://learn.microsoft.com/en-us/azure/well-architected/operational-excellence/design-patterns
https://learn.microsoft.com/en-us/azure/well-architected/operational-excellence/
https://learn.microsoft.com/en-us/azure/well-architected/operational-excellence/observability
https://learn.microsoft.com/en-us/azure/well-architected/operational-excellence/observability
https://learn.microsoft.com/en-us/azure/architecture/guide/devops/devops-start-here
https://learn.microsoft.com/en-us/azure/well-architected/design-guides/implementing-recommendations
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/
https://learn.microsoft.com/en-us/azure/developer/github/github-actions
https://learn.microsoft.com/en-us/azure-data-studio/extensions/github-copilot-extension-overview
https://learn.microsoft.com/en-us/azure/developer/github/
https://learn.microsoft.com/en-us/devops/deliver/what-is-infrastructure-as-code
https://github.com/Azure/Azure-Verified-Modules


Manage and optimize
Azure Essentials assists in optimizing your cloud investments during each phase.

Monitoring

Get compliance data - Azure Policy

Azure Governance Visualizer

Manage Azure Policies with GitHub

DevOps tooling for Well-Architected 
Recommendation Process

Determine causes of non-compliance - Azure Policy

Remediate non-compliant resources - Azure Policy

Comprehensive observability for  
logging, tracing, debugging, 

performance and security

Management 

Optimize workload design using flows

Cost Optimization workbook

Use Azure Advisor score

Microsoft Cost Management

Make resources more secure with 
Azure Advisor

Service Retirement workbook

Workload sustainability

Sustainability assessment

Reliability workbook

Optimize costs with Azure pricing

Tools and guidance to maximize 
ROI

Reliability

Designing an emergency response 
strategy

Creating an observability framework

Designing a monitoring and alerting 
strategy

Recommendations for self-healing and 
self-preservation

Prepare, detect and mitigate incidents 
and risks

https://learn.microsoft.com/en-us/azure/governance/policy/how-to/get-compliance-data
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/azure-governance-visualizer-accelerator
https://learn.microsoft.com/en-us/azure/developer/github/manage-azure-policy
https://github.com/Azure/WellArchitected-Tools/tree/main/WARP/devops#readme
https://github.com/Azure/WellArchitected-Tools/tree/main/WARP/devops#readme
https://learn.microsoft.com/en-us/azure/governance/policy/how-to/determine-non-compliance
https://learn.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/well-architected/design-guides/optimize-workload-using-flows
https://learn.microsoft.com/en-us/azure/advisor/advisor-workbook-cost-optimization
https://learn.microsoft.com/en-us/azure/advisor/azure-advisor-score
https://learn.microsoft.com/en-us/azure/cost-management-billing/costs/
https://learn.microsoft.com/en-us/azure/advisor/advisor-security-recommendations
https://learn.microsoft.com/en-us/azure/advisor/advisor-security-recommendations
https://ms.portal.azure.com/#view/AppInsightsExtension/UsageNotebookBlade/ComponentId/Azure%20Advisor/ConfigurationId/community-Workbooks%2FAzure%20Advisor%2FAzureServiceRetirement/Type/workbook/WorkbookTemplateName/Service%20Retirement%20(Preview)
https://learn.microsoft.com/en-us/azure/well-architected/sustainability/
https://learn.microsoft.com/en-us/assessments/a24b1079-29a4-4d22-b678-376e84884f76/
https://learn.microsoft.com/en-us/azure/advisor/advisor-workbook-reliability
https://techcommunity.microsoft.com/t5/azure-governance-and-management/azure-pricing-how-to-optimize-costs-for-your-azure-workloads/ba-p/4166326
https://learn.microsoft.com/en-us/azure/well-architected/operational-excellence/emergency-response
https://learn.microsoft.com/en-us/azure/well-architected/operational-excellence/emergency-response
https://learn.microsoft.com/en-us/azure/well-architected/operational-excellence/observability
https://learn.microsoft.com/en-us/azure/well-architected/reliability/monitoring-alerting-strategy
https://learn.microsoft.com/en-us/azure/well-architected/reliability/monitoring-alerting-strategy
https://learn.microsoft.com/en-us/azure/well-architected/reliability/self-preservation
https://learn.microsoft.com/en-us/azure/well-architected/reliability/self-preservation


Azure proactive
resiliency



Azure proactive resiliency

1

Identify

Document your 
critical workloads on 

Azure.

2

Assess

Conduct an assessment to 
understand opportunities 
for enhancement either 
through Well-Architected 
Reliability Assessment or 

Enterprise Security 
Assessment.

3

Remediate

Based on your 
assessment results and 
your highest priorities, 

determine which 
workloads are 

most crucial for 
remediation.

Infrastructure

Infrastructure

Applications

Data

Security
COMING SOON

COMING SOON

COMING SOON



Infrastructure resiliency
1

Identify and document
• Identify a business-critical workload that you would like to assess for its resiliency.

• Understand the Business critically in cloud management.

2
Assess and recommend
• The Well-Architected Reliability Assessment offers technical analysis of all Azure services 

in critical workloads, including shared services. It covers high availability, backup and 
recovery, disaster recovery, monitoring, alerting, maintenance control, outage history, 
performance, and security. The results are shared via Azure Advisor and support needs 
are documented for regular follow-up.

• Define the workload to be assessed.

• Use the Azure Proactive Resilience Library (APRL) to discover deficiencies.

• Load recommendations into Azure Advisor for monitoring status.

• Learn about the overview and usage of APRL Scripts in the APRL v2.

3
Plan for remediation and execute
• Communicate findings and discuss potential 

remediation with all relevant stakeholders.

• Focus on highest risk areas, select services aligned 
to the remediation recommendations.

• Execute recommendations to reduce gaps.

• Explore how to use the Reports Generator 
PowerShell script.

Key gaps to address
Single availability-zone deployments: 

Multi-zonal deployment of services 
can prevent customer impact during 
outages, ExpressRoute Gateways 
should be deployed across multiple 
availability zones.

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/manage/considerations/criticality
https://mslabs.cloudguides.com/guides/Assess%20and%20remediate%20an%20existing%20application%20for%20reliability
https://learn.microsoft.com/en-us/azure/well-architected/workloads#what-is-a-well-architected-framework-workload
aka.ms/aprl
https://aka.ms/advisor
https://azure.github.io/Azure-Proactive-Resiliency-Library-v2/welcome/
https://azure.github.io/Azure-Proactive-Resiliency-Library-v2/tools/reports/
https://azure.github.io/Azure-Proactive-Resiliency-Library-v2/tools/reports/
https://learn.microsoft.com/en-us/azure/reliability/availability-zones-service-support


Accelerate adoption with expert help and resources

Azure 
Innovate

Infuse AI into solutions, advance 
analytics capabilities, and help to build 

custom cloud-native applications.

Azure Migrate and 
Modernize 

Securely and efficiently move existing 
workloads to Azure, while delivering 

enhanced application and data experiences.

New Azure Essentials
Elevate reliability, security, and ongoing performance of cloud and AI investments 

with extensive guidance, resources, and tooling.

Ready to begin an innovation or migration project with Azure? 
Get started now with Azure Innovate or Azure Migrate and Modernize. 

https://aka.ms/AzureOfferingsGetStartedNow
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