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01 / 

Introduction  
to CNAPP



Cloud security is continually evolving and 
always complex, driven by new technology 
developments and the fluctuating panorama of 
increased cyber risks. As organizations adopt 
more cloud-based solutions, it’s crucial they gain 
a comprehensive understanding of existing and 
future security trends. This complex landscape 
evolves continuously as hackers exploit countless 
weaknesses in various system configurations 
within the clouds and use advanced strategic 
methods for exploitation. Facing this challenge 
necessitates an active approach toward handling 
such issues—moving beyond just detecting 
threats to addressing them holistically.

Market overview and emerging  
trends in cloud security
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The rise of CNAPP in 
cloud security
An emerging trend making waves in this frontier 
is cloud-native application protection platforms 
(CNAPP). A CNAPP is a new type of platform 
solution that provides protection throughout 
every operation, from concept development 
phase to runtime use, designed specifically with 
applications native to multicloud environment 
landscapes in mind.

CNAPPs combine various security capabilities, 
including cloud security posture management 
(CSPM), cloud infrastructure entitlement 
management (CIEM), cloud workload protection 
(CWP) and other functionalities into a single 
platform. More than focusing on protective 
services, all three key components are connected 
into one seamless mechanism, which ensures 
the access of management and safeguards while 
fortifying app-related defenses against potential 
vulnerabilities in multicloud setups. 
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CNAPP solutions are engineered to address distinctive  
challenges in cloud security:

Integrating security early in development 
CNAPPs offer multiple benefits during developmental cycles because they enhance 
application collaboration between those who build software products and the 
security teams engaged, focusing entirely on ensuring optimum cybersecurity 
measures have been implemented before launches. 

Enhancing multicloud security posture
Unveiling centralized insights is essential, as it helps security teams to manage the 
overwhelming number of recommendations and focus on critical issues. CNAPP 
solutions provide a unified dashboard that aggregates and analyzes data from  
diverse cloud platforms and services, delivering actionable insights to enhance  
cloud security posture and compliance.

Countering advanced threats and reducing costs
The evolving threat landscape intensifies the challenge of threat response. This often 
intensifies the tasks of SOC analysts and security admins, particularly when dealing 
with excessive misleading signals. CNAPP solutions incorporate predictive analytics, 
enabling them to identify and mitigate potential risks proactively and facilitate 
automated security responses to isolate compromised systems or block suspicious 
activities, thus reducing an attacker’s window of opportunity.

The role of AI and ML in cloud security
The escalating shift towards multicloud solutions highlights the demand for strong, adaptive security throughout 
various platforms. Artificial intelligence (AI) and machine learning (ML) play crucial roles, particularly in boosting 
predictive analysis, enhancing the detection of threats and maximizing overall safety measures. 
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A prime example of the trend towards more 
integrated and intelligent security solutions 
can be seen in leading cloud-native application 
protection platforms (CNAPPs). These platforms 
demonstrate the power of utilizing advanced 
technology to help organizations defend against 
cyber threats. Through proactive and predictive 
capabilities and the ability to identify potential 
risks, they ensure the safety of cloud services. 
The technological revolution, particularly with 
advancements in Artificial Intelligence (AI), is 
transforming the landscape of cloud security. 
This leads to the creation of intelligent systems 
capable of rapidly adapting by forecasting and 
detecting threats. However, these advancements 
also introduce new challenges, such as the 
potential for AI-powered cyberattacks, 
highlighting the continuous need for  
innovation in security technologies.

As cloud security continues to evolve, the role 
of AI and ML in proactive threat mitigation and 
efficient security operations remains central. 
These technologies are not just add-ons but 
are becoming the backbone of cloud security 
strategies. They enable real-time analysis and 
response to threats, reducing the time from 
detection to resolution and minimizing  
potential damage.

Moreover, AI and ML are instrumental in 
managing the complexity of cloud environments. 
They help in automating security tasks, freeing 
up employees to focus on more strategic security 
concerns. This is particularly important given 
the increasing scale and complexity of cloud 
infrastructures, which can be overwhelming for 
security teams to manage manually.

However, the integration of AI and ML into cloud 
security is not without its challenges. It requires a 
careful balance to ensure that while the systems 
are autonomous, there is still a level of human 
oversight to validate the decisions made  
by these systems.  

This is where the concept of ‘human-in-the-loop’ 
comes into play, with people monitoring AI and 
ML technologies to ensure they are accountable 
and transparent. 

Security strategies 
for multicloud 
environments
In the arena of multiple cloud settings, strategies 
like CNAPP and CIEM are essential to maintain 
uniform security measures. The increasing lack 
of cybersecurity expertise further amplifies 
this urgency, underscoring the need to employ 
sophisticated solutions. Core threats range 
from data breaches due to misconfigurations, 
susceptibilities within cloud services, attacks on 
cloud infrastructure using ransomware and  
issues with API safety. 
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Evolving models in 
cloud security
Shifting elements are evident within the shared 
responsibility model for cloud security. Customers 
increasingly expect advanced and preemptive 
protective actions from their chosen cloud service 
providers (CSPs), along with swift resolutions to 
any potential weaknesses. 

The rising adoption of multicloud or hybrid cloud 
has caused an even greater call for cohesive 
security methods. Economic factors also weigh 
heavily on dictating strategies to secure a 
company’s digital assets and infrastructure, 
hosted within these clouds. Organizations aspire 
to establish equilibrium between affordability and 
effective defense mechanisms—often favoring 
risk-focused approaches while seeking  
budget-friendly yet scalable offerings from CSPs.

The future of CNAPP 
and cloud security
Looking forward, it is anticipated that AI will play 
a central role in enhancing CNAPP for improved 
threat detection. The concept of security as 
code is expected to gain momentum, seamlessly 
integrating security protocols within the DevOps 
pipeline. As many organizations transition to 
multicloud environments, there is considerable 
anticipation around how CNAPP solutions will 
evolve. The potential for these solutions to keep 
pace with such environments while offering 
comprehensive security across diverse settings is 
particularly exciting.

Implementing layered defense mechanisms 
that encompass ongoing monitoring combined 
with stringent access restrictions is imperative 
in mitigating these concerns. As we step into 
future scenarios where AI and ML become 
more integrated with CNAPP improving threat 
detection capabilities can be envisaged. 
This would naturally lead to ‘security as a 
code’ concept gaining increased momentum 
incorporating safeguards directly into DevOps 
operations seamlessly. Moreover, as enterprises 
move towards leveraging multicloud ecosystems 
even more, capabilities of CNAPP Solutions 
will align accordingly providing comprehensive 
protection across varying environments. 
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These team members must adopt new innovative 
tools while strengthening overall cyber defense 
capacities for resilience amid adversity. As 
intricacy develops further around roofless server 
securities, getting updated about fluctuating 
trends becomes essential when strategizing an 
incisive methodology which equips agencies  
against pressing as well as potential  
future safeguard hurdles.

In the future, the integration of AI with CNAPP 
is expected to transform our approach to cloud 
security significantly. This integration will enable 
CNAPP to transition from merely being a security 
platform to becoming an intelligent system 
equipped for proactive threat detection and 
response. This advancement will greatly improve 
CNAPP’s capability to safeguard multicloud 
environments against sophisticated cyberthreats, 
making security as code a noteworthy 
advancement in this domain.

However, the move towards multicloud 
environments introduces unique challenges. 
These environments are inherently complex and 
dynamic, which complicates security efforts. 
Nonetheless, with the support of AI, CNAPP 
solutions can adapt to these changes, ensuring 
robust security across various cloud platforms.

Conclusion 
The landscape of cloud security is witnessing 
a central transformation, notably through the 
influence of CNAPP and the assimilation of 
AI technologies with analytics. This shift to 
preemptive safety provisions compels companies 
to adjust their course to sustain success within 
intricate digital surroundings. The technologies 
facilitating this noteworthy shift include CNAPP 
and analogous platforms, providing crucial 
and all-encompassing solutions for managing 
dynamically evolving cloud designs and threats. 

It’s critical that those working in cloud workload 
protection—from security administrators up to 
chief information security officers—put these 
technologies into practice.  
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When we consider the latest shifts in market 
dynamics, it’s evident that the increasing 
prevalence of cloud technology is accompanied 
by significant security issues and risks. The 
inherent complexity of these environments, 
coupled with their ever-changing nature, presents 
unique challenges that are distinct from those 
associated with traditional IT systems.

These challenges are not merely technical but 
also pertain to the management of security risks. 
Given the unique nature of these environments, 
it’s clear that conventional risk management 
strategies may not be sufficient. Instead, 
innovative and creative risk management plans 
are necessary to effectively address the specific 
challenges posed by cloud environments.

This is another area where CNAPPs can shine. 
They are designed to tackle sophisticated 
problems that are inherent to cloud 
environments. They offer a comprehensive 
approach to security, providing tools and 
features that are specifically designed to protect 
applications in the cloud. This not only enhances 
the security of cloud environments but also helps  
organizations leverage the benefits of cloud 
technology with confidence.

Understanding security  
challenges and risks
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Spectrum of cloud  
security risks
Cloud security comes with a broad spectrum of 
risks. These risks include not only the obvious 
threats but also hidden dangers that may 
not be immediately apparent. Unauthorized 
access and data leaks are among these hidden 
dangers. These issues can occur due to a variety 
of reasons, including weak passwords, lack of 
multifactor authentication, and inadequate  
user access controls.

In addition to these hidden dangers, there are 
also more overt threats such as distributed denial 
of service (DDoS) attacks. These attacks can 
overwhelm a system’s resources, rendering it 
unavailable to legitimate users. They represent  
a significant threat to the availability  
of cloud services.

Misconfiguration is another common issue that 
can lead to significant security incidents. The 
complexities of securing cloud environments 
often contribute to these misconfigurations. For 
instance, security settings may be incorrectly 
applied or certain security features may be 
inadvertently disabled. These misconfigurations 
can create vulnerabilities that are then  
exploited by attackers.

Inadequate control over access points presents 
another considerable risk. Without proper 
controls, unauthorized individuals could gain 
access to sensitive data or critical systems.  
This could lead to data breaches or  
other serious security incidents.

Finally, complications concerning encryption key 
management when dealing with cloud services 
also present significant risks. Encryption keys are 
used to secure data, and if these keys are not 
properly managed, it could lead to data exposure. 

For example, if an encryption key is lost, the data 
it was used to secure could become inaccessible. 
Conversely, if an encryption key falls into the 
wrong hands, it could be used to  
access sensitive data.

Human factors in  
cloud security

When discussing cloud security, it’s crucial to 
consider the role of human factors. These factors 
can include insider threats, which can be either 
intentional or accidental. Intentional insider 
threats refer to situations where employees 
deliberately misuse their access by stealing 
sensitive data, sabotaging systems, or carrying 
out other malicious activities.

On the other hand, accidental insider threats 
occur when employees unknowingly cause 
security incidents. This could happen due to a lack 
of understanding of security protocols, careless 
mistakes, or falling victim to phishing attacks, 
among other things.

The presence of these insider threats underscores 
the need for robust security training and 
awareness programs. Employees need to be 
educated about the potential security risks 
associated with their actions and how they 
can contribute to maintaining a secure cloud 
environment. This includes training on best 
practices for handling sensitive data,  
recognizing phishing attempts, and following 
proper procedures for accessing and using  
cloud services.

This human aspect is integral to comprehensive 
CNAPP strategies. CNAPPs are designed to 
address the complex security challenges 
associated with cloud environments, but their 
effectiveness can be significantly enhanced when 
complemented with robust security training  
and awareness programs.
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1 2020 AWS S3 bucket breach: This incident involved a 
misconfiguration of an Amazon Web Services (AWS) S3 bucket, 
leading to unintentional public exposure of sensitive data. Typically, 
such breaches occur due to settings that allow public access, 
resulting in the accessibility of personal information, business 
documents, or other confidential data. Once discovered, usually 
by security researchers, the breaches are reported and addressed 
through reconfiguration of access controls. These incidents  
highlight the importance of stringent cloud security practices  
and regular audits.
2 2018 Facebook data breach: This incident involved the exploitation 
of Facebook’s platform by Cambridge Analytica, which improperly 
accessed the data of approximately 87 million Facebook users. The 
breach occurred due to the misuse of Facebook’s API by a  
third-party app, which collected extensive user data under the guise 
of a personality quiz. The data was then shared with Cambridge 
Analytica, which used it for political advertising purposes. This breach 
raised significant concerns about data privacy and security on social 
media platforms, leading to widespread scrutiny of Facebook’s  
data handling practices.
3 2019 Capital One breach: This high-profile incident involved a 
significant data breach at Capital One, resulting from a compromised 
server. A hacker exploited a configuration vulnerability in the 
company’s AWS infrastructure, accessing personal information of 
over 100 million customers. The breach included sensitive data such 
as names, addresses, credit scores, and social security numbers. The 
incident underscored critical concerns regarding cloud security, 
particularly in the management of third-party infrastructure services 
and the importance of robust system configuration and monitoring.
4 SolarWinds breach: A major cybersecurity incident in 2020, 
involving the compromise of SolarWinds’ Orion software through 
a sophisticated supply chain attack. Malicious actors infiltrated the 
software’s update mechanism to distribute a trojanized update to 
thousands of SolarWinds’ customers, including government agencies 
and corporations. This breach allowed unauthorized access to 
sensitive networks and data, signifying one of the most significant 
and far-reaching cyber espionage activities in recent history.

The importance of 
compliance and 
configuration management

The link between compliance gaps and 
configuration mistakes underlines the critical role 
of CNAPPs in making compliance checks and 
configuration management automatic. CNAPP’s 
value lies in its comprehensive approach  
to security, addressing both immediate reactions 
to threats and the foresight to prevent them. 

This dual capability is especially important given 
the fast pace at which security threats evolve. 
Take, for example, the Capital One breach in 
20193, which occurred due to a misconfigured web 
application firewall, and the SolarWinds4 breach. 

Evolving security landscape
As technology and threat tactics rapidly evolve, 
gaining a deep understanding of these challenges 
becomes increasingly crucial for reinforcing 
cloud defenses. Cyberattacks have become more 
sophisticated, exploiting vulnerabilities such as 
weak encryption and poor backup strategies. 
These attacks not only compromise the  
security of data but also have significant 
regulatory implications.

Laws like the General Data Protection Regulation 
(GDPR) and the California Consumer Privacy Act 
(CCPA) have been enacted to protect user data. 
These regulations impose strict penalties for  
non-compliance, further emphasizing  
the importance of robust security  
measures in the cloud.

Misconfigurations are another major concern in 
cloud security. Incidents like the 2020 Amazon 
Web Services (AWS) S3 bucket breach1 involving a 
fitness app highlight the potential risks associated 
with misconfigurations. In this incident, sensitive 
user data was exposed due to incorrect security 
settings, underscoring the need for meticulous 
configuration management in  
cloud environments.

API vulnerabilities represent another significant 
threat. The 2018 Facebook data breach2, which 
resulted from an API vulnerability, serves as a 
stark reminder of the potential consequences 
of such vulnerabilities. In this incident, attackers 
were able to exploit the vulnerability to access 
user data, leading to a major data breach.

These incidents underscore the need for vigilant 
security practices in cloud environments. As 
the security landscape continues to evolve, 
organizations must stay abreast of the latest 
threats and vulnerabilities, continually updating 
and refining their security strategies to  
protect their cloud environments.

1212



Maintenance of these solutions is also critical. It is 
not enough to simply integrate CNAPP solutions 
at the start. They must be continually updated 
and maintained throughout the system’s lifecycle 
to ensure that they remain effective against 
evolving cyberthreats.

This approach to integrating and maintaining 
CNAPP solutions is vital for modern enterprises. 
In today’s digital age, cyberthreats are a constant 
concern. Enterprises must be resilient and 
prepared to tackle these threats head-on. By 
making security a foundational aspect of their 
systems, enterprises can enhance their resilience 
against cyberthreats, thereby ensuring their 
longevity and success in the market.

Conclusion

Adopting CNAPP is a strategic necessity in  
the complex landscape of cloud security. For  
decision-makers and CISOs, it signifies a 
commitment to the highest standards of digital 
defense, ensuring organizations proactively 
anticipate and neutralize threats, safeguarding 
digital assets, and maintaining operational 
integrity in an increasingly complex  
cyber ecosystem.

These incidents underscore not just the 
repercussions of a reactive stance toward  
security, but more importantly, they spotlight  
how adhering to a regulatory compliance 
framework can prevent such breaches.

Regulatory compliance, in this context, acts as a 
critical framework that guides organizations in 
implementing security best practices effectively. 
By ensuring that systems are not only configured 
correctly but also continuously monitored and 
adjusted to comply with the latest standards, 
regulatory compliance directly contributes to 
the avoidance of such security failures. CNAPP 
tools play an indispensable role in this process by 
automating the enforcement of these compliance 
standards, thereby closing the gaps that could 
lead to significant breaches.

Integrating CNAPP solutions

The integration of CNAPP solutions is a crucial 
step in the development process of any modern 
enterprise. These solutions, when incorporated 
early on, play a pivotal role in establishing a 
secure foundation for the entire system. This 
is achieved by fostering an environment where 
security is not an afterthought, but a fundamental 
aspect of the system’s design and operation.

The process begins with the early integration 
of CNAPP solutions during the initial stages of 
development. This proactive approach ensures 
that security measures are not merely added 
onto an existing system but are instead ingrained 
into the very fabric of the system’s architecture. 
This results in a more robust and secure system, 
capable of holdout various cyberthreats.
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The rise of CNAPP represents a fundamental 
shift towards a more integrated and proactive 
approach to protecting cloud-native applications  
and infrastructure. As we’ve seen, the cloud 
environment’s inherent complexities necessitate a 
robust and adaptive security strategy—one that 
CNAPP is uniquely equipped to provide.

Defining CNAPP:  
A vendor-agnostic perspective
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CNAPP core components and functionality
Central to CNAPP are several key components that synergistically establish a comprehensive security framework 
for cloud-native applications, covering the breadth and depth of cloud security:

While SIEM, threat intelligence, and network security may not be the primary components of CNAPP, they 
contribute significantly to its functionality. SIEM enhances CNAPP’s threat detection and response capabilities by 
providing a comprehensive view of the security landscape. Threat Intelligence enriches CNAPP by preemptively 
identifying potential threats, enabling proactive defense strategies. Network security, through measures like 
firewalls and intrusion detection systems, secures the network layer, a critical aspect of cloud infrastructure.

Cloud security posture management (CSPM)
Vital for identifying and rectifying misconfigurations and ensuring compliance with  
relevant regulations and industry standards

Cloud workload protection platforms (CWPP)
Specifically safeguard various cloud workloads, including virtual machines, storage, database, 
containers, web apps, and API, against unique threats they face

Identity and access management (IAM)
Secures access to cloud resources, ensuring that only verified and authorized users  
can access critical data and applications

Application security
Involves tools and practices that secure applications throughout their development and 
deployment, identifying vulnerabilities and mitigating them effectively

Data security
Plays a pivotal role in CNAPP by protecting sensitive information through encryption, 
tokenization, and data loss prevention techniques, safeguarding data at rest, in  
transit, and during processing
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CNAPP from a  
vendor-agnostic 
perspective
Adopting a vendor-agnostic perspective on 
CNAPP is essential for ensuring its broad 
applicability and effectiveness across diverse 
cloud environments. This approach allows 
organizations to implement CNAPP in a way that 
complements their existing solutions and aligns 
with their specific security needs, regardless of 
the cloud platforms or service models they utilize.

The strategic value  
of CNAPP for  
decision-makers
For decision-makers, the strategic value of CNAPP 
lies in its ability to enhance security, streamline 
operations, and ensure compliance. By adopting 
CNAPP, organizations can not only protect against 
current threats but also position themselves  
to adapt to future changes in the cloud  
security landscape.

Conclusion
In summary, CNAPP represents a comprehensive 
response to the multifaceted security challenges 
presented by the cloud. For CISOs and  
decision-makers tasked with safeguarding their 
organizations’ digital assets, embracing CNAPP 
is a forward-thinking move—one that ensures 
resilience against both present and emerging 
security threats in the cloud.

Together, these components form a robust, 
adaptive, and integrated defense mechanism 
within CNAPP, addressing the dynamic and 
multifaceted nature of cloud-native environments. 
This comprehensive approach ensures that 
organizations are well-equipped to protect their 
cloud infrastructures against a wide spectrum 
of threats, maintain compliance, and operate 
efficiently in the ever-evolving cloud landscape.

CNAPP’s place in 
the cloud security 
ecosystem
CNAPP is not a solution but instead enhances 
existing security postures. By integrating with 
tools like Microsoft Defender for Cloud, CNAPP 
extends security capabilities, offering a more 
nuanced and expansive protection strategy that  
is both preventive and responsive.
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Continuing the narrative from the foundational 
understanding of CNAPP components and 
functionalities, let us delve into practical scenarios 
that illustrate CNAPP’s application in real-world 
situations—it is important to understand its 
practical applications. 

CNAPP is not just a conceptual framework,  
it is a platform with a suite of actionable tools 
and methodologies poised to address the real 
and pressing challenges faced by organizations 
in securing their cloud environments. From 
preventing misconfigurations to enhancing 
disaster recovery, CNAPP’s use cases are  
as diverse as they are critical for  
modern cybersecurity.

Use case scenarios for CNAPP
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Preventing misconfiguration 
and compliance violations
Misconfiguration remains a significant threat to 
cloud security, often leading to data breaches. 
CNAPP addresses this by providing real-time 
detection and remediation capabilities. For 
example, a financial services company operating 
under the GDPR and Sarbanes-Oxley Act can 
employ CNAPP to automate configuration checks 
across its AWS and Azure environments. When 
CNAPP detects a publicly exposed S3 bucket or 
Azure storage account, it exposes the findings 
and automatically reconfigures the asset to a 
secure state, safeguarding sensitive data from 
potential exposure.

Securing multicloud 
environments

As enterprises expand their cloud presence 
across multiple platforms, the complexity of their 
security landscape increases. CNAPP provides a 
unified solution for an organization operating 
across multiple public cloud providers. It delivers 
centralized visibility and control, allowing the 
company to enforce consistent security policies, 
regardless of the service provider. For example, 
CNAPP can ensure that all cloud environments 
adhere to the same encryption standards and 
access controls, simplifying security management 
and reducing the risk of breaches.

Protection against advanced 
persistent threats 

Advanced persistent threats, are sophisticated 
cyberattack campaigns that can evade standard 
detection. A media company, for instance, could 
leverage CNAPP to detect unusual patterns of 
access to their media content that may indicate 
the presence of an advanced persistent threat.  

By specifically monitoring for irregularities in how 
content is accessed or distributed, CNAPP can not 
only alert security analysts to these anomalies but 
also facilitate a coordinated response. This could 
include isolating systems that might have  
been compromised and preventing the  
unauthorized distribution or exfiltration  
of valuable media content.

Identity security and access 
management

Identity security is critical in cloud environments, 
where access control is a key factor in protecting 
resources. Implementing a Zero Trust approach, 
which requires verifying the identity of all 
users and devices seeking access to resources, 
regardless of their location, significantly 
strengthens security. CNAPP enhances IAM by 
automating the enforcement of least-privilege 
policies and continuously monitoring for 
anomalous authentication events, which can 
signal potential security threats. 

This proactive strategy, rooted in Zero Trust 
principles, ensures that only authorized users gain 
access and maintains strict oversight over user 
activities. By requiring continuous verification 
and leveraging CNAPP capabilities, organizations 
can effectively prevent unauthorized access 
and enforce tight governance, aligning with the 
foundational tenets of Zero Trust security.

Container security in a 
CNAPP framework

As organizations increasingly adopt containerized 
applications, the importance of securing these 
environments cannot be overstated. CNAPP 
provides specialized tools designed to enhance 
security across all stages of the container lifecycle.  
These tools enable the scanning of container 
images for known vulnerabilities not only when 
they are at rest in their code repositories but also 
when they are in registries and during runtime.

1818



and the risks posed to applications,  
business-critical systems, and data. Such  
insights allow for the identification of security 
weaknesses and abnormal activities early on, 
enabling organizations to implement preventive 
measures and reduce the likelihood of incidents.

Moreover, CNAPP’s capabilities extend to swift 
incident response, minimizing potential damage 
and facilitating a more strategic recovery process. 
In the event of an attack, the insights provided 
by CNAPP regarding the security posture and 
integrity of workloads are crucial. They help 
prioritize recovery efforts, ensuring that services 
are restored strategically and securely. This 
comprehensive approach accelerates incident 
response and strengthens the organization’s 
overall resilience against future threats.

Network security  
within CNAPP

Beyond the application and workload level, 
CNAPP addresses network security within  
cloud-native environments. This includes 
protecting the data in transit across the  
network and ensuring secure communication 
between cloud services.

Conclusion

The strategic value of CNAPP is best appreciated 
through the lens of real-world applications. 
These cases demonstrate the adaptability of 
CNAPP solutions across various scenarios and 
their necessity in the contemporary cloud 
security environment. For decision-makers and 
CISOs, CNAPP is not an option but an essential 
component of an effective cloud security  
strategy, offering the tools and insights  
needed to safeguard digital assets against  
current and future threats.

CNAPP also helps in the secure management 
of container orchestration platforms and 
the enforcement of runtime policies. This 
comprehensive approach ensures that containers, 
which are often the foundational elements of  
cloud-native applications, are securely deployed 
and remain protected throughout their lifecycle.

Enhancing DevSecOps  
with CNAPP

In the fast-paced world of software development, 
where security must keep pace with continuous 
deployment, CNAPP plays a pivotal role. By 
integrating into the DevSecOps process, CNAPP 
embodies the shift-left approach, which involves 
automating security checks within the continuous 
integration and continuous deployment  
(CI/CD) pipeline to address vulnerabilities 
as early as possible. This ensures that every 
release is thoroughly scanned for vulnerabilities, 
dependencies are evaluated for risks, and 
compliance checks are performed automatically, 
all at earlier stages of development. 

For a tech startup, leveraging CNAPP to scan 
container images for vulnerabilities before 
deployment exemplifies this shift-left philosophy, 
guaranteeing that only secure applications are 
advanced to production. This proactive stance 
streamlines security within the development cycle 
and significantly reduces the risk of introducing 
vulnerabilities into production environments.

Proactive measures and 
incident preparedness  
with CNAPP

While CNAPPs are not designed as disaster 
recovery tools, their role in proactive monitoring, 
threat detection, and incident preparedness 
is invaluable. By leveraging AI-guided risk 
reduction strategies, CNAPP offers organizations 
a comprehensive view of their security landscape. 
This includes total visibility into vulnerabilities  
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The security of cloud-native applications is a 
critical concern in modern cloud computing; 
therefore, the maturity of an organization’s  
cloud-native application protection strategy 
is central. The CNAPP maturity model serves 
as a beacon, guiding organizations from initial 
visibility to advanced, strategic operationalization. 
This journey is marked by specific milestones that 
reflect growing sophistication in cloud security 
practices and align with measurable business 
outcomes. The model, outlined across five levels 
and stages, aims not just to enhance security  
but also to underscore CNAPP’s role as a key 
driver of business value.

CNAPP maturity model
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CNAPP maturity model: Levels and stages
The CNAPP maturity model consists of three stages:

1

2

3
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Traditional Advanced Optimal

CSPM & CIEM Use of KPIs (such as 
Microsoft Secure Score) 
to understand security 
posture improvement 
over time

Visibility into the 
security posture of  
cloud resources

Security best practices 
that align to compliance 
standards and basic 
identity security hygiene

Multiple tools to 
manage vulnerabilities  
in the cloud

Manual workflows to 
remediate security 
findings across  
different workloads

Limited visibility across 
different data types

No data classification or 
manual classification

Data access policy is 
a bit loose and not 
properly defined

Unified data security 
posture management 
across different  
data types

Centralized vulnerability 
management

Disruption of potential 
cross-cloud attacks

Data classification across 
different data types and 
multicloud environments

Centralized summary of 
the cloud data estate, 
including locations of 
sensitive data

Identification of at-risk 
data resources

Prioritization of actions 
that explore, prevent, 
and respond to sensitive 
data breaches

Comprehensive risk 
mitigation by leveraging 
the integration with 
CIEM platform

Proactively identify and 
disrupt potential attacks 
related to identity

Proactive hunting of potential 
areas of compromise by 
leveraging security insights 
gathered from all workloads

Ability to track data flows

Identify appropriate data access

Unified classification scheme 
across the organization, 
creating a shared 
understanding of sensitive  
data levels

Sampling-based data 
classification for very  
large-scale data estate scanning

Proactive hunting of  
identity-related vulnerabilities 
in the environment

Governance of responsibility to 
ensure that workload owners 
are improving the security 
posture of their workloads

Integration with ticketing 
system

Use of automation workflows to 
remediate recommendations

Evaluate the secure state of 
resources based on industry 
regulatory standards

Contextual risk for prioritized 
handling of cloud infrastructure 
posture-related security issues

Below, you will find an expanded maturity model table to help you assess your CNAPP readiness across 
CSPM & CIEM, CWP, and Cloud Application Security.
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Traditional Advanced Optimal

CWP Decentralized security 
visibility of compute 
workloads across  
on-premises and 
multicloud

Partial threat detection 
coverage across 
workloads

Lack of unified 
infrastructure approach 
(i.e. multiple versions 
and sizes and a lack of 
consistency leading to a 
larger attack surface)

Basic use of antivirus  
to protect virtual 
machines (VMs)

Streamline threat 
detection alerts and 
insights to SIEM 
and provide cloud 
investigation recipes  
for SOC tier 1

Use of agent and 
agentless Endpoint 
Detection and Response 
(EDR) for VMs to ensure 
that VMs are protected 
from provision to 
runtime

Use of malware 
detection capability to 
protect storage accounts

Use of threat detection 
to identify attacks 
against databases in the 
cloud or on-premises

Use of threat detection 
to identify attacks 
against containers

Monitor file systems to identify 
changes that might indicate  
an attack

Use of baseline protection 
across all workloads

Identify network-level attacks 
against compute workloads

Identify cloud service layer  
type of attack

Identify attacks against secret 
vaults in the cloud

Identify drift in containers’ 
runtime and during  
build to ship

Threat protection  
containment\isolation

Unified visibility of threat 
detection and response 
integrated with XDR platform

Proactive hunting of 
vulnerabilities across multicloud 
compute workloads

Use of machine learning 
capabilities to identify a list of 
applications that are allowed to 
be running in a VM

Use of just-in-time access  
for VMs that are exposed to  
the Internet
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Traditional Advanced Optimal

Cloud 
Application 
Security

Minimum code-to-cloud 
security hygiene  
(e.g. code sign, reviewer 
for PR, static code 
analysis tool, secure 
code reviews)

Manual security reviews

Partial visibility into 
DevOps security posture

Full visibility into 
DevOps inventory and 
the security posture 
of preproduction 
application code across 
multi-pipeline

Use of infrastructure as 
code (IaC) templates 
and container images 
to minimize cloud 
misconfigurations

Prioritization of 
remediations-based, 
code-to-cloud 
contextual insights

API hardening 
based on security 
recommendations 

Real-time notifications integrate 
with workflow automations to 
receive immediate alerts when 
secure configurations change

Secret scanning to avoid 
exposure of secrets such  
as credentials

Static analysis engine to 
identify code-level application 
vulnerabilities

Dependency scanning to search 
for known vulnerabilities in 
open-source dependencies 
(direct and transitive)

API security threat detection 
and response

Identify attacks targeting 
applications running in  
the cloud

Drift detection in IaC

Adoption of secure registry for 
pre-scan containers’ artifacts

Adoption of CIS, SALSA or  
other frameworks

Attestation across all SDLC 
stages with code security 
assurance

The CNAPP maturity model is more than a framework; it’s the script for a story of transformation. It helps 
customers and field experts articulate the journey from basic cloud security to a sophisticated, ROI-driven 
CNAPP approach. The model empowers organizations to build their unique narrative, showcasing how 
adopting CNAPP enhances not just security but also the overall business value.
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Planning  
CNAPP 
adoption



To effectively integrate CNAPP in your 
cybersecurity framework, begin with a tailored 
approach. Understand your company’s specific 
cybersecurity landscape to develop a CNAPP 
strategy that aligns with your unique challenges 
and goals. This includes evaluating leading market 
solutions, like Microsoft’s security offerings, to 
build a robust cybersecurity posture.

Assessing company needs  
for CNAPP integration
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Key considerations

02

03

04

05

01

Understanding your business context
A deep understanding of your business context is vital for an effective CNAPP-based cybersecurity strategy.  
This insight helps you craft a security approach that resonates with your organization’s specific characteristics  
and needs. Points for reflection:

What specific industry risks need to be mitigated?

What are the strengths and weaknesses of your current  
cybersecurity infrastructure?

How can CNAPP tools be utilized to enhance the security of key  
assets and data?

What strategies can be employed to effectively prevent and manage  
data breaches?

Considering business size, type, and industry risks
Recognize that businesses of varying sizes and types encounter distinct cybersecurity 
challenges. Reflect on how these factors impact your cybersecurity requirements and  
how a tailored CNAPP approach can address these specific risks.

Assessing your current cybersecurity posture
Evaluate your existing cybersecurity measures to identify strengths, weaknesses, and 
potential gaps. This assessment is crucial for aligning with industry standards and effectively 
incorporating CNAPP solutions that address identified vulnerabilities.

Identifying critical assets and data
Determine which business assets and sensitive data need rigorous protection. Focus on how 
CNAPP tools can safeguard these assets and mitigate the risks of data breaches. This step is 
essential in strengthening and enhancing your cybersecurity posture.

How does your business size and type influence cybersecurity needs?
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Key considerations

02

03

04

01

Current security posture assessment
Before integrating CNAPP, it’s crucial to evaluate your existing cybersecurity measures. Identify your  
strengths, weaknesses, and potential gaps in relation to industry standards. This initial assessment will  
inform you how CNAPP solutions can best address your vulnerabilities and enhance your security infrastructure. 
Points for reflection:

What are the vulnerabilities in your current cybersecurity infrastructure and 
how can CNAPP address them?

What limitations do your legacy systems pose for cybersecurity, and how can 
CNAPP mitigate these?

What are your strategies for assessing cybersecurity effectiveness and 
managing legacy systems in the context of CNAPP?

Identifying infrastructure gaps
Pinpoint vulnerabilities in your digital infrastructure. Determine how CNAPP solutions can 
effectively address these gaps, facilitating a transition to a stronger security posture.

Legacy system limitations
Understand the cybersecurity limitations of legacy systems. Evaluate their impact on 
your current security framework and how CNAPP can mitigate associated risks or aid in 
transitioning your organization away from these systems.

Overall security posture enhancement
Perform a comprehensive security posture assessment to prepare for CNAPP 
implementation. This involves upgrading your cybersecurity strategically, not just patching 
vulnerabilities, to meet the challenges of the evolving digital landscape.

How do your cybersecurity measures perform against threats and integrate 
with your business strategy?
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Key considerations

02

03

04

05

01

Compliance and regulatory considerations in CNAPP integration
Data breaches and cyberthreats necessitate aligning CNAPP with compliance and regulatory requirements. 
Key standards like GDPR and HIPAA are critical in sectors such as healthcare and finance. Understanding these 
standards helps tailor CNAPP solutions to meet legal obligations and strengthen your overall security posture. 
Points for reflection:

How do CNAPP solutions support compliance with key regulations?

What specific features of CNAPP solutions facilitate compliance?

How have compliance requirements influenced your current  
cybersecurity strategies?

In what ways can compliance standards guide the development of your 
cybersecurity policies, especially with CNAPP integration?

Understanding and adhering to compliance standards
Understanding and adhering to relevant compliance standards, such as GDPR and HIPAA,  
is essential, particularly in sectors like healthcare, finance, and e-commerce.

Aligning CNAPP with compliance needs
CNAPP solutions are tailored to assist in meeting regulatory obligations. Understanding  
how these solutions align with your compliance needs is fundamental for legal adherence 
and enhancing security posture.

Compliance’s impact on cybersecurity strategy
Compliance standards shape cybersecurity strategies by setting foundational requirements. 
They guide the development and implementation of security measures and policies.

Which compliance standards are most relevant to your industry,  
and how are they met?
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Key considerations

02

03

04

01

Technology stack and integration challenges
Understanding and harmonizing your technology stack with CNAPP is key in cybersecurity. This involves 
identifying integration challenges, ensuring interoperability, and maintaining scalability and flexibility.  
Focus on how CNAPP can seamlessly complement your existing technology stack and adapt to evolving  
threats. Points for reflection: 

What potential compatibility challenges could CNAPP integration present?

How scalable and flexible are your current security solutions to  
accommodate CNAPP?

In what ways can you ensure that your cybersecurity strategy remains agile 
and responsive to future challenges?

Comprehensive infrastructure assessment
Examine your technology infrastructure for interoperability and resilience against 
cyberthreats. This assessment should highlight areas where CNAPP can integrate effectively.

Addressing compatibility and integration
Identify and resolve potential compatibility and integration issues when adopting CNAPP 
solutions. Aim for a seamless integration that complements your existing technology stack.

Assessing scalability and flexibility
Ensure your security solutions and infrastructure can adapt to evolving cyberthreats. 
Scalability and flexibility are crucial for a robust cybersecurity strategy.

What are the critical components and interactions within your  
technological infrastructure?
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Key considerations

02

03

04

05

01

Internal skillset and resource evaluation
A critical yet often overlooked aspect of adopting CNAPP is the evaluation of internal skillsets and resources. 
Determine the training needed for effective CNAPP implementation and foster a culture of cybersecurity 
awareness. Deciding between in-house management or outsourcing is also crucial, impacting resource allocation 
and control. Points for reflection:

What training is needed for effective CNAPP implementation?

How can you cultivate a cybersecurity-aware culture and get organizational 
buy-in for CNAPP?

What are the advantages and disadvantages of in-house versus outsourced 
cybersecurity management?

Which management approach aligns best with your organization’s long-term 
cybersecurity objectives?

Assessing in-house expertise and training needs
The initial step is evaluating your team’s current cybersecurity expertise and understanding 
the training required for effective CNAPP implementation. This includes identifying the gap 
between existing skills and the demands of advanced CNAPP solutions.

Fostering team alignment and buy-in
Successful CNAPP adoption hinges on both technology and team dynamics. It’s important  
to cultivate a culture of cybersecurity awareness and secure organizational alignment  
and buy-in for CNAPP initiatives. Leadership and communication play a significant role  
in this process.

Choosing between outsourcing and in-house cybersecurity management
Deciding whether to manage cybersecurity internally or outsource it is a strategic decision 
impacting resources and control. This choice should be based on a comprehensive 
evaluation of your organization’s capabilities and needs.

What level of cybersecurity expertise does your team currently possess?
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Key considerations

02

03

04

01

Assessing risk appetite (tolerance) and security priorities
Understanding your organization’s risk tolerance is crucial for aligning it with security priorities in the context 
of CNAPP adoption. Assess your willingness to accept various cybersecurity risks and prioritize your objectives 
accordingly. This understanding will guide the strategic adoption of CNAPP, ensuring it supports your business 
goals within the risk management framework. Points for reflection:

How does this risk appetite shape CNAPP implementation and  
decision-making?

What are your primary cybersecurity goals and how does CNAPP aid in 
achieving them?

How can you align CNAPP with both business strategy and risk management?

Determining risk tolerance levels
Assess how your organization’s nature, size, and market position influence its risk 
appetite. This understanding guides cybersecurity strategies, particularly in choosing and 
implementing CNAPP solutions.

Prioritizing cybersecurity based on risk appetite
With a clear risk appetite, prioritize cybersecurity objectives. Focus on strategic protection 
and resource allocation, considering how CNAPP aligns with these priorities.

Strategic CNAPP adoption
Ensure CNAPP adoption supports your overall business goals and fits within the risk 
management framework. This strategic approach enhances your cybersecurity posture while 
aligning with business objectives.

What level of risk is acceptable for your organization in cybersecurity?
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Conclusion

Concluding our discussion on CNAPP adoption, 
remember that evaluating your company’s 
specific needs is not just preliminary but 
foundational to a tailored, effective  
cybersecurity strategy.

In essence, a thorough assessment paves the 
way for a robust CNAPP strategy, transforming 
cybersecurity from a defensive mechanism to a 
strategic enabler. Looking forward, addressing 
multicloud considerations becomes crucial for 
navigating diverse cloud environments and 
reinforcing your cybersecurity posture.

Key takeaways
Assess and tailor your cybersecurity 
strategy to fit your company’s unique 
landscape.

Utilize internal resources and adapt CNAPP 
solutions to address specific business  
and security needs.

Next steps
Plan strategic adjustments for CNAPP 
implementation based on your  
company’s evaluation.

Continuously adapt your CNAPP strategy 
to evolving cybersecurity landscapes  
and business growth.
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As companies adopt services from more than one 
public cloud provider, it becomes increasingly 
more challenging to implement security and 
centralize it across multiple cloud environments 
and vendors. Technical implementations can 
differ among public cloud providers, adding 
to the complexity of managing multicloud 
environments. The agility offered by multicloud 
strategies, such as avoiding vendor lock-in and 
leveraging specific cloud services for business 
gains, must be matched with a robust security 
posture that pre-empts potential risks and aligns 
with your overarching business goals.

Multicloud considerations
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Business objectives
The demand for specific cloud services from 
various departments within an organization often 
drives the push towards a multicloud approach. 
Security teams must stay ahead of these 
requests, preparing environments across different 
providers to maintain control and avoid the 
pitfalls of shadow IT, when employees implement 
technology that hasn’t been approved first by IT. 
For instance, preempting the need for Google 
Kubernetes Engine (GKE) clusters or AWS S3 
buckets can prevent unauthorized, out-of-policy 
cloud service deployments. This anticipatory 
approach fulfills compliance and data residency 
requirements that are increasingly becoming part 
of strategic business solutions.

In a multicloud ecosystem, where applications are 
spread across different cloud providers, CNAPP 
solutions play a critical role in ensuring the 
holistic security and optimal performance of these 
applications. CNAPP solutions, like Defender for 
Cloud, offer application-centric insights, allowing 
organizations to monitor, analyze, and secure 
their applications regardless of the cloud provider 
they are hosted on. This level of visibility and 
control is essential for identifying and mitigating 
threats, ensuring compliance, and optimizing 
application performance.

Compliance 
requirements
As part of your multicloud strategy, your 
organization should identify compliance and data 
residency requirements. CNAPP solutions should 
seamlessly integrate with compliance frameworks 
and provide the necessary tools to enforce data 
residency and privacy regulations. Regulations 
like GDPR necessitate stringent adherence to data 
storage and processing protocols, influencing the 
choice of cloud providers and services. During 
the planning phase, it’s essential to ascertain 
the compliance obligations that accompany 
multicloud adoption, assigning clear ownership 
for each service and ensuring that compliance is 
not an afterthought but a guiding principle.

Ownership alignment
The distribution of security responsibilities in 
a multicloud environment requires a delicate 
balance. While different business units might 
manage their respective cloud resources, a 
centralized security approach helps mitigate 
risks that could lead to cross-cloud breaches. 
The security implications of having vulnerable 
resources in one cloud environment potentially 
compromising another underscore the 
importance of a unified security strategy. 

For example, a misconfiguration in an Azure 
VM leading to access to an AWS RDS instance 
illustrates the interconnectivity and associated 
risks in multicloud scenarios. A CNAPP solution 
like Defender for Cloud can offer the  
cross-environment visibility necessary  
to manage these complexities.
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Key considerations
In planning for multicloud CNAPP deployment, several strategic considerations come to the forefront:

How will compliance requirements and data residency demand influence 
your choice of cloud services and providers?

What regulatory obligations (e.g. GDPR, HIPAA, or industry-specific regulations) does your 
organization need to adhere to, and how will they impact the multicloud strategy?

Have you identified the data residency requirements for sensitive information, and are  
you prepared to manage data across different cloud regions or countries?

02

In what ways can your organization align their security strategies to ensure 
consistency and prevent sprawl across different cloud environments?

Do you have a centralized security approach that spans all cloud providers to mitigate risks 
associated with fragmented security measures?

Are there opportunities to standardize security policies, configurations, and access  
controls across multiple clouds?

03

How can CNAPP serve as a bridge between your business strategies and risk 
management, enhancing visibility and governance across cloud platforms?

What CNAPP solutions are available that align with your organization’s specific needs and 
objectives in a multicloud environment?

How can you leverage CNAPP to gain comprehensive visibility into the security posture and 
performance of your applications across various cloud providers? 

04

What are the specific business objectives driving your organization  
toward a multicloud model?

Are you seeking to leverage the unique strengths of different cloud providers for specific 
business functions or applications?

How does multicloud adoption align with your organization’s overall business  
strategy and goals?

01
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By reflecting on these key considerations, your organization can develop a well-informed, multicloud 
CNAPP strategy that meets their business objectives and enhances security, compliance, and performance 
across diverse cloud environments.

06 How will you ensure real-time threat detection and response in  
your multicloud environment?

What mechanisms and tools will you put in place to detect and respond to security incidents 
promptly across different cloud providers?

Are you prepared to establish incident response procedures that account for the unique 
challenges of a multicloud ecosystem?

07 Have you considered the scalability and resource optimization aspects  
of your CNAPP strategy?

How will you ensure that your CNAPP solution scales alongside your expanding  
multicloud infrastructure?

Are you actively monitoring resource utilization and taking advantage of CNAPP 
recommendations to optimize performance and cost-efficiency?

08 What steps can you take to foster a proactive security culture within the 
organization in the context of multicloud CNAPP adoption?

How will you communicate the importance of security across various business units and 
departments involved in multicloud operations?

Are you providing ongoing training and awareness programs to ensure that all stakeholders 
understand their roles in maintaining a secure multicloud environment?

05 Are you prepared to invest in cloud-agnostic CNAPP solutions that can 
seamlessly integrate with multiple cloud providers and architectures?

Have you evaluated CNAPP solutions like Defender for Cloud that offer compatibility with 
various cloud platforms, ensuring flexibility and scalability?

How does your CNAPP strategy align with your long-term cloud adoption plans, considering 
potential changes in cloud providers or services?
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Conclusion
When picking a winning CNAPP strategy for 
multicloud, it’s vital to have visibility across public 
cloud providers used by other departments. 
Ideally, organizations should gain this visibility 
from a singular, comprehensive view of security 
posture across various cloud providers. This 
unified visibility is critical to managing security 
effectively and avoiding the fragmentation of 
insights. By aligning CNAPP deployment with 
business imperatives and compliance mandates, 
organizations can create a resilient, agile, and 
secure multicloud ecosystem that supports their  
strategic objectives and fosters a proactive 
security culture.
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In the dynamic domain of cloud computing, 
rapid evolution is the norm. At the forefront of 
this transformation are cloud-native applications, 
leveraging cutting-edge technologies like 
containers and serverless computing. In this  
ever-changing landscape, the fusion of DevOps 
and security has become indispensable.

DevSecOps emerges as a vital methodology in 
this context. It seamlessly integrates security 
practices within DevOps processes, adeptly 
addressing the cybersecurity challenges posed 
by these advanced technologies. This integration 
is particularly crucial in the inherently dynamic 
and distributed realms of cloud and hybrid 
infrastructures, where traditional security  
models often fall short.

This exploration zeroes in on the essential 
DevOps security considerations for implementing 
a CNAPP, Specifically, this exploration focuses 
on how Defender for Cloud tackles the unique 
challenges of cloud computing, formulating 
strategies for secure deployment in  
multicloud and hybrid environments.

This section will guide you through the 
complexities of securing cloud-native 
applications, unveiling strategies and insights  
to safeguard your digital landscape in an era  
of rapid technological advancement.

DevOps security considerations
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The imperative of 
DevOps security in 
cloud environments
Evolving cloud landscape 
The evolution of cloud computing, especially with 
its focus on multicloud and hybrid models, has 
significantly altered the landscape of application 
deployment and management. This shift has  
not only brought about innovations and 
efficiencies but has also introduced  
complex security challenges.

The SolarWinds incident serves as a stark 
reminder of these challenges, particularly 
highlighting the vulnerabilities in software supply 
chains within interconnected cloud environments. 
This example underscores the need for a dynamic 
and robust security posture that can adapt to the 
rapid deployment and continuous integration 
practices inherent in DevOps.

Shared security responsibility 
In cloud computing, security responsibilities are 
shared between cloud service providers and 
users. This shared model requires a paradigm 
shift from traditional security approaches to a 
more integrated and proactive strategy. It’s a 
collaborative effort with developers, operations 
teams, and security professionals continuously 
identifying and mitigating risks.

Defender for Cloud exemplifies this collaborative 
approach, aligning with the rapid deployment 
capabilities of DevOps to ensure that agility 
does not compromise security. It offers tools and 
frameworks for comprehensive visibility, control 
and enhanced security of CI/CD pipelines while 
supporting the shared responsibility model  
in cloud environments.

Key DevOps security 
considerations in  
cloud computing
CI/CD pipeline security
The CI/CD pipeline is central to DevOps practices. 
The CI/CD pipeline automates and streamlines 
the software development lifecycle in cloud 
environments. Its security is non-negotiable. 
Every stage of the pipeline, from code integration 
to deployment, presents potential vulnerabilities. 
Embedding automated security checks, such 
as static code analysis and container scanning, 
is essential. These measures ensure continuous 
security and compliance without disrupting 
the development process. Defender for Cloud 
enhances these capabilities, integrating 
seamlessly into the CI/CD pipeline for  
robust security.

Infrastructure as code (IaC) security
In cloud computing, infrastructure as code 
(IaC) is a transformative tool for consistent, 
repeatable deployments. However, IaC scripts, 
like any code, are prone to vulnerabilities. Regular 
audits, compliant with security best practices, 
and automated scanning tools are crucial for 
maintaining secure IaC environments.  
Defender for Cloud supports these efforts, 
providing the necessary tools for secure  
IaC management.

Application and API security
Applications and APIs are the frontlines of 
cloud computing. Their security should be a 
priority from the design phase, with continuous 
updates on secure coding practices essential for 
developers. Proactive identification of weaknesses 
in applications and APIs is crucial to mitigate 
risks. Defender for Cloud aids in this proactive 
approach, offering tools for continuous security 
assessment and developer education.
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Key considerations for DevOps security
When planning for DevSecOps, it’s good to ask some questions. These can help you think about your current 
security setup. You might want to consider security’s role in your CI/CD pipeline or evaluate whether your IaC is 
secure. Think about how you manage secrets in your code and repositories and how you handle vulnerabilities in 
your code and dependencies. Lastly, consider how you balance compliance and agility in your cloud deployments. 
Reflecting on these areas can help you identify opportunities to improve and strengthen your DevSecOps.

Answer the questions:

CI/CD pipeline security integration—Reflect on the proactive or reactive  
nature of your current security integration in the CI/CD pipeline

• How are security measures integrated within your CI/CD pipeline?

• What strategies are in place for tracking and managing vulnerabilities through  
the pipeline?

Compliance and governance in cloud deployments—Assess the balance 
between maintaining compliance and fostering operational agility

• What tools and processes support real-time compliance monitoring in your  
cloud deployments?

• How is governance integrated within your DevOps processes?

Secrets management in code and repositories—Consider the potential risks  
and the effectiveness of your current secret management practices

• How are secrets protected within your code and repositories?

• What measures prevent accidental exposure of secrets during development  
and deployment?

Securing infrastructure as code—Evaluate the effectiveness and consistency  
of your IaC security practices across different environments

• What strategies do you employ for ensuring IaC security?

• How are IaC configurations audited for compliance, and what tools are used?

Vulnerability management in code and dependencies—Reflect on the 
efficiency and thoroughness of your vulnerability management practices

• What processes are used for identifying and addressing vulnerabilities in your  
code and dependencies?

• How do you ensure timely and effective remediation of identified vulnerabilities?
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Conclusion
Integrating security into DevOps, particularly 
in cloud environments, is an ongoing, 
multidimensional journey. As cloud computing 
and cybersecurity landscapes evolve, so must our 
strategies and practices. This evolution doesn’t 
end with adopting new technologies, it’s about 
ingraining a security mindset into every aspect of 
development and operations.

Defender for Cloud is pivotal in this journey, 
offering advanced tools that balance the swift 
pace of DevOps with the imperative of robust 
security. It’s role goes beyond providing security 
solutions; it fosters a culture where security is 
integral to all development and  
operational processes.

In summary, the integration of security into 
DevOps, with the support of tools like  
Defender for Cloud, is crucial for maintaining 
the resilience and integrity of your digital 
infrastructures. Microsoft empowers teams to 
innovate securely, ensuring that advancements 
in cloud computing are matched with equally 
progressive security measures.
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Within the broader framework of a CNAPP, 
planning cloud security posture management 
(CSPM) is a critical component that ensures 
the security configuration and compliance of 
cloud environments. CSPM requires a strategic 
approach, encompassing both the technical and 
operational aspects of cloud security. 

In the narrative of evaluating company needs, 
considering multicloud environments and 
emphasizing DevOps and API security, CSPM 
emerges as a foundational practice. It acts as the 
evaluative and operational backbone of CNAPP, 
continually assessing and improving the stance of 
cloud resources against potential vulnerabilities 
and misconfigurations.

Planning cloud security  
posture management

Ask Yourself
How comprehensive is your current understanding of CSPM in the cloud-native context?

What steps have you taken to ensure continuous visibility and compliance in your cloud environments?

43



Introduction and 
role of cloud security 
posture management 
(CSPM) within CNAPP
CSPM stands as a fundamental element in the 
realm of CNAPP, transcending the role of a mere 
tool to become an integral capability within the 
cloud-native spectrum. CSPM is designed not 
only to provide continuous visibility and ensure 
compliance, but also to manage and mitigate the 
diverse risks prevalent in cloud environments. 
It acts as the foundational layer, crucial for 
identifying and rectifying misconfigurations and 
policy violations that could potentially lead to 
significant security breaches.

Within CNAPP, CSPM’s role is multifaceted. 
It proactively secures cloud infrastructure, 
systematically addressing misconfigurations and 
compliance issues, and thus plays a key role in 
threat prevention, compliance assurance, and 
overall risk management. This approach goes 
beyond the traditional scope of CSPM, integrating 
it as a core function that operates across all major 
cloud platforms, including Azure, AWS,  
and Google Cloud Platform (GCP).

Defender for Cloud exemplifies this integration 
by offering comprehensive CSPM functionality. It 
not only ensures a robust security posture across 
infrastructure and applications but also spans the 
entirety of an organization’s cloud and hybrid 
presence, providing a holistic view of security 
posture that is essential for modern,  
cloud-native applications.

Through CSPM within CNAPP, organizations 
can achieve a more cohesive and proactive 
approach to cloud security, ensuring that 
their cloud infrastructures are compliant with 
current standards and resilient against evolving 
cybersecurity threats.
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Planning best practices for cloud security posture management 
(CSPM)
Planning for CSPM involves several best practices that align with the dynamic and scalable nature of  
cloud-native applications:

Comprehensive security posture assessment
Begin with a detailed evaluation of your cloud security posture. Understand where 
your vulnerabilities lie, your current compliance status, and the effectiveness of your 
existing security controls. This foundational step is essential for pinpointing where 
enhancements in your security strategy are most needed. Defender for Cloud can aid 
in this assessment by providing insights into vulnerabilities and compliance status.

In-depth discovery and inventory
Take a complete inventory of your cloud assets. Do you have visibility over all your 
assets across multiple cloud providers? This visibility is the first step toward a secure 
cloud environment. Utilize tools like Defender for Cloud for complete visibility  
across multiple cloud providers.

Real-time monitoring and response
Implement continuous monitoring with solutions like Defender for Cloud to detect 
configuration changes and compliance deviations as they happen. How quickly can 
you respond to these changes? The effectiveness of your monitoring and response 
mechanisms is pivotal in maintaining a robust security posture.
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Seamless integration with DevOps
Integrate CSPM into the DevOps lifecycle, often referred to as “shift-left”. This ensures 
that security considerations are addressed early in the development process. How is 
CSPM embedded in your DevOps cycle? Defender for Cloud can be integrated into 
the CI/CD pipeline, enhancing security from the development phase.

Prioritizing risks
Utilize insights from CSPM to prioritize remediation efforts, focusing on the 
most critical vulnerabilities first. Risk is often assessed as the product of business 
impact and exploitability, so ensure that areas with high business impact and 
high exploitability receive immediate attention. What criteria do you use for risk 
prioritization, and how do you ensure that high-risk areas receive immediate 
attention? Defender for Cloud provides risk prioritization to help target key issues.

Building a security-aware culture
Educate about CSPM processes and best practices to spread awareness. How do you 
ensure that your teams are aligned with and knowledgeable about CSPM practices?

Automating compliance and controls
Automate compliance checks and security controls to maintain consistent security 
standards. Consider how automated compliance can be integrated into your cloud 
environment, ensuring ongoing adherence to both internal and external  
regulatory standards. Defender for Cloud offers capabilities for automating  
compliance monitoring.
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Decision points in CSPM planning
When planning CSPM, decision-makers must take these steps:

Determining the scope of coverage
Define the extent of coverage needed across various cloud models—Infrastructure as 
a Service (IaaS), Platform as a Service (PaaS), Software as a Service (SaaS)—and cloud 
providers (AWS, Azure, GCP). This decision will influence the tools and strategies  
employed in your CSPM approach.

Policy definition and enforcement
Align clear, enforceable security policies with your business objectives. How do you define 
and enforce these policies? How do they align with regulatory requirements?

Tool selection for optimal integration
Select CSPM tools carefully. Choose tools that not only integrate well with your  
existing systems but also support your multicloud environment effectively. How do these 
tools scale with your cloud usage, and how do they contribute to actionable insights  
for your security team?

Seamless integration with existing infrastructure
Plan the integration of CSPM tools with your current cloud services. This is a complex task, so 
consider aspects like API compatibility, automation potential within your CNAPP framework, 
and how these integrations can enhance overall security.

Automating security controls and compliance
Determine the extent of automation for implementing security controls and compliance 
checks. Automated remediation actions can significantly improve response times but  
need careful planning to ensure they align with business processes and don’t  
inadvertently disrupt operations.

Effective change management
Establish a robust change management process to ensure CSPM policies and tools remain 
adaptive and relevant in the face of evolving cloud environments and emerging threats. 
Incorporating IT service management (ITSM) principles into the CSPM strategy ensures 
that changes are effectively managed and communicated across the organization. This 
helps maintain the adaptability and relevance of our CSPM policies and tools in the face of 
evolving cloud environments and emerging threats. How do you manage and communicate 
changes within your CSPM strategy?
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Policy development for cloud usage
Develop comprehensive security policies tailored to your organization’s cloud usage 
patterns. These policies should be clear, enforceable, and regularly updated to adapt to new 
threats and regulatory changes.

Training and awareness programs
Train employees on CSPM tools and policies regularly. How do you maintain awareness of 
security best practices and the importance of CSPM across your organization?

Ensure that you have governance in place
It is essential to implement a comprehensive governance framework to address scenarios 
where cloud security posture management (CSPM) tools identify misconfigurations or 
compliance breaches. Such a framework should be intricately designed to seamlessly 
integrate with your organization’s overall security strategy. This governance model 
empowers workload owners by delineating clear responsibilities for the remediation of 
identified security issues within their resources. By doing so, it not only fosters a culture 
of accountability but also enhances the security posture by ensuring timely and effective 
responses to potential vulnerabilities. The formulation of this governance framework requires 
a meticulous approach, ensuring that policies, procedures, and responsibilities are clearly 
defined and communicated across all levels of the organization. This strategic alignment is 
vital for maintaining robust security measures and facilitating a proactive stance towards 
cloud security management.

Metrics for measuring success
Establish clear metrics to measure the effectiveness of your CSPM implementation. Consider 
metrics such as the number of misconfigurations detected and remediated, compliance 
scores, and the time taken to resolve issues.

Securing microservices and containers
Secure microservices architectures and container configurations—a critical step in a 
cloud-native environment. Ensure that your CSPM solution can effectively manage these 
components, maintaining security across rapid changes and the service mesh.

Conclusion
Planning CSPM within the CNAPP framework is a comprehensive and critical process. It demands an in-depth 
understanding of the current organizational state, future goals, and the complex interaction between various 
cloud assets and services. With a thoughtful approach, CSPM can be effectively tailored to provide a proactive, 
dynamic, and robust system for managing your cloud security posture, making it an essential part of your overall 
cloud security strategy. Defender for Cloud stands as a central tool in this journey, offering advanced features that 
align with the best practices and decision points outlined in CSPM planning.
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In the current digital era, organizations 
increasingly rely on software that interacts 
seamlessly with a multitude of other platforms. 
The key to sharing valuable data and computing 
capabilities without exposing underlying source 
code or requiring extensive collaboration lies in 
the application programming interface (API).  
APIs act as conduits, facilitating interactions 
between different software pieces, while 
maintaining an abstraction layer that  
simplifies complex interactions.

Given their crucial role in software 
interoperability, API security breaches can have 
significant implications. Within the context of 
CNAPP, API security gains even more importance. 
CNAPPs offer unified security solutions for  
cloud-native applications, where APIs are 
integral. Thus, securing APIs is more than merely 
a technical requirement; they are a strategic 
business decision impacting digital assets, 
customer trust, and overall business performance.

API security considerations

49



01

02

03

Key considerations
When planning for an API security strategy and solution, there are several key considerations to address:

Defining security objectives and requirements
Compliance and regulatory considerations

• Alignment with legal standards: Ensure APIs comply with relevant regulations like GDPR 
or HIPAA, which is vital for legal and ethical operations.

• Adhering to industry best practices: Follow established security frameworks  
and standards to help maintain a robust security posture.

Understanding the API ecosystem
API inventory

• Comprehensive API management: Create a centralized inventory of all managed APIs. 
For large organizations with numerous APIs, this centralized inventory provides clarity 
and control over the entire API ecosystem.

• Enhanced visibility for security management: Understand the full scope of APIs, 
including functions, interactions, and dependencies, for effective security management. 
This visibility helps identify critical APIs and those that may be redundant or outdated.

Stakeholder identification

• Inclusive stakeholder engagement: Identify all relevant stakeholders in API development 
and management. This includes developers, security teams, and end-users, each playing 
a unique role in ensuring API security. For example, developers focus on integrating 
security into API design, while security teams oversee policy implementation.

Risk assessment and threat modeling
Threat identification

• In-depth vulnerability analysis: Conduct thorough assessments to identify potential 
risks, especially for externally exposed or under-protected APIs.

• Identification of security gaps: Pinpoint vulnerabilities to aid in creating targeted 
strategies that strengthen API security.

Risk prioritization

• Focused security efforts on sensitive data: Understand which APIs handle sensitive data 
so you can prioritize security efforts and protect critical data points.
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Designing and implementing security controls
Authentication and authorization

• Robust access control: Implement standards like OAuth for secure access, ensuring only 
authorized users can interact with APIs.

Data encryption

• Ensuring confidentiality and integrity: Encrypt data in transit and at rest, safeguarding 
sensitive information against unauthorized access.

Input validation and rate limiting

• Preventing common vulnerabilities: Implement input validation to prevent attacks like 
SQL injection and apply rate limiting to mitigate abuse and DoS attacks.

Security testing and validation
Automated and manual testing

• Dynamic application security testing (DAST): Employ DAST to detect vulnerabilities in 
real-time, particularly effective for testing various API architectures.

• Static application security testing (SAST): Utilize SAST for pre-deployment code 
analysis, identifying insecure coding practices early in the development cycle.

Policy development and documentation
Security policies

• Establishing clear guidelines: Develop comprehensive security policies, including coding 
standards and incident response plans.

Documentation

• Maintaining accurate records: Ensure all APIs have up-to-date documentation, including 
security protocols and usage instructions.

06

05

04

07 Training and awareness
Developer training

• Building a security-focused culture: Provide regular training to developers on secure 
coding practices and emerging security threats.

Stakeholder education

• Enhancing organizational security awareness: Educate all stakeholders about their role 
in maintaining API security, fostering a holistic security approach.
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Key questions for API security planning
As organizations plan for API security, ask these key questions to guide your strategy:

By diligently addressing these considerations and questions, organizations can build a robust and strategic API 
security framework, protecting their digital assets and sustaining customer trust in their technological ecosystem.

How comprehensive is our API inventory, and does it include details like data  
sensitivity and usage patterns?

Are all relevant stakeholders, including developers, security teams, and end-users, 
identified and involved in the API security process?

Do our API security objectives align with regulatory requirements and industry’s  
best practices?

How effectively are we assessing and prioritizing risks associated with our APIs?

What measures are in place for robust authentication, authorization, and data encryption?

Are we conducting regular security testing using both DAST and SAST methodologies?

How current and comprehensive are our security policies and API documentation?

What training and awareness initiatives do we have in place to foster a security-focused 
culture among all stakeholders?

Conclusion
In summary, establishing a robust API security strategy is crucial in today’s digital era. It involves a comprehensive 
approach starting with a detailed understanding of the API ecosystem, including a thorough inventory and 
stakeholder engagement. Setting clear security objectives and ensuring compliance with legal standards and best 
practices are essential. Proactive risk assessment, threat modeling, and the implementation of strong security 
controls safeguard against potential vulnerabilities. Additionally, developing comprehensive security policies, 
thorough documentation, and fostering a culture of security through training and awareness are key. Ultimately, 
a well-planned API security strategy is not just about technical safeguards; it’s a vital business decision impacting 
customer trust and organizational resilience in the digital landscape.
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Cloud workload protection (CWP) is a 
multifaceted approach to securing cloud 
environments, addressing the distinct security 
requirements of diverse cloud resources. It’s 
key in today’s cloud-first world, where data and 
applications are increasingly hosted off-premises. 
CWP encompasses a range of strategies and tools 
to safeguard servers, containers, APIs, databases, 
and more against various cyberthreats.

CWP requires a deep understanding of one’s 
entire estate. In this case, each workload,  
meaning servers, containers, APIs, DevOps 
environments, databases etc., requires it’s  
own flavor of protection. 

Consider workstreams in your organizations 
that spin up servers for certain purposes or 
rely on containers and DevOps to create web 
applications. These are common workloads in 
every organization and must be managed  
with security in mind from the beginning,  
not as an afterthought. 

As mentioned earlier, APIs are integral to the 
modern cloud ecosystem and present another 
layer of complexity. They require meticulous 
monitoring and robust access controls to prevent 
unauthorized data access. A breach in API security 
can lead to widespread system compromises, as 
APIs often have access to multiple components 
within a cloud infrastructure.

Similarly, databases and storage systems in 
the cloud call for stringent security measures. 
Encryption and meticulous access management 
are necessary to protect sensitive information 
stored within these resources. For example, a 
cloud database that is not properly encrypted 
or lacks strong access controls could be a prime 
target for data exfiltration.

Planning for cloud  
workload protection
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Identifying and categorizing cloud workloads
The first step in planning for CWP is the thorough identification and categorization of cloud workloads within  
an organization. This process is foundational in understanding the unique security landscape and  
requirements of each workload type.

Inventory of cloud workloads
Conduct a comprehensive inventory of all cloud-based assets, including servers, 
containerized applications, APIs, databases, and DevOps environments. How are these assets 
currently cataloged, and can this process be optimized for greater clarity and control?

Categorization based on functionality and risk
Categorize these inventoried workloads based on their functionality and the level of risk 
they carry. For instance, public-facing web applications, servers, or storage systems might be 
categorized differently from internal data processing workloads. Are there clear distinctions 
in the risk profiles of different workload categories in your organization?

Identify key assets
Determine which workloads are critical to your operations and might require additional 
security measures. What are the crown jewels of your cloud environment?

Assessing risk profiles
Evaluate the specific risk factors associated with each workload. Each type of workload 
carries its own set of risks. A server might be more susceptible to direct cyberattacks, 
whereas an API could be a vector for data breaches. What are the predominant risks 
associated with each workload category, and how might these change over time? This step 
involves understanding the value of the affected resources and the likelihood of a threat 
materializing. What criteria does your organization use to evaluate the severity of risks?

Security needs assessment
Determine the specific security needs for each workload based on categorization and risk 
assessment. This may involve diverse security measures, from encryption and access controls 
for databases to intrusion detection systems for servers. How do current security measures 
align with the identified needs of each workload category?

Dynamic reassessment
Reassess the inventory and categories regularly. The cloud environment is dynamic, with 
workloads often evolving or being added. What processes are in place to ensure ongoing 
reassessment of workloads as the cloud environment changes?
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Developing a workload protection strategy
Following the comprehensive identification and categorization of cloud workloads, the next crucial phase in 
planning for CWP is crafting a detailed protection strategy. This strategy should weave security seamlessly into  
the lifecycle of each workload, from the initial design to deployment and beyond.

Establish clear security goals
Define what you aim to protect against. Is it data breaches, unauthorized access, or 
something else? Reflect on the unique security challenges your organization faces.

Integrate security into the lifecycle
Security should be part of the workload’s entire lifecycle, from development through 
deployment to maintenance. How can your organization embed security practices at  
each stage of the workload lifecycle?

Adopt a layered security approach
No single security measure is foolproof. How can your organization layer different security 
technologies to protect workloads?

Assess risk regularly
With the evolving threat landscape, how frequently should your organization reassess its risk 
posture to adapt to new threats?

Plan for incident response
In the event of a security incident, how will your organization respond? What processes  
are in place for an effective and swift reaction?

Establish monitoring and improvement
Security isn’t a set-and-forget solution. How will your organization continuously monitor 
security controls and adapt the CWP strategy over time?
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Are you working predominantly within  
a single cloud ecosystem or across  
multiple clouds?

Do your workloads demand specific 
compliance or regulatory considerations?

Planning for scalability 
and flexibility
Planning for scalability and flexibility within a 
CWP strategy is essential for any organization 
looking to secure its cloud environment 
effectively. This planning ensures that as your 
organization grows and your needs evolve, the 
CWP strategy can adapt without compromising 
on security or operational efficiency.

Scalability

Consider how your CWP measures will scale with 
your organization. Can the security protocols 
and tools you implement today support a future 
with more data, more users, and possibly more 
complex cloud infrastructure? Reflect on whether 
your current CWP solutions are modular  
and scalable.

Flexibility

Remember that the cloud environment is 
dynamic, with new services and technologies 
constantly emerging. How flexible is your CWP 
strategy in incorporating new cloud services or 
adapting to changes in existing ones? It’s vital to 
have a plan that is robust and agile enough to 
accommodate new developments. 

Balancing security and  
operational efficiency

Strike the right balance between stringent 
security measures and maintaining operational 
efficiency. Overly rigid security controls might 
impede agility and innovation, while too lax 
controls could expose your organization to risks. 
Consider, how does your CWP strategy  
find this balance?

Leveraging tools and 
technologies for CWP
When planning your CWP, it’s essential to 
evaluate and select tools that align with your 
specific workload scenarios. Consider the unique 
aspects of your cloud environment: 

Reflect on how the features of tools like Defender 
for Cloud can be integrated into your security 
strategy to provide thorough protection.

Moreover, the choice of tools should factor in 
scalability, ease of integration, and the ability  
to provide actionable insights on your  
security posture. 

How will the chosen technologies integrate  
with your existing security operations? Can 
they offer real-time monitoring and automated 
response capabilities?

Defender for Cloud stands out as a 
comprehensive solution, offering extensive 
capabilities to safeguard various cloud workloads 
against potential threats. It provides robust 
security features tailored to protect servers, 
containers, databases, and applications across 
multiple cloud platforms.
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Conclusion
This expanded approach to cloud workload 
protection planning provides a more in-depth, 
actionable framework for organizations. By 
enhancing readability, integrating CNAPP 
discussions, addressing common challenges, 
updating emerging technologies, and providing 
actionable steps and examples, organizations 
are better equipped to secure their cloud 
environments against current and future 
cyberthreats. This comprehensive strategy 
ensures operational efficiency while safeguarding 
sensitive data and applications, enabling 
organizations to navigate the complexities of the 
cloud securely and confidently.

Future trends and 
evolving threat 
landscape
As the cloud computing landscape continuously 
evolves, integrating a CNAPP into the planning for 
future trends and the evolving threat landscape 
becomes crucial. CNAPP’s comprehensive 
approach, which covers everything from 
development to deployment and across various 
environments, positions organizations to better 
anticipate and adapt to emerging  
security challenges. 

The shift towards more complex cloud 
architectures, like serverless and microservices, 
necessitates a CNAPP strategy that is both flexible  
and forward-looking. 

How can your organization stay ahead of these 
developments and ensure your CWP strategy 
remains effective? 

Reflect on how your organization’s CNAPP 
can evolve to protect against new types of 
cyberthreats and leverage advancements in cloud 
technology for enhanced security measures. 
This anticipatory approach ensures that as cloud 
workloads become more sophisticated, your 
CNAPP strategy remains robust, scalable, and 
capable of defending against the next  
generation of cyberthreats.
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Deploying Microsoft’s CNAPP solution is akin to 
the adoption of most technological solutions, 
services, or products in that it is a dynamic and 
continuously evolving process. As the product 
changes and evolves, some steps, capabilities, 
and features may no longer be available,  
while new ones may be introduced.  

Deploying Microsoft CNAPP

The fluid nature of technological advancement 
necessitates staying up with the most recent 
developments. It’s strongly recommended 
that you always refer to Microsoft’s regularly 
updated public documentation. This will ensure 
that you have the most accurate and up-to-date 
information at your disposal, enabling you to 
make the most of Microsoft solutions.
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As part of deploying Microsoft’s CNAPP 
solution, you should prioritize establishing 
robust cloud security posture management 
(CSPM). Defender for Cloud offers two levels of 
CSPM functionality—Foundational CSPM and 
Defender CSPM, each providing functionality to 
suit different organizational needs. This section 
provides an overview of deploying these CSPM 
services as part of your overall CNAPP strategy.

Introduction to cloud 
security posture 
management (CSPM)
Defender for Cloud’s CSPM capabilities are 
divided into two distinct tiers:

Foundational CSPM 
This is the base level of service, available for free, 
automatically enabled for all subscriptions and 
accounts once you are onboarded to Defender for 
Cloud. It offers fundamental CSPM capabilities, 
making it ideal for organizations seeking essential 
security management without additional cost.

Defender CSPM plan
This is the premium, paid plan. It expands 
upon the foundational offerings with advanced 
features. This plan is tailored for organizations 
seeking an in-depth strategy in managing their 
cloud security posture.

Security posture management
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Note: For a more comprehensive understanding and detailed information on Defender for Cloud’s CSPM, please refer to 
the extensive documentation available here.
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Features and cloud 
availability in  
Defender for Cloud 
CSPM
When deploying CSPM with Defender for Cloud, 
consider the core features of the Foundational 
CSPM tier and the unique features offered with 
the Defender CSPM tier.

Foundational CSPM features

Foundational CSPM provides the 
following baseline of capabilities:

Security recommendations: Recommendations 
for securing your cloud resources.

Asset inventory: Visibility into cloud assets across 
Azure, AWS, GCP, and on-premises.

Secure Score: An aggregated score based on 
Microsoft Cloud Security Benchmark (MCSB) 
recommendations to gauge risk levels.

Data visualization and reporting: Enhanced 
reporting capabilities with Azure Workbooks for 
deeper insights.

Data exporting: The ability to export security 
data for further analysis or compliance reporting.

Workflow automation: Automated processes to 
streamline security tasks and responses.

Enhanced remediation tools: Advanced tools for 
addressing security issues and vulnerabilities.

Microsoft Defender CSPM  
additional features

Building on the foundational features, 
Defender CSPM includes:

Advanced security recommendations: 
More detailed and comprehensive security 
recommendations based on risk level.

Security governance: Tools and capabilities 
for managing security policies across cloud 
environments.

Regulatory compliance standards: Support for a 
wider range of compliance standards.

Cloud security explorer: An interface for an  
in-depth exploration of cloud security posture.

Attack path analysis: Tools for analyzing and 
mitigating potential attack paths.

Agentless scanning: Advanced scanning 
capabilities for machines and containers.

Agentless container security posture: Enhanced 
security for container environments.

Container registries vulnerability assessment: 
Scanning and assessing vulnerabilities in 
container registries.

Data aware security posture: Specialized features 
for managing data-related security aspects.

EASM insights into network exposure: Insights 
into network exposure for better security 
management.

Permissions management: Tools for managing 
and auditing permissions across cloud 
environments.

6262



These advanced features offered by the Defender CSPM plan are geared toward organizations with more complex 
security needs, providing a comprehensive and sophisticated approach to cloud security posture management. 
The plan caters to a broader range of security and compliance requirements, making it suitable for larger 
enterprises or those with specific regulatory needs.

Note: Microsoft’s CSPM services include DevOps Security, ensuring a comprehensive approach to securing both your 
cloud infrastructure and development pipelines. The features available within Microsoft’s CSPM offerings, namely 
CSPM Foundational and Defender CSPM, differ to cater to diverse security needs and organizational sizes. For detailed 
information on feature availability and to understand how these offerings align with your organization’s security 
requirements, explore the documentation on Azure Defender for Cloud’s DevOps support.

Deployment recommendations
When implementing CSPM as part of your CNAPP strategy, consider the following steps:

Evaluate CSPM needs
Determine which CSPM tier (CSPM Foundational or Defender CSPM) aligns with your 
organization’s requirements, considering the distinct features and capabilities of each.

Enable appropriate CSPM features
Activate the necessary features in Defender for Cloud that suit your specific cloud 
environment and security needs. This includes assessing which aspects of DevOps  
security are critical for your operations.

Leverage third-party integrations
Utilize integrations with systems like ServiceNow to enhance incident tracking  
and management, ensuring a seamless flow of security information across your  
cloud and DevOps environments.

Integrate DevOps security practices
Integrate DevOps security practices within your CSPM strategy to ensure a holistic security 
posture. This involves incorporating security at every stage of the software development 
lifecycle, from initial design through deployment, to detect vulnerabilities early and  
reduce the attack surface.

Train your team
Ensure your IT and security teams are proficient in using the features of Defender CSPM, 
including DevOps security practices. Regular training and updates can help your team  
stay ahead of emerging threats.

Regularly review security posture
Use insights from Defender CSPM to continuously enhance your cloud security posture.  
This should include regular assessments of your DevOps practices to identify and mitigate 
new risks as they arise.
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Before activating the Defender CSPM plan, 
verify that the correct roles and permissions are 
in place. Roles like security admin, subscription 
owner, or subscription contributor are required 
to modify Defender for Cloud plans and settings. 
This applies to both enabling or upgrading 
the Defender CSPM plan and adjusting its 
configurations. Microsoft provides a detailed 
table listing the roles and their respective 
permissions within Defender for Cloud. For a 
comprehensive overview of these roles and 
permissions, refer to Microsoft’s  
official documentation.

When the Azure Subscription Owner enables 
the Defender CSPM, its components are also 
activated. However, while the security admin role 
and Azure subscription contributor can enable 
the plan, they might lack the permissions needed 
to fully activate certain components, including 
agentless scanning for machines, Kubernetes 
discovery, container registry assessments, 
and sensitive data discovery. These specific 
components may need more permissions for 
full functionality. Refer to Microsoft’s official 
documentation for the latest details on 
prerequisites and permissions.

Deploying Defender CSPM
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How to enable 
Defender for Cloud’s 
Defender CSPM plan 
on Azure, AWS,  
and GCP
To enable the Defender CSPM plan within 
Defender for Cloud across Azure, AWS, and 
GCP environments, a subscription owner role 
is typically required. This role ensures the 
requisite permissions are in place for enabling 
all components of the Defender CSPM plan by 
default. Initiating this process involves accessing 
the Defender for Cloud via the Azure portal, 
where you can adjust settings for your Azure 
subscriptions as well as AWS accounts  
or GCP projects through the multicloud  
connector feature.  

It’s crucial to ensure that the Defender CSPM 
plan is activated to leverage its comprehensive 
security capabilities. This includes agentless 
scanning, Kubernetes discovery, container registry 
vulnerability assessments, and sensitive data 
identification across your cloud environments. 

For detailed guidance on activating and 
configuring these features, refer to the official 
Microsoft documentation. This approach will not 
only streamline the setup but also ensure your 
cloud environments are secured in alignment with 
best practices and compliance standards.
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Implementing DevOps security through  
Defender for Cloud represents a pivotal shift in 
ensuring comprehensive security within  
cloud-native environments. Defender for Cloud, 
included within the Defender CSPM plan, offers a 
unified visibility in DevOps environments, crucial 
for managing complex cloud infrastructures. 
This visibility extends across diverse DevOps 
environments, including Azure DevOps, GitHub, 
and GitLab, facilitating a comprehensive overview 
of security postures and potential vulnerabilities.

Deploying DevOps  
security—a component of DCSPM
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DevOps security key features are:

Integrating and managing DevOps environments like  
Azure DevOps, GitHub, and GitLab with Defender for Cloud is 
essential for maintaining robust security throughout the  
software development lifecycle

Unified visibility
It integrates multiple DevOps environments, providing a holistic view of security  
across platforms.

Azure DevOps integration
Azure DevOps integration allows for seamless security checks and monitoring within the  
CI/CD pipelines, ensuring that any code vulnerabilities are identified and addressed promptly.

Strengthening cloud resource configurations
By securing infrastructure as code (IaC) templates and container images, Defender for Cloud 
reduces cloud misconfigurations, a common source of vulnerabilities.

GitHub connectivity
Connecting GitHub to Defender for Cloud enables organizations to leverage  
automated security checks within their repositories, enhancing the security of code  
stored and managed on GitHub.

Prioritizing critical code issues
The platform helps in identifying and addressing crucial code vulnerabilities effectively, 
enhancing overall security.

GitLab integration
By integrating GitLab, organizations can extend Defender for Cloud’s security capabilities 
into their GitLab projects, ensuring comprehensive monitoring and security checks.
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The integration process involves several steps:

This approach ensures a comprehensive and proactive security strategy, integrating security early in the 
development process and maintaining it throughout the application lifecycle. By following these steps, organizations 
can effectively deploy DevOps security, reduce vulnerabilities, and ensure a secure cloud environment.

02 Configure security checks
In these integrated environments, set up automated security checks within CI/CD 
pipelines. These checks will help identify and address vulnerabilities in code, infrastructure 
configurations, and container images.

03 Leverage Defender for Cloud features
Utilize the platform’s features to minimize cloud misconfigurations and enhance the security 
of IaC templates and container images. Defender for Cloud provides real-time insights and 
recommendations to secure these essential components effectively.

04 Prioritize and address vulnerabilities
Utilize the platform’s capabilities to identify critical code issues. Prioritize these issues based 
on their impact and address them promptly to maintain a robust security posture.

05 Monitor and adjust
Continuously monitor the security posture of your DevOps environments using  
Defender for Cloud. Adjust your security strategies and practices based on the insights  
and recommendations provided by the platform.

01 Connect DevOps environments
Begin by integrating your DevOps environments like Azure DevOps, GitHub, and GitLab 
with Defender for Cloud. This connection is vital for monitoring and securing the software 
development lifecycle comprehensively.
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To connect DevOps environments to  
Defender for Cloud, follow these steps:

02 Connecting GitHub (Link)

• Follow similar steps in the Azure portal under Defender for Cloud

• After selecting Add environment, opt for GitHub

• Enter necessary connection information and authorize integration

• Select Plans

• Install Microsoft Security DevOps action in your GitHub repository for scanning

03 Connecting GitLab (Link)

• In the Azure portal, under Defender for Cloud, go to Environment settings

• Select Add environment then choose GitLab

• Provide the required information for GitLab connection, select plans,  
and authorize access

The next step involves configuring security checks. This includes integrating these environments with  
Defender for Cloud as described above and setting up specific security checks tailored to each platform’s  
unique features.

For Azure DevOps, the configuration process involves activating security features for code scanning, managing 
pull request annotations, and setting up security alerts. This allows for continuous monitoring of code 
vulnerabilities and ensures that any security issues are promptly highlighted and addressed. 

01 Connecting Azure DevOps (Link)

• Access Defender for Cloud in Azure Portal

• In Environment settings, select Add environment

• Choose Azure DevOps and provide details like the name, subscription, resource  
group, and region

• Select Plans

• Authorize Defender for Cloud to access your Azure DevOps organization

• Specify the access level and complete the setup
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Here are the steps required:

• Install the Microsoft Security DevOps 
extension in your Azure DevOps environment.

• Integrate this extension with your Azure 
DevOps pipelines. This allows for automated 
security scanning of your codebase, 
vulnerability detection, and secret exposure.

• Optionally, but recommended, enabled 
GitHub Advanced Security for Azure DevOps.

• Configure the settings within the extension to 
define the scope of scans, such as  
specific repositories or branches.

• Utilize the pull request annotations feature  
to get immediate feedback on security  
issues directly within your code  
review process.

In the case of GitHub, the integration with 
Defender for Cloud enables scanning for exposed 
secrets, dependencies, and IaC misconfigurations. 
Leverage GitHub’s advanced security features 
to enhance the detection and management of 
security risks in the development pipeline. 

Complete these tasks:

• Implement the Microsoft Security DevOps 
GitHub action in your repositories. This action 
can be configured to run security scans on 
code pushes and pull requests.

• Optionally, but recommended, enabled 
GitHub Advanced Security. 

• Set specific workflows in GitHub Actions 
to automate the security checks, including 
scanning for exposed secrets and 
vulnerabilities in dependencies.

• Customize the security scan settings to suit 
your project’s needs, such as specifying 
branches to scan or excluding certain files.

Similarly, for GitLab, Defender for Cloud can 
be configured to provide security insights 
and recommendations. This includes scanning 
for vulnerabilities and ensuring compliance 
with security best practices throughout the 
development lifecycle. GitLab’s comprehensive 
security tools can be synchronized with Defender 
for Cloud to create a robust security framework 
for DevOps operations. 

Configure by following these steps:

• Link your GitLab groups with  
Defender for Cloud.

• Ensure that you have the GitLab Ultimate 
license for comprehensive posture 
assessments.

• Configure GitLab’s CI/CD pipelines to include 
security scanning jobs that align with 
Defender for Cloud’s recommendations.

• Customize the security scan settings in 
GitLab to focus on particular aspects of 
your codebase, like IaC misconfigurations or 
dependency scanning.

Each of these steps involves careful consideration 
of the specific security requirements of your 
projects and the capabilities of Defender for 
Cloud. It’s crucial to tailor these configurations 
to align with your organization’s security policies 
and the nature of your cloud workloads.

By following these steps, you can effectively 
enhance the security of your DevOps pipelines, 
ensuring that your cloud-native applications are 
developed with robust security measures  
from the outset.

Note: For full details, please refer to the  
public documentation.
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Data and its corresponding databases are 
fundamental components of nearly all services 
and applications today, making their  
protection crucial.

Deploying database protections
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Defender for Cloud introduces a tailored approach to safeguarding database assets, diverging from the notion 
of a universal solution. It offers distinct plans, each meticulously crafted to cater to the specific needs of various 
database families. This granular strategy ensures that organizations can select the most appropriate Defender 
plan, reflecting a thoughtful segmentation in pricing and deployment capabilities:

Microsoft Defender for Azure SQL databases
This plan is designed for Azure SQL Database including single databases, elastic 
pools, Azure SQL Managed Instances, and Azure Synapse Analytics. It offers 
comprehensive protection tailored to the Azure SQL ecosystem.

Microsoft Defender for SQL Servers on machines
Catering to SQL servers across different environments, this plan covers SQL on Azure 
virtual machines, on-premises SQL servers, and Azure Arc-enabled SQL servers, 
offering a versatile shield against threats.

Microsoft Defender for open-source relational databases
Focused on open-source databases, this plan includes Azure Database for PostgreSQL 
(flexible server), Azure Database for MySQL (flexible server), and Azure Database for 
MariaDB, providing robust security measures for open-source relational databases. 

Microsoft Defender for Azure Cosmos DB
Exclusively for Azure Cosmos DB SQL/Core API accounts, this plan ensures the 
integrity and security of NoSQL database configurations.
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Plan Applies to
Enablement Options

Subscription Resource

Defender for Azure SQL Databases Azure SQL Database—single 
databases and Elastic pools

Azure SQL Managed Instances 

Azure Synapse Analytics

Yes Yes

Defender for SQL servers  
on machines

SQL on Azure virtual machines

SQL servers on-premises

Azure Arc-enabled SQL servers

Yes Yes

Defender for Open-source  
relational databases

Azure Database for PostgreSQL  
single and flexible server

Azure Database for MySQL single 
and flexible server

Azure Database for MariaDB  
single server

Yes Yes

Defender for Azure Cosmos DB Azure Cosmos DB SQL/Core  
API accounts

Yes Yes

The table below outlines the diverse deployment options available, highlighting the flexibility and breadth  
of Microsoft’s database security offerings:
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To activate database protections across your subscription, navigate to the environment settings and select the 
desired subscription. From there, you can effortlessly enable the specific Defender plan that aligns with your 
security requirements and database architecture. 

If you prefer not to activate all available plans, the resource type picker offers the flexibility to select  
protections selectively:
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In circumstances where enabling plans at the subscription level is not desirable, you have the option to implement 
protections for individual resources. This can be accomplished through the portal, REST APIs, or ARM/Bicep 
templates. It’s also possible to apply protections to resources within a specific resource group using Azure Policy, 
or across all subscriptions under a management group, also facilitated by Azure Policy. This approach allows for 
tailored security configurations, ensuring that protections are aligned with your specific requirements  
and organizational structure.

Multicloud database protection
Defender for Cloud offers robust multicloud support, enabling organizations to extend Database Advanced Threat 
Detection capabilities to both AWS and GCP environments. This broad coverage allows for a unified security 
posture across cloud platforms. However, deploying this feature in AWS and GCP requires a tailored approach, as 
the activation process necessitates configuring the plan within the respective cloud connectors for AWS or GCP.

Enjoy flexibility in how you deploy these protections. You can choose to select, enable, and configure the plan 
either during the initial addition of AWS Accounts or GCP Projects to Defender for Cloud, or at a later stage, after 
integration with these cloud providers is established. It is crucial, particularly when enabling the plan  
post-integration, to ensure that the new settings are properly committed. This involves using the connector  
wizard to apply the updated configuration to the respective cloud provider effectively. 
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The images below illustrate the configuration settings for the plans within AWS and GCP, respectively.

As of now, Defender for Cloud’s support in AWS and GCP environments is specifically limited to SQL servers 
on machines. However, Microsoft is committed to expanding this support, with plans to add database types 
over time. Stay informed about the latest Defender for Cloud updates and enhancements. And regularly review 
the release-notes for access to the most current features and capabilities, optimizing cloud security across all 
deployed environments.
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Defender for Cloud introduces an innovative, 
agentless cloud protection plan specifically 
designed to enhance the security of Azure 
Storage services. Defender for Storage, a pivotal 
component of this suite, empowers security 
administrators to safeguard Azure Blob Storage, 
Azure File Shares, and Azure Data Lakes. By 
preventing malicious file uploads, thwarting 
sensitive data exfiltration, and averting data 
corruption, this plan lays a solid foundation for 
robust cloud storage security.

Deploying Microsoft Defender  
for Storage
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The features of Defender for Storage encompass:

Defender for Storage distinguishes itself by monitoring every log and operation on storage resources, offering 
administrators a hassle-free approach to security monitoring. This solution scrutinizes various operations—such 
as downloading, uploading, or deleting files—through sophisticated behavior models and baselines. It identifies 
suspicious or anomalous activities, cross-references them with threat intelligence, and issues security alerts  
within Defender for Cloud.

Moreover, Defender for Storage enriches its security offerings with two easily configurable add-ons: sensitive 
data threat detection and malware scanning. The former detects sensitive data within storage accounts without 
necessitating any agent deployment, while the latter leverages Defender Antivirus to identify malicious content, 
including polymorphic and metamorphic malware, without the need for additional resources.

When a blob is uploaded to a storage account protected by Defender for Storage, it triggers an immediate 
malware scan. The scan results are then displayed in the blob index tag. If malware is detected, this information 
is not only tagged but also triggers a Defender for Cloud security alert, providing administrators with detailed 
information and remediation steps. Administrators have the flexibility to configure responses to malware 
detections, such as moving, quarantining, or deleting malicious files. This enables you to tailor the security 
response to your organization’s specific needs.

Activity monitoring
Provides vigilant oversight of all operations, ensuring comprehensive visibility without  
the need for enabling logs, thereby optimizing cost-efficiency.

Sensitive data threat detection
Utilizes advanced detection methods to identify sensitive data within storage accounts 
seamlessly, integrated with activity monitoring for enhanced security.

Malware scanning
Employs Microsoft Defender Antivirus for agentless, efficient malware detection, streamlining 
the security protocol with near-real-time detection and simple, scalable deployment.
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This plan can be enabled through various deployments methods such as the Azure Portal, infrastructure as code, 
Azure Policy, and rest API, either at the subscription or the resource level. Also, administrators have the capability 
to exclude storage accounts that give them more flexibility in deployment. For more information about Defender 
for Storage, visit our official documentation. 

Prerequisites and permissions for enabling  
Defender for Storage
To activate and configure the malware scanning feature within Defender for Storage, users must possess either 
Owner roles (e.g. Subscription Owner, Storage Account Owner) or specific roles with necessary data actions. 

The permissions needed are outlined in a structured format, specifying roles at both the subscription and storage 
account levels for activity monitoring, malware scanning, and sensitive data threat detection. Custom roles can be 
created using specific action sets detailed for both subscription-level and storage account-level configurations.

Detailed information on required permissions can be found in the official documentation.
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Configuration steps for Defender for Storage
Activating and configuring Defender for Storage involves several steps, ensuring  
maximum protection and cost-efficiency:

1. Enable or disable features: Choose to enable/disable Defender for Storage at the subscription and  
storage account levels

2. Malware scanning and sensitive data threat detection: Decide on enabling/disabling these  
configurable features

3. Cost management: Set a monthly cap on malware scanning per storage account to manage expenses,  
with a default value set at 5,000GB

4. Response configuration: Define how to respond to malware scanning results and configure logging for  
these results

5. Override settings: Override subscription-level settings at the storage account level for custom configurations 
differing from the global settings

Important considerations
If you don’t disable old Defender for Storage policies, your policies could revert to legacy plans.

Required permissions vary based on the scenario, with activity monitoring enabled by default upon activating 
Defender for Storage.
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Defender for App Service is a robust,  
Azure-native solution designed to secure 
your Azure App Service web app. Integrated 
seamlessly with App Service, it eliminates the 
need for manual deployment or onboarding, 
offering a transparent integration experience. 

Defender for App Service leverages cloud  
scale to detect attacks targeting these 
applications, providing:

• Security assessments: Generates security 
recommendations for resources covered 
by your App Service plan, guiding you in 
hardening your App Service resources.

• Threat detection: Monitors the VM instance 
hosting your App Service, its management 
interface, requests and responses to your 
apps, underlying sandboxes, VMs, and App 
Service internal logs for threats.

• Comprehensive threat coverage: Identifies 
potential threats across the complete list of 
MITRE ATT&CK tactics, from pre-attack to 
command-and-control stages.

Deploying Microsoft Defender  
for App Service
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Prerequisites for 
Defender for App 
Service
Before leveraging Defender for App Service, 
ensure your organization meets the following 
prerequisites:

• App service plan: You must have a supported 
App Service plan associated with dedicated 
machines. Availability of supported plans can 
be found in the official documentation.

• Enhanced protections: Defender for  
Cloud’s enhanced protections should be 
enabled on your subscription. A quickstart 
guide is available to help enable  
these security features.

Steps to enable  
Defender for App 
Service
1. Subscription and plan requirements: 

Ensure you have an Azure subscription and a 
supported App Service plan.

2. Azure portal navigation: Sign in to the Azure 
portal and navigate to Defender for Cloud. 
Select Environment settings from the menu.

3. Enabling Defender for App Service: Choose 
the subscription where you wish to enable 
Defender for App Service. Toggle the App 
Service plan to On and save your changes.

Upon activation, Defender for App Service 
commences its protection services, assessing 
resources, generating security recommendations, 
and detecting threats. It utilizes detailed log data 
and Microsoft’s infrastructure insights to identify 
and mitigate attacks, even recognizing distributed 
attacks that might not be evident from a  
single-host perspective.

Additional security features
• Dangling DNS detection: Identifies dangling 

DNS entries that pose a risk for subdomain 
takeovers, a significant security concern  
for organizations.

• Custom domain monitoring: Alerts you to 
potential subdomain takeovers when an App 
Service website is decommissioned without 
removing its custom domain from the  
DNS registrar.

By integrating Defender for App Service, your 
organization can significantly enhance the 
security of your web apps and APIs against a 
broad spectrum of threats, from pre-attack 
scanning activities to execution threats and 
beyond. For more details on setting up and 
maximizing the benefits of Defender for App 
Service, refer to the official Azure documentation.
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Defender for APIs, provided by Defender for 
Cloud, delivers end-to-end protection, detection, 
and response for APIs, ensuring full lifecycle 
security. This solution is specifically designed to 
secure APIs published in Azure API Management, 
offering a seamless integration that requires no 
additional deployment or onboarding steps.

Deploying Microsoft Defender for APIs
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Defender for APIs provides visibility into your  
business-critical APIs, allowing you to:

Inventory
Obtain an aggregated view of all managed APIs in a single dashboard

Security findings
Analyze security findings, including details on external, unused, or unauthenticated APIs

Security posture
Implement recommendations to enhance API security posture and protect at-risk surfaces

API data classification
Classify APIs based on the sensitivity of the data they handle

Threat detection
Monitor API traffic in real-time for anomalies, leveraging machine learning  
and rule-based analytics

Integration
Benefit from seamless integration with Azure API Management and SIEM systems  
for enhanced security insights and threat response workflows
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01

Enabling Defender for APIs

Prerequisites for using Defender for APIs
Before implementing Defender for APIs, ensure you meet the following requirements:

Environment settings: Select Environment settings and choose the subscription containing 
the APIs you wish to protect

Activate Defender for APIs: Go to Workload protections in the Defender plans section, 
toggle On for the Defender for APIs plan, and then click Save

An Azure subscription is necessary. If you do not have one, you can sign up for a  
free Azure subscription

Defender for Cloud must be enabled on your Azure subscription

Your APIs should be published in Azure API Management. Instructions for setting up Azure 
API Management are available in the documentation

Login to Azure portal: Sign in to the Azure portal and navigate to Defender for Cloud
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02 Security recommendation
Under Enable enhanced security features, choose the recommendation called Azure API 
Management APIs should be onboarded to Defender for APIs

03 Select APIs to protect
In Unhealthy resources, pick the APIs you intend to safeguard with Defender for APIs  
and select Fix

04 Review and fix resources
In Fixing resources, review your chosen APIs and select Fix resources to apply  
the protection

01 Access recommendations
In the Defender for Cloud portal, select Recommendations and search  
for Defender for APIs

Onboarding APIs for protection
After enabling Defender for APIs:
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Tracking and reviewing API security
Once API resources are onboarded, their security status can be monitored in the Defender for Cloud portal under 
Workload protections > API security. 

Here, you can:

• View the API collection and individual API endpoints

• Explore the Resource Health page for detailed information on API security, including  
recommendations and alerts

Defender for APIs empowers organizations to enhance the security of your APIs with its comprehensive features, 
from inventory management and security findings to threat detection and integration with CSPM and SIEM 
systems. By following the outlined steps to enable and onboard Defender for APIs, organizations can significantly 
improve their API security posture, detect real-time threats, and efficiently respond to potential risks.

87



Deploying Microsoft Defender  
for Key Vault
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Activating Defender for Key Vault:  
Ensuring robust protection for your key vaults
Defender for Key Vault delivers an essential layer of security, detecting unusual and potentially harmful access 
attempts to your key vault accounts. With Defender for Cloud, this protection is easily enabled on your  
Azure subscription, safeguarding your key vaults without the need for deep security expertise or external 
monitoring systems.

Upon enabling Defender for Key Vault, your Azure key vaults are immediately monitored for anomalous  
access attempts, ensuring:

Alert generation
Receive alerts and, optionally, email notifications 
about unusual activities, complete with details 
and remediation recommendations.

Comprehensive monitoring
Enjoy the peace of mind of knowing Defender for 
Key Vault watches over your key vaults. You’ll get 
alerts about potential security issues through the 
Azure portal’s Key Vault’s Security page, Workload 
protections, and the security alerts page.

Prerequisites for Defender for Key Vault
Before activating Defender for Key Vault, make sure you have:

A Microsoft Azure subscription. If you lack one, signing up for a free Azure subscription  
is straightforward 

Defender for Cloud activated on your Azure subscription to leverage the comprehensive  
protection features
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Enabling Defender for Key Vault
To activate the Defender for Key Vault plan and secure your key vaults against threats:

01 Log into the Azure portal: Access your Azure portal account

02 Navigate to Defender for Cloud: Search for and select Defender for Cloud to find the security 
management dashboard

03 Access environment settings: Within the Defender for Cloud menu, click on Environment settings

04 Select your subscription: Choose the subscription you intend to secure with Defender for Key Vault

05 Activate the key vault plan: On the Defender plans page, find the key vault plan and  
toggle it to On

06 Save your settings: Confirm your configuration by selecting Save to apply the changes
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Responding to alerts

Investigate the source
Determine if the traffic came from within your Azure tenant and verify the legitimacy 
of the user or application involved

Take appropriate actions
Depending on the source of the alert, you may need to adjust your key vault’s access 
policies, engage with your administrative team, or configure the Azure Key Vault 
firewall to allow only trusted resources

Assess and mitigate impact
Review affected secrets, keys, and certificates, and take necessary actions, such as 
rotating compromised objects, to mitigate any potential impact

By following these guidelines and leveraging Defender for Key Vault, your organization can significantly enhance 
the security of your key vaults, ensuring your sensitive data is protected against unauthorized access and 
exploitation. For more details, refer to the public documentation.
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Defender for Resource Manager is an essential 
security service provided by Defender for 
Cloud, designed to safeguard Azure Resource 
Manager—the core management service for 
Azure. This service enables you to create, update, 
and delete resources in your Azure account, 
making it a critical layer for deployment and 
management. Due to its significance, the resource 
management layer is a prime target for attackers, 
necessitating vigilant monitoring by security 
operations teams.

Defender for Resource Manager automatically 
monitors all resource management operations 
within your organization—whether through the 
Azure portal, Azure REST APIs, Azure CLI, or 
other Azure programmatic clients. It employs 
advanced security analytics to identify threats 
and generates alerts on suspicious activities. 
This proactive monitoring covers issues like 
suspicious resource management operations, the 
use of exploitation toolkits, and potential lateral 
movements from the Azure management layer to 
the Azure resources data plane.

Deploying Microsoft Defender for  
Resource Manager
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Prerequisites for Defender 
for Resource Manager
To utilize Defender for  
Resource Manager, ensure you have: 

• An active Microsoft Azure subscription. If 
you’re without one, you can easily sign up for 
a free Azure subscription.

• Defender for Cloud enabled on your  
Azure subscription to access it’s full suite of 
security features.

Enabling Defender for 
Resource Manager

To activate Defender for Resource 
Manager on your subscription:

1. Sign in: Access the Azure portal.

2. Navigate to Defender for Cloud:  
Search for and select Defender for Cloud  
from the portal.

3. Access environment settings: In the Defender 
for Cloud menu, click on Environment 
settings.

4. Choose your subscription: Select the 
subscription that you wish to protect.

5. Activate Defender Plan: On the Defender 
plans page, find and toggle the Resource 
Manager plan to On.

6. Save changes: Confirm your settings by 
clicking Save.

Responding to alerts from 
Defender for Resource 
Manager
Upon receiving an alert from Defender for 
Resource Manager, it is critical to:

Verify the activity
Contact the resource owner to ascertain whether 
the behavior was expected. Dismiss the alert if the 
activity was intentional, or treat the associated 
accounts and resources as compromised if 
unexpected.

Investigate
Utilize the Azure Activity log to delve into the 
specifics of the alert, looking for suspicious 
activities related to the mentioned subscription, 
timeframe, and user account.

Mitigate
Take immediate steps to remediate any 
compromised accounts, subscriptions, or virtual 
machines by updating credentials, removing 
unauthorized entities, and ensuring a thorough 
review of all related activities.

By leveraging Defender for Resource Manager, 
your organization can significantly enhance 
your security posture, ensuring that your 
Azure resource management operations are 
continuously monitored for any suspicious 
activities, thereby maintaining the integrity and 
safety of your cloud environments. For details, 
refer to the public documentation.
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Defender for Servers stands as a comprehensive 
security solution designed to protect Windows 
and Linux machines operating within Azure, 
AWS, GCP, and on-premises. This solution is 
essential for organizations aiming to secure their 
multicloud and hybrid cloud configurations  
from emerging threats.

Key advantages of Defender for Servers involve 
its ability to provide all-inclusive protection, offer 
unparalleled flexibility, and deliver integrated 
security measures. It ensures servers across 
various environments are robustly defended 
against a broad range of cyberthreats through 
end-to-end threat protection. 

Available in two distinct plans, Defender for 
Servers meets diverse security requirements 
and budgetary considerations, allowing for 
customized deployment at either the  
subscription or resource level according  
to organizational needs:

P1 Features
Endpoint detection and response (EDR), 
automatic agent deployment, and security alerts

P2 Features
All P1 features plus extended detection and 
response (XDR) capabilities, agentless scanning, 
network layer threat detection, MDVM Premium 
capabilities, file integrity monitoring, just-in-time 
VM access, and regulatory compliance

Note: For more details on the plans and features, 
refer to the public documentation.

Its seamless integration with Microsoft Defender 
for Endpoint capitalizes on advanced threat 
detection and response technologies, bolstering 
the security framework of servers. This integration 
ensures that organizations have a comprehensive 
and effective defense strategy in place to 
counteract cyberthreats.

Deploying Microsoft Defender  
for Servers
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When threats are detected on protected VMs, Defender for Servers triggers security alerts. These alerts can 
be communicated to security administrators via email for efficient threat investigation and action. Automated 
responses to these alerts also can be orchestrated through Logic Apps.

Agentless scanning

Agentless scanning offers a performance-neutral security solution by eliminating the need to install an agent 
on virtual machines. This method involves taking snapshots of all VM disks, including OS and data disks, and 
analyzing them in an isolated scanning environment within the same region of the VM and cloud provider.  
The findings, including the detection of software, vulnerabilities, exposed secrets, as well as malicious files by  
Microsoft Defender Antivirus (MDAV) using signature-based and heuristic methods, are then reported to  
the Defender for Cloud portal.

Agent-based and agentless capabilities
Defender for Servers adopts a dual approach to security, utilizing both agent-based (via Defender for Endpoint,  
or MDE, Agent) and agentless scanning methods to offer comprehensive and adaptable protection for servers.

Agent-based protection with MDE

Defender for Endpoint serves as a cloud-based, holistic endpoint security solution that includes:

Risk-based vulnerability management and assessment

Reduction of the attack surface

Behavioral-based and cloud-powered protection

Endpoint detection and response (EDR)

Automated investigation and remediation

Managed hunting services
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Visibility into installed software on virtual machines

Vulnerability assessment that identifies software vulnerabilities and missing OS patches

Secret scanning to detect plain-text secrets stored on a virtual machine

Malware scanning to identify malicious files within the VM file system

Capabilities of agentless scanning include:

96



Hybrid security approach

Defender for Cloud leverages the strengths  
of both agentless and agent-based security,  
offering a hybrid approach that  
maximizes protection:

Agent-based protection advantages
Include real-time threat detection, prevention, 
and automatic response, deep visibility and 
control over system processes and behavioral 
signals, and actionable alerts facilitating rapid 
response to protect mission-critical systems.

Agentless scanning advantages
Feature no performance impact on virtual 
machines, enable security teams to gain broad 
visibility without relying on workload owners,  
and simplify management in dynamic  
cloud environments.

This integrated security strategy ensures that 
Defender for Servers delivers effective, efficient, 
and scalable protection across Azure, AWS, GCP, 
and on-premises servers, catering to the diverse 
needs of modern cloud environments.

Prerequisites for 
Defender for Servers
Organizations must have an active Microsoft 
Azure subscription and Defender for Cloud 
enabled on their Azure subscription to utilize 
Defender for Servers. For more details  
on the prerequisites, refer to the  
public documentation.

Enabling  
Defender for Servers
The foundational security assessments provided 
by Defender for Cloud begin automatically  
upon usage, laying the groundwork for  
enhanced protection.  

Enabling Defender for Servers, available in two 
plans, activates advanced security features within 
the environment. 

For AWS and GCP machines, a connector setup 
and authentication process is required (Connect 
AWS; Connect GCP), utilizing specific  
deployment templates. 

Defender for Cloud employs Azure Arc to 
onboard servers running in AWS and GCP,  
as the agent deploys extensions for Defender for 
Endpoint. To enable Azure Arc auto-provisioning, 
you need “Owner” permission on the Azure 
subscription. For AWS, EC2 instances are managed 
by AWS Systems Manager (SSM) and using an 
SSM agent. For details on features supported for 
AWS and GCP machines, refer to the Support for 
the Defenders for Servers plan.

On-premises servers also require the installation 
of the Azure Arc agent to become Azure  
Arc-managed servers. This process integrates 
on-premises servers into the Azure ecosystem, 
enabling the automatic deployment of agents. 
As a result, it ensures a unified security posture 
across cloud and on-premises environments by 
managing them all through Azure Arc.

To enable Defender for Servers on  
Azure subscription, AWS account, or  
GCP project:

Access environment settings
From the Defender for Cloud portal select 
Environment settings and choose the relevant 
Azure subscription, AWS account,or GCP project.

Toggle Defender for Servers
On the Defender plans page, switch the Servers 
plan to On.
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But, if you plan to connect your AWS or GCP 
account to Defender for Servers using multicloud 
connectors, deploying Azure Arc  
is still recommended.

Direct onboarding is particularly beneficial 
for organizations that manage a hybrid server 
estate. They are often motivated by a goal of 
streamlining server protection under the umbrella 
of Defender for Servers in a designated Azure 
subscription and leveraging it for licensing, billing, 
and security insights. However, this does not 
extend to server management capabilities, which 
can be achieved through Azure Arc deployment.

Direct onboarding supports all Windows 
and Linux server operating systems that are 
compatible with Defender for Endpoint. To set 
up and manage this feature, you need to have 
Subscription Owner roles and either Microsoft 
Entra Global Administrator or Microsoft Entra 
Security Administrator permissions. 

This feature is specifically designed for  
on-premises servers and provides limited support 
for multicloud VMs. It enhances the Defender for 
Servers P1 and P2 plans, albeit with some feature 
restrictions for Defender for Servers P2.

Enabling direct onboarding
To enable this feature, users must access 
the Defender for Cloud portal, navigate to 
Environment settings > Direct onboarding, 
and activate the setting. This process involves 
selecting a subscription for directly onboarded 
servers with Defender for Endpoint, marking 
a pivotal step toward a unified security 
management framework for all server assets, 
irrespective of their deployment environment.

For comprehensive instructions and 
considerations for direct onboarding, including 
deployment limitations and the nuanced support 
across different plans and environments, refer to 
the official documentation.

Select a plan
Choose between Plan 1 or Plan 2, depending on 
your organization’s security needs and the level of 
protection desired for the respective resources.

For those needing additional flexibility, such 
as the capability to exclude specific resources 
or manage security configurations at a more 
granular level than the subscription, Defender for 
Servers allows for resource-level enablement.  
This feature is particularly useful for:

• Enabling or disabling Plan 1 at the  
resource level.

• Disabling Plan 2 at the resource level.  
While enabling it at the subscription level  
is possible, enabling it solely for specific 
resources is not.

Supported resource types for this level of 
granularity include Azure VMs, on-premises 
machines integrated with Azure Arc, and Azure 
Virtual Machine Scale Sets Flex. Resource-level 
management of Defender for Servers, including 
enablement and disablement, is accessible 
exclusively via REST API. This capability allows for 
precise control over your Defender for Servers 
settings at either the resource or subscription 
level. For detailed instructions on how to utilize 
the REST API for these purposes, refer to the 
official Microsoft documentation.

Direct onboarding 
option
In addition to the traditional method of securing 
on-premises servers through Azure Arc, Defender 
for Cloud introduces the option of direct 
onboarding for non-Azure servers by deploying 
the Defender for Endpoint agent. This innovative 
approach allows organizations to seamlessly 
integrate their on-premises and multicloud 
servers—spanning AWS and GCP  
environments—directly into Defender for  
Cloud without the need for additional  
agent deployments.  
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Limitations
Deploying the Defender for Endpoint agent on servers aligns with standard procedures, whether or not direct 
onboarding is utilized. Nonetheless, it’s crucial to understand the current limitations, especially concerning Plan 2 
features, multicloud support, and specific deployment use cases, to optimize the integration and avoid potential 
billing discrepancies. For more information on the current limitations, visit the public documentation.

Configuring Defender for Servers features
Configuring the features of Defender for Servers is a critical step in enhancing the security posture of your cloud 
and on-premises server environments. This comprehensive security solution offers several key capabilities that can 
be tailored to meet the specific needs of your infrastructure:

• Vulnerability assessment: Benefit from a vulnerability assessment tool for your environment

• Endpoint protection: Enable protections provided by Defender for Endpoint, including automatic agent 
deployment and security data integration with Defender for Cloud

• Agentless scanning: Configure agentless scanning on your Azure, AWS, GCP and instances to assess posture 
issues and detect malware without depending on agent rollout pace and coverage

By configuring these features of Defender for Servers, organizations can leverage a multilayered approach to 
security, combining the strengths of Microsoft’s integrated tools with those of leading third-party solutions. This 
ensures a comprehensive, flexible, and efficient security strategy that can adapt to the evolving threat landscape 
and the specific needs of your infrastructure.
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Defender for Containers protects your 
containerized workloads hosted in Azure, 
AWS, and GCP as well as IaaS and on-premises 
Kubernetes clusters.

Deploying Microsoft Defender for 
Containers
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The supported resource types include:

Azure
Azure Kubernetes Service (AKS) clusters and Azure Container Registries (ACR).

AWS
Elastic Container Registries (ECR) and Elastic Kubernetes Services (EKS) clusters in  
a connected AWS account.

GCP
Google Kubernetes Engine, Google Container Registries, Google Artifact Registries  
in a connected GCP project.

Other Kubernetes distributions
Using Azure Arc-enabled Kubernetes, Defender for Cloud supports any Cloud-native 
Computing Foundation (CNCF)-certified Kubernetes clusters, whether hosted  
on-premises or on IaaS. Explore a list of tested distributions.
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Defender for Containers capabilities 
Defender for Containers offers both agent-based and agentless protection that cover four core domains  
of container security:
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Visit container security architecture for Defender for Cloud to learn more about the architecture for each of the 
supported Kubernetes environments. 

Refer to the containers support matrix in Defender for Cloud for a full list of capabilities supported by each 
environment as well as limitations. 

Deploying Defender for Containers for each of the 
supported environments
Onboard your Azure environment 
Before onboarding your AKS clusters, validate that the network requirements are met to successfully leverage the 
Defender agent. Be sure to also check the roles and permissions needed to enable the plan.

Like other Defender plans, Defender for Containers can be deployed at the subscription level or higher via the 
Defender for Cloud portal, Policy, and REST API. To onboard via the Defender for Cloud portal, navigate to the 
environment settings and switch the toggle to On for Defender for Containers. 

By default, all toggles are switched to On when the plan is enabled. This is done to automatically install the 
required components. You can also edit the configurations to keep only specific capabilities enabled.

Any newly created AKS clusters and Azure container registries will also benefit from the Defender for  
Containers capabilities. 
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In addition to using the portal, you can also deploy the Defender agent via REST API, CLI and Resource Manager.  
If any of the required agents are not deployed to the cluster, Defender for Cloud will surface a recommendation 
that can be used to manually deploy the agent without auto-provisioning. Organizations that wish to do so can 
also remove the agent.

Onboard your GCP environment 
With the native multicloud connector, you can onboard GKE clusters and supported GCP registries at both the 
project and organization level. Before onboarding your GCP environment, follow these steps:

Check the permissions and network requirements needed to onboard

Create a GCP connector using these instructions

Turn the toggle to On for Defender for Containers while creating the GCP connector

Consider these steps for configuring the Defender for Containers plan. All capabilities will  
be enabled by default once the plan is turned on.

For GKE clusters, Azure Arc is also a prerequisite to onboard the Defender extension and Azure Policy add-on for 
Kubernetes in order to leverage agent-based capabilities. Defender for Cloud’s native GCP connector allows you to 
auto-provision the Defender agent and Azure Policy extension for Azure Arc through the onboarding script. You 
can also install the agents manually to specific clusters through the recommendations. 
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Onboard your AWS environment 
Defender for Cloud’s native multicloud connector lets you onboard your EKS clusters and ECRs at both the 
account and management group level. Follow this guide to connect your AWS account. Next, consider these 
prerequisite and network requirements before turning on Defender for Containers. Finally, follow this guide to 
turn on Defender for Containers for your AWS connector. 

Note the last two steps of the onboarding guide require additional action after creating the AWS connector. To 
use the Agentless Discovery for Kubernetes feature, control plane permissions need to be granted on the cluster. 
This can be done either using this Python script to onboard multiple clusters at once or through eksctl for each 
cluster. Also, the onboarding script for AWS does not automatically install the Azure Arc agent and its extensions. 
Once the AWS connector has been created and Defender for Cloud has detected your EKS clusters, Defender for 
Cloud will surface a recommendation that in turn generates a script to install the required extensions. 

Onboard your on-premises/IaaS clusters
Onboarding additional CNCF-certified Kubernetes distributions can be accomplished through Azure Arc. First, 
validate the network requirements for the Defender agent in addition to the network requirements for Azure 
Arc-enabled Kubernetes. After validating the requirements, follow this guide to deploy the Azure Arc agent and 
onboard your cluster to Defender for Containers.

Integration with other Microsoft security solutions 
Integration with other Microsoft Security solutions enhances the comprehensive defense mechanisms of Defender 
for Cloud across diverse environments including Azure, AWS, GCP, and hybrid setups. By combining Microsoft’s 
security and compliance services for applications, data, and infrastructure into a singular platform, organizations 
can bolster their defense against the broad spectrum of emerging threats.
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Integration with 
Microsoft Defender 
external attack surface 
management (EASM)
This integration empowers organizations to 
monitor and gain visibility into their  
internet-facing resources, a crucial asset class 
often targeted by cyberattackers. Defender  
EASM continuously identifies and catalogs 
internet-exposed resources, aiding in the creation 
of a comprehensive attack surface inventory. By 
incorporating data from Defender EASM into the 
cloud security graph, Defender for Cloud enriches 
this information with additional context, such as 
permissions and vulnerabilities, facilitating an 
in-depth attack path analysis for these exposed 
resources. Defender for Cloud’s integration with 
Defender EASM is pivotal for organizations to 
reduce their attack surface by gaining an external 
view of their online infrastructure. Defender EASM 
provides continuous discovery and mapping of 
digital assets, enabling security teams to identify, 
prioritize, and mitigate risks associated with 
internet-exposed resources.

Defender for 
Cloud integration 
with Microsoft 
Entra Permissions 
Management
With the extensive range of permissions across 
cloud services, managing them effectively is 
critical to preventing security breaches.  
Microsoft Entra Permissions Management offers 
extensive visibility and control over permissions 
within Azure, AWS, and GCP, aiding in the 
enforcement of the least-privilege principle. 
Defender for Cloud’s integration with Microsoft 
Entra Permissions Management enhances  
visibility into the actions performed across  
multicloud environments, tracking  
over-permissioned identities, and offering 
actionable recommendations for mitigating  
permission-related risks.

Security teams can look at all identities, including 
users or workload identities, and see which 
permissions each identity is granted and  
which permissions each identity is using.  
This allows security teams to track  
over-permissioned identities and unused 
permissions by active identities, and receive 
actionable recommendations for resolving 
permissions risks across Azure, AWS, and GCP.

Defender for Cloud integration with Microsoft 
Entra Permissions Management is available 
as part of the Defender CSPM plan and 
doesn’t require a Microsoft Entra Permissions 
Management (MEPM) license. Customers with an 
existing MEPM license gain additional capabilities 
to continuously monitor permissions risks and 
remediate identities by attaching or detaching 
the permissions. For more details, explore the 
integration feature matrix.
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Defender for Cloud in Microsoft Defender XDR
Within the Defender XDR framework, Defender for Cloud alerts and incidents have been seamlessly integrated 
into the Microsoft Defender portal. This facilitates a comprehensive investigation experience that includes cloud 
resources, devices, and identities. 

This crucial integration extends the scope of detection and investigation capabilities to include cloud entities. It 
also enhances the operational efficiency of security teams and enriches the investigative context across the digital  
spectrum of an organization. 

The integration guarantees the elimination of duplicate incidents or alerts across Defender workloads, ensuring 
each incident is unique and accurately represented. It achieves an automatic correlation of alerts and incidents, 
weaving together detailed attack narratives and providing security teams with a complete overview of potential 
threats. This is further supported by the precise matching of virtual and device entities for exact threat detection 
and the ability to search for cloud resources within incident queues. These cloud resources are clearly identified 
and tied to the respective tenant, streamlining the management and response processes.

The key features of this integration include:

A detailed view of both suspicious and malicious activities within your cloud  
environments—enriching the investigation context

A correlation of alerts and incidents for a holistic understanding of potential threats

The extension of Defender XDR’s protection, detection, investigation, and response 
capabilities to cloud entities delivers security operations teams with a unified operational 
view. This significantly reinforces their capacity to oversee and mitigate risks across a diverse 
array of channels including devices, emails, collaborations, identities, and cloud applications. 

The public API integration of Defender for Cloud incidents and alerts widens the scope 
for exporting security alert data to any system, thus promoting a more integrated and 
streamlined approach to security data management

For a comprehensive understanding of how to implement and benefit from the integration of Defender for Cloud 
with Defender XDR, and to make the necessary configuration changes for Microsoft Sentinel users, learn how to 
Ingest Defender for Cloud incidents with Defender XDR integration.
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Microsoft  
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After you plan and set up Defender for Cloud, it 
is time for your users to start using it. This is the 
stage where “the rubber meets the road”—where 
users see their plans inaction and determine if 
the tools you have implemented can enhance 
their cloud security. Operationalizing Defender 
for Cloud within a CNAPP approach involves more 
than just technology; it’s about integrating it 
into daily operations and ensuring cloud security 
evolves to meet user needs. 

In this important phase, users build  
upon the foundations laid out in the CNAPP 
maturity model discussed earlier. The model 
serves as a guiding framework, helping them 
understand where they stand in their security 
journey and what steps they need to take to 
advance to the next level. It’s a continuous cycle 
of assessment, improvement, and adaptation, 
reflecting the dynamic nature of cloud security. 

Operationalizing the solution means that users 
are actively managing it and using the platform’s 
capabilities. This means they are always on top 
of their security, adopting a proactive approach 
to security posture management, continuously 
monitoring threats, and effectively  
responding to incidents. 

It’s about creating a dynamic, agile environment 
where security is not a static state but a 
continuous process of improvement and 
adaptation. Defender for Cloud is a key 
component of Microsoft’s CNAPP solution and 
plays an important role in this phase, giving  
users the tools and information they  
need to stay secure. 

This chapter focuses on how to use Microsoft’s 
CNAPP solution effectively—delving into the 
practices, strategies, and mindsets. You will learn 
how organizations are utilizing Defender for 
Cloud to resolve real-world security scenarios, 
ensuring that the cloud environment is not 
only protected but also optimized for security 
efficiency and compliance. The emphasis will be 
on making security a part of daily workflows. 
After all, creating a culture where security is a key 
part of what users do is a constant process.

Operationalizing Microsoft CNAPP
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Defender for Cloud offers extensive functionalities 
across various cloud platforms, including Azure, 
AWS, and GCP. This cross-platform capability 
is crucial for organizations utilizing multicloud 
environments, ensuring comprehensive  
security coverage and consistency across  
different services. 

When you start using Defender for Cloud as part 
of your CNAPP strategy, it’s important to embrace 
a proactive approach for a strong security 
posture. By anticipating and preparing for 
potential security threats, you can prevent many 
issues before they occur, reducing the risk of data 
breaches and other security incidents. This not 
only protects the organization’s data and systems 
but also enhances its reputation and boosts 
trust with customers and partners. A proactive 
approach also can lead to cost savings in the  
long run, as the costs associated with  
responding to and recovering from  
security incidents can be significant. 

Operationalizing this approach means integrating 
these systems and processes into the daily 
operations of your organization. It involves 
continuous monitoring, regular assessments 
and risk evaluation, and preemptive measures 
starting from the beginning stage of application 
development through production. It also includes: 

• Identity entitlement management

• Training staff to use these security  
tools effectively

• Establishing processes to mitigate and 
remediate unhealthy resources

• Fostering a culture of security awareness 
where all members of the organization 
understand their role in maintaining security

Proactive approach to cloud security 
posture management
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Cloud security posture 
management (CSPM) 
As mentioned earlier, cloud security posture 
management (CSPM) is an essential component in 
the modern cloud security ecosystem, particularly 
in the context of services like Defender for Cloud. 
CSPM ensures continuous compliance monitoring, 
necessary for adhering to standards like GDPR 
and HIPAA, while also providing a thorough 
assessment of security configurations within 
cloud infrastructures. CSPM assesses security 
configurations in cloud infrastructures, identifying 
issues like misconfigurations, inadequate access 
controls, and potential security risks. 

Its contribution to CNAPP is significant, as it 
provides detailed security risk analysis and 
management. CSPM tools bring context to 
security insights collected from cloud resources 
and applications, a key factor in maintaining a 
solid security posture in the ever-changing  
cloud environment. 

By enabling automation and smart features, 
CSPM not only improves visibility into cloud 
assets and their setups but also aids in meeting 
regulatory compliance and optimizing security 
resources. This efficiency allows security teams 
to concentrate on more strategic security 
concerns, rather than getting caught up in routine 
monitoring and compliance duties. Its integration 
into the broader CNAPP framework, especially as 
a component of Defender for Cloud,  
is evidence of its value. 

CSPM strengthens the overall security strategy, 
ensuring comprehensive protection of  
cloud-native applications against evolving 
cyberthreats, while also upholding compliance 
and enhancing operational effectiveness. 

Recommended key elements of cloud 
security posture management 

It is common practice for organizations to gain a 
thorough understanding of their assets and the 
ways in which these assets are accessed, as well as 
the associated security risks. This comprehensive 
knowledge is essential in identifying potential 
threats. These regular assessments should, at 
minimum, include vulnerability scans,  
compliance checks, and risk analyses.

Utilizing Defender for Cloud for  
asset management 
In this endeavor, Defender for Cloud emerges 
as an indispensable tool. It offers an extensive 
inventory of cloud resources, covering your 
security status across various cloud platforms. 
Its capabilities include the automatic discovery 
and classification of a wide range of resources, 
including virtual machines, storage accounts, 
databases, web apps, API, and containers.
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• Automated discovery and classification: 
Employ Defender for Cloud for its capability 
to automatically identify and classify cloud 
resources, providing a complete  
overview of the infrastructure. 

• In-depth asset insights: Utilize the tool 
to obtain detailed insights on each asset, 
including configurations, security status, and 
potential vulnerabilities, to effectively  
address security risks. 

• Mapping asset relationships: Benefit from 
a solution—Defender for Cloud—that is 
uniquely designed to map the relationships 
between assets. This helps in understanding 
their interactions and security implications, 
including the visualization of network 
topologies and data flow  
between resources. 

• Cross-cloud security management: Gain a 
comprehensive view across multiple cloud 
services by using Defender for Cloud’s 
cross-cloud capabilities. This feature extends 
across Azure, AWS, and GCP, ensuring a 
comprehensive view of security threats and 
enhancing the overall security posture in all 
operational environments.

Ensuring comprehensive 
security across multiple 
cloud platforms 
For organizations leveraging Azure, AWS, 
and GCP, Defender for Cloud is a critical tool 
for ensuring security across these diverse 
environments. It offers a cohesive view of security 
threats and vulnerabilities, enabling effective 
identification and remediation across multiple 
clouds. This tool’s ability to provide detailed 
insights into each asset’s configuration and 
security status ensures that you can maintain 
a strong security posture, regardless of the 
complexity of your cloud infrastructure. This 
unified approach is essential for effectively 
managing security in multicloud scenarios.

Implementing preventative 
measures 
Organizations should proactively implement 
measures to prevent security incidents, utilizing 
Defender for Cloud for continuous vulnerability 
scanning and prioritization based on risk levels. 
This proactive approach involves continuously 
scanning the cloud environment for potential 
vulnerabilities and exploitable attack vectors. A 
key aspect of this process is the prioritization of 
these potential weaknesses based on the level of 
risk they pose, followed by prompt remediation.

Utilizing Defender for cloud for  
proactive remediation
In this context, Defender for Cloud plays a crucial 
role. It is instrumental in providing actionable 
recommendations and automated scripts that 
expedite the remediation of vulnerabilities. For 
example, adjusting public access settings for 
Azure Storage Accounts containing sensitive data, 
or addressing vulnerabilities in virtual machines 
that contain secrets and are exposed to the 
internet, are critical tasks where Defender for 
Cloud can be particularly effective. Proactively 
managing such issues is vital in significantly 
reducing an organization’s vulnerability to attacks.

Automating remediation processes
Automating the remediation process for identified 
security gaps is essential in minimizing the time 
required to address vulnerabilities. Organizations 
should set up automated notifications and 
establish a controlled change management 
process to implement necessary fixes 
efficiently. Defender for Cloud excels not only in 
identifying security issues but also in providing 
recommendations and automated scripts for  
swift remediation, complete with  
detailed, actionable steps.
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Defender for Cloud, with DevOps Security, 
provides automated security assessment 
tools that can scan code for vulnerabilities, 
misconfigurations, and other security risks.  
This automation ensures that security checks are 
consistently applied throughout the development 
process, reducing the likelihood of security  
issues in the final product. 

Enforcing security policies through code 
Teams should be encouraged to define and 
enforce security policies through code. This 
practice ensures that security configurations 
are consistent and version-controlled, easing 
management and auditing processes. Defender 
for Cloud supports the Security as Code 
approach, enabling teams to define and enforce 
security policies programmatically. 

Utilizing Defender for Cloud for  
actionable security insights 
Leveraging the actionable recommendations 
generated by Defender for Cloud is crucial. These 
recommendations support findings from Static 
Application Security Testing tools and posture 
management risks from deep analysis  
of the source code management systems.  
Each recommendation provides clear,  
developer-friendly guidance on addressing  
the security issue. This reduces the need for 
extensive security expertise.

Prioritizing runtime risks with  
code-to-cloud contextualization
Through code-to-cloud mapping, Defender 
for Cloud displays the source code origins of 
runtime vulnerabilities. When customers detect 
misconfigured cloud services or container images, 
DevOps security displays the source code that 
was used to deploy the infrastructure-as-code 
template to runtime or to push the container 
image into a cloud registry. This speeds up  
time to remediation and facilitates  
developer workflows. 

Tailoring remediation to organizational needs
Organizations are encouraged to customize 
these remediation actions to align with their 
specific requirements. This can be achieved by 
creating custom automation workflows using 
Workflow Automation and Azure Logic Apps, or 
by integrating with existing automated response 
systems. Such customization ensures that the 
security measures are effectively aligned  
with each organization’s unique  
operational environment.

Prioritization of security efforts
A vital aspect of using Defender for Cloud is its 
ability to help organizations prioritize remediation 
actions based on the severity and impact of the 
identified security risks. This prioritization is key 
in enabling organizations to focus their efforts on 
addressing the most critical issues first,  
thereby optimizing their security resource 
allocation and efforts.

Integrating with DevOps  
and IT operations 
It is highly recommended to begin by embedding 
security considerations into the early stages of 
software development. This proactive approach, 
often referred to as a shift-left approach ensures 
that security is not an afterthought but an 
integral part of the entire development process. 

Defender for Cloud facilitates this integration, 
ensuring that security is a foundational element 
of the DevOps process, thus enhancing the 
overall security of the developed applications  
and services.

Integrating security into CI/CD pipelines 
Begin with the integration into CI/CD pipelines, 
so developers can identify and address security 
issues early in the development process.  
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CIEM tools are instrumental in identifying and 
addressing instances of excessive permissions 
within cloud infrastructures. They ensure that 
users and services are equipped only with 
essential access rights, significantly mitigating 
potential security risks. A pivotal feature of 
Defender for Cloud’s CIEM is its automated 
assessment of identity and access entitlements. 
This feature aligns with best practices and is 
critical in identifying accounts with overly broad 
access and suggesting necessary restrictions. 

Enhancing role-based access control (RBAC) 
Furthermore, it is the best practice to enhance 
role-based access control (RBAC). Defender 
for Cloud CIEM provides a nuanced approach 
to permission control, enabling the creation of 
access policies tailored to the specific needs and 
risks of different cloud resources. The integration 
of CIEM with Azure Entra ID—Permission 
Management notably extends governance 
capabilities. This integration facilitates the 
routine review and certification of access rights, 
the enforcement of segregation of duties, and 
compliance with various regulatory standards.

Security policy and 
compliance management, 
governance and reporting 
To maintain a robust and secure cloud 
environment, organizations should develop and 
continuously update security policies tailored 
specifically to their cloud landscape. This 
proactive approach significantly mitigates security 
risks. Part of this process involves ensuring 
strict adherence to various industry standards, 
such as GDPR, HIPAA, SOC 2, PCI DSS, and ISO 
27001. It is also beneficial to regularly generate 
detailed compliance reports. These reports play 
a crucial role in understanding an organization’s 
compliance status and pinpointing areas that 
need focus to meet regulatory requirements. 

Ensuring compliance before deployment 
Prior to deployment, you should ensure that 
applications and infrastructure comply with 
defined security standards and requirements. 
Defender for Cloud aids in this process, verifying 
that all security measures are operational 
and effective before any code is moved into 
production. If a security violation is detected, 
Defender for Cloud can automatically comment 
on the developer’s pull request in their source 
code management system to notify them of the 
issue that needs to be addressed. 

Integration with development tools  
and environments 
Ensure that Defender for Cloud is seamlessly 
integrated with commonly used development 
tools and environments, such as Azure DevOps, 
GitHub, and GitLab. Such integrations minimize 
disruption and promote the adoption of security 
practices within existing development workflows.

Identity and access 
management 
For optimal cloud security, organizations must 
ensure that all cloud users and services are 
granted only the permissions necessary for their 
specific tasks. This involves a periodic review and 
update of access rights to prevent privilege creep 
and to align with established security policies. 

Utilizing Defender for Cloud’s  
CIEM capabilities 
It is highly recommended to leverage the cloud 
infrastructure entitlement management (CIEM) 
capabilities of Defender for Cloud. This tool  
plays a key role in enforcing the principle of  
least privilege, a fundamental aspect of  
robust cloud security. 
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Leveraging Defender for Cloud for 
enhanced reporting: 

Defender for Cloud helps with this by offering 
detailed reports on the security posture, 
including identified vulnerabilities, compliance 
status, and security incidents. These reports are 
crucial for internal assessments and stakeholder 
communication. The platform’s ability to 
customize reports via Azure Workbooks to  
focus on specific areas of interest or concern 
enables organizations to tailor reporting to  
their unique needs. 

Defender for Cloud reporting tools also can 
analyze trends over time, providing predictive 
insights that assist in strategic decision-making, 
such as identifying recurring vulnerabilities or 
predicting areas of potential non-compliance.

Defender for Cloud is a key tool in achieving this. 
It is instrumental in continuously monitoring 
the cloud environment, maintaining ongoing 
compliance, and identifying any changes or new 
deployments that might impact the compliance 
status. In situations where non-compliance is 
detected, Defender for Cloud provides actionable 
recommendations for remediation. This aids 
organizations in addressing compliance issues 
quickly and effectively. Also, the tool can 
generate comprehensive compliance reports, 
which are vital for internal audits, stakeholder 
communication, and regulatory submissions, 
simplifying the complex task of demonstrating 
compliance to external auditors or  
regulatory bodies.

Customization and governance 
framework 

Customization plays a significant role in the 
effectiveness of these processes. Organizations 
could benefit from customizing both security and 
assessment policies to focus on specific areas of 
concern or compliance requirements. This allows 
for targeted assessments that are in line with 
organizational priorities and risk profiles. 

Establishing a strong governance framework 
also is crucial. This framework should oversee 
the implementation and effectiveness of security 
policies and involve generating regular reports 
for stakeholders. These reports provide valuable 
insights into the security posture, compliance 
status, and any identified risks, and are essential 
for preparing the organization for both internal 
and external audits. 

Moreover, implementing role-based  
oversight—where cloud admins, security 
professionals, compliance officers and other 
stakeholders have tailored views and controls 
appropriate to their roles—is key in enhancing 
governance efficiency. 
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Training and awareness 
A proactive security posture depends on the awareness and training of the team. This involves conducting 
regular training sessions that cover Defender for Cloud and delve into the broader spectrum of cybersecurity best 
practices. These sessions should be tailored to equip team members with the skills to proficiently utilize security 
tools, accurately interpret alerts, and handle incidents effectively.

Tailoring training to various roles
A pivotal aspect of these training programs is their adaptability to different roles within the 
organization. While IT personnel might require in-depth technical training, other employees 
could benefit more from sessions that foster general cybersecurity awareness. Key topics for 
these sessions should include navigating the Defender for Cloud dashboard, understanding 
its alert system, and strategies for incident response. Customize the content of these training 
programs to align with the specific roles and responsibilities of various teams.

Fostering a culture of shared security responsibility 
Creating a culture where security is a shared responsibility is another vital component. 
Encouraging employees to remain vigilant and promptly report any suspicious activities can 
significantly reinforce your organization’s security posture. To facilitate this, it’s important to 
ensure easy channels for reporting and to acknowledge, or even reward, proactive security 
behaviors among your employees.

Keeping the organization informed about security developments 
Regular updates about evolving security threats and the role of tools like Defender for 
Cloud in mitigating these threats are also important. Communicating these updates can be 
achieved through various means, such as emails, team meetings, or an internal  
knowledge-sharing platform. This continuous flow of information helps keep the entire 
organization aligned and informed about the latest security practices and emerging threats.
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Continuous improvement
Continuous improvement of an organization’s security posture is a key recommendation. This involves conducting 
thorough reviews of assessment results, the effectiveness of remediation measures, and the current compliance 
status. Regular assessments are critical in identifying areas that need enhancement and in guiding the  
direction for improvements.

Cloud security posture management—resolving  
common scenarios 
A scenario-based approach provides practical, real-world insights into the application of Defender for Cloud for 
proactive security management. By exploring real-life scenarios, organizations gain a clearer understanding of 
how to effectively utilize Defender for Cloud’s capabilities. This approach involves examining a range of situations, 
from typical security breaches to more complex, multifaceted threats. These scenarios encompass various cloud 
security challenges, such as misconfigurations, unauthorized access, and data breaches. The objective here is to 
paint a realistic picture of potential security hurdles and to showcase how Defender for Cloud is adept at  
detecting and responding to these issues—and even preempting them. 

Leveraging Defender for Cloud’s analytics and reporting 
Utilizing the analytics and reporting capabilities of Defender for Cloud is integral to this 
continuous improvement process. These tools provide deep insights into security trends, 
vulnerability patterns, and the effectiveness of existing security measures. Such insights are 
invaluable in identifying key areas for enhancement and ensuring that security strategies are 
responsive to emerging threats and changing environments. 

Establishing a feedback-driven improvement process 
It is advisable for organizations to establish a dynamic process for gathering and integrating 
feedback from various stakeholders. This process should include leveraging security policies 
and controls based on the insights obtained from regular assessments, analytics, and 
stakeholder feedback. Continuously updating and refining security strategies and practices 
is important. Adjustments might include adopting new technologies, modifying existing 
controls, or revising internal processes and protocols. 

Exploring automation opportunities within Defender for Cloud 
Another crucial aspect is to explore opportunities for automation within Defender for Cloud, 
particularly for repetitive or routine tasks. Automation enhances efficiency, reduces the 
potential for human error, and allows teams to focus more on strategic tasks.

Fostering a collaborative security culture 
Active participation in security forums, communities, and networks offers fresh perspectives 
and insights. This helps foster a culture of collaboration and best practice sharing within  
the industry. This engagement can play a significant role in the continuous improvement  
of your organization’s security practices, ensuring that you remain at the forefront  
of cybersecurity advancements.
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Common cloud security scenarios 
Let’s explore a selection of common cloud security scenarios. These examples represent just a fraction of the 
myriad challenges organizations may encounter in cloud environments. It’s important to note that the  
spectrum of potential security issues in the cloud is vast and diverse; covering them all comprehensively  
would require a dedicated volume.

The scenarios chosen here, including misconfigurations, unauthorized access, compliance violations, development 
vulnerabilities, exposed secrets, and vulnerable containers, are prevalent issues that illustrate the need for robust 
security strategies. Each scenario underscores a unique aspect of cloud security that Defender for Cloud is  
well-equipped to handle, showcasing its vital role in creating a proactive and resilient cloud security posture.

02 Unauthorized access and breach of sensitive data: Weak access controls or compromised 
credentials are common causes for unauthorized access. Defender for Cloud addresses this 
through Cloud Identity Entitlement Management (CIEM) capabilities, focusing on assessing 
identity and access controls, including multifactor authentication. 

03 Compliance violations: Adhering to industry regulations, especially in multi-regional cloud 
deployments, can be challenging. Defender for Cloud continuously monitors compliance 
status and provides insights on how to maintain adherence to regulatory standards.

04 Vulnerabilities in application development: The use of outdated libraries, hardcoded 
sensitive secrets, and DevOps platform misconfigurations, such as lack of branch protection 
rules in development, pose significant risks. Defender for Cloud’s integration into the 
DevOps security helps detect these vulnerabilities early in the development process  
to prioritize these risks, Defender for Cloud also displays whether a repository is  
publicly accessible and not archived. 

01 Misconfiguration of cloud resources: Often, resources like publicly accessible storage 
containers or inadequately configured network controls lead to unauthorized data access. 
Defender for Cloud mitigates this by utilizing continuous configuration scanning and 
leveraging Azure policy for identifying and correcting such misconfigurations. 

05 Exposed sensitive secrets in cloud environments: Sensitive information left in plaintext, 
such as passwords and SSH keys or access tokens, poses high risks. Defender for Cloud’s 
scanning capabilities are crucial in identifying and securing these exposed secrets. 

06 Vulnerable containers exposed to the internet: Containers with security vulnerabilities  
are easy targets for cyberattacks. Defender for Cloud provides essential security features  
like vulnerability assessment and network mapping to protect these containers.  
Defender for Cloud also displays the source code origin of the container image  
to aid with the remediation process.
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Best practices in scenario resolution 
When resolving these scenarios with Defender for Cloud, several best practices can  
significantly enhance effectiveness:

Risk-based prioritization
Prioritize issues based on their risk assessment, addressing the most critical vulnerabilities 
first. This approach ensures efficient resource allocation, focusing on areas with the highest 
impact on security. A significant feature of Defender for Cloud is its ability to detect  
potential attack vectors or attack paths. This capability offers an additional layer of  
insight for risk analysis and prioritization.

Swift remediation through automation
Leveraging automated remediation scripts expedites resolving security issues. This 
automation reduces human error, ensuring consistent and reliable security posture.

Continuous monitoring and security assessments
Ongoing vigilance is key. Implementing continuous monitoring and regular assessments 
helps to stay ahead of new vulnerabilities.

Integrating security into development and operations
Embedding security tools within the DevOps lifecycle, particularly for scenarios  
involving application development and container security, is essential. Encouraging teams  
to integrate security checks into their workflows enhances the overall security of the 
developed applications.

Enforcement of compliance and governance
Regular reviews of compliance posture and adjusting strategies as necessary are vital. 
Establishing a strong governance framework that leverages insights from Defender for Cloud 
is crucial for maintaining and improving security and compliance standards.

Engagement and training
Keeping all stakeholders informed and conducting regular training sessions on Defender  
for Cloud’s features and best practices ensures that everyone is aligned in the  
organization’s security efforts.

Feedback loops for continuous improvement
Gathering insights from the team on the effectiveness of Defender for Cloud in various 
scenarios is invaluable. This feedback is crucial for continuously refining security  
strategies and practices.
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Case studies:  
Demonstrating effectiveness 
Case studies demonstrate how Defender for 
Cloud can be effectively utilized in various 
real-world scenarios, showcasing its versatility 
and comprehensive capabilities. From a global 
retail corporation managing misconfigurations 
and compliance violations to a tech start-up 
enhancing application and container security, 
these examples illustrate the platform’s ability 
to address a wide range of security challenges, 
enhancing overall cloud security postures.

Case study 1: Global retail corporation 
overcomes misconfigurations and 
compliance issues 

Background: The corporation faced issues with 
misconfigured cloud storage and compliance with 
international data protection laws. 

Resolution: By implementing Defender for Cloud, 
the corporation was able to quickly identify and 
rectify misconfigurations in cloud storage. The 
tool’s compliance-monitoring capabilities enabled 
them to stay aligned with GDPR and other 
regional regulations, significantly reducing the 
risk of legal repercussions. 

Outcome: The corporation improved its data 
security and compliance posture globally, 
ensuring that customer data was protected, and 
regulatory demands were met.

Case study 2: Tech start-up strengthens 
application and container security 

Background: A growing tech start-up struggled 
with exposed secrets in its cloud environment and 
vulnerabilities in its containerized applications. 

Resolution: The start-up integrated Defender for 
Cloud into its development operations, utilizing 
its scanning tools to identify exposed secrets and 
container vulnerabilities.  

Regular feedback loops and training sessions 
were established to maintain a high level of 
security awareness among the development team. 

Outcome: The start-up successfully mitigated the 
risks of data exposure and cyberattacks on its 
containers, enhancing the overall security of its 
applications and cloud infrastructure.

Case study 3: Healthcare SaaS provider 
achieves robust security posture 

Background: The provider was challenged with 
maintaining the security of sensitive healthcare 
data across its cloud-based services. 

Resolution: Defender for Cloud was employed 
to enforce stringent compliance measures and 
monitor the security of the provider’s applications 
and data storage. Automated tools and 
continuous assessments ensured that the provider 
remained ahead of potential security threats. 

Outcome: The provider not only secured its cloud 
environment against data breaches but also 
reinforced its reputation as a reliable and secure 
healthcare SaaS provider.

These case studies underscore the adaptability 
and comprehensive nature of Defender for Cloud 
in addressing diverse cloud security challenges. 
By adopting a scenario-based approach and 
applying best practices in scenario resolution, 
organizations can effectively manage and 
mitigate a wide range of security threats in their 
cloud environments. Defender for Cloud emerges 
as an indispensable tool in this journey, offering 
the necessary capabilities to ensure a proactive, 
robust, and resilient cloud security posture. 
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The importance of the efficiency and 
effectiveness of a Security Operations Center 
(SOC) cannot be overstated. The insights 
provided by Defender for Cloud’s cloud-native 
application protection platform (CNAPP) greatly 
improve SOC operations. This enhancement is 
rooted in the platform’s comprehensive visibility, 
real-time monitoring, and advanced analytics 
capabilities. Below is an overview of how  
Defender for Cloud CNAPP insights can  
transform an organization’s SOC.

Using CNAPP insights  
to improve your SOC
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Comprehensive visibility 
and situational awareness 
Wide-ranging monitoring
Defender for Cloud CNAPP’s extensive monitoring 
capabilities cover various cloud resources, 
providing SOCs with an all-encompassing view 
of the security landscape. In a scenario where 
an organization uses a multicloud environment, 
SOC teams can leverage Defender for Cloud 
to monitor resources across different cloud 
providers like Azure, AWS, and GCP from a single 
pane of glass. This unified view ensures that no  
critical component is overlooked, regardless  
of where it resides. 

Contextual understanding
The platform goes beyond simple detection, 
offering detailed insights into threats and 
vulnerabilities, including their potential impact 
and severity. Consider a situation where a 
breach occurs due to vulnerability in a container. 
Defender for Cloud not only alerts the SOC team 
about the detected threats but also provides 
details on the resources involved, if sensitive 
data was potentially compromised, and the 
vulnerability’s relation to other resources in the 
cloud environment. 

Real-time threat detection 
and response 
Advanced detection techniques
Utilizing machine learning and detection 
analytics, Defender for Cloud identifies potential 
threats in real time, facilitating prompt and 
effective SOC responses. When there’s an 
unexpected spike in login attempts, for example, 
the platform can trigger an alert. This enables 
the SOC team to quickly investigate whether it’s 
legitimate access or a potential security incident. 

Proactive measures
The platform supports proactive threat 
management, allowing SOCs to anticipate 
and mitigate risks efficiently. SOC teams can 
configure the system to take predefined actions in 
response to certain types of threats, streamlining 
the response process. For example, if a known 
vulnerability is detected on a resource, the 
platform can automatically apply necessary 
mitigation or redirect traffic away from the 
vulnerable resource until the issue is resolved.

Proactive threat hunting  
and predictive analytics 
Anticipating threats
Leveraging data analytics and threat intelligence, 
Defender for Cloud enables SOCs to predict and 
prepare for potential security incidents. 

Continuous threat intelligence updates
Regular updates ensure that SOCs have  
up-to-date information on emerging threats  
and attack vectors. 

Enhanced compliance  
and risk management 
Automated compliance assessments
The platform automates compliance assessments 
against various industry standards, aiding  
SOCs in maintaining compliance across  
multiple jurisdictions. 

Risk assessment and prioritization
Defender for Cloud helps in identifying and 
prioritizing risks, focusing SOC efforts on  
the most critical areas.
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Automation for operational efficiency 
Automation capabilities streamline routine tasks, 
allowing SOCs to focus on strategic security 
initiatives. Automating routine tasks such as 
security assessments ensures consistency in 
responses and allows SOC analysts to concentrate 
on complex analysis and strategic planning. 

Fostering a proactive mindset
Encouraging a culture of continuous improvement 
is key to adapting and evolving SOC strategies in 
line with the dynamic cloud security landscape. 
Regularly scheduled review meetings, where the 
team discusses recent incidents, lessons learned, 
and potential improvements, help  
in fostering this culture.

Conclusion
Defender for Cloud CNAPP insights are 
crucial in transforming SOC operations. By 
providing comprehensive visibility, real-time 
threat detection, proactive threat hunting, 
compliance and risk management tools, 
integration capabilities, and continuous learning 
opportunities, the platform enables SOCs to 
effectively manage cloud security challenges. 
These insights not only enhance immediate 
response capabilities but also contribute to 
developing a more strategic and proactive  
approach to cloud security.

Integration and 
collaboration
Seamless tool integration
Defender for Cloud integrates smoothly with 
existing SOC tools, streamlining security 
operations. This integration enhances the 
capabilities of current tools and reduces the 
complexity of managing multiple security 
solutions. In an organization using various 
security tools for different aspects of cloud 
security, integrating these tools with Defender 
for Cloud can provide a centralized view and 
management capability, streamlining  
security operations, and reducing the  
chances of security gaps. 

Collaboration across teams
The platform encourages collaboration across 
different teams, including IT, security, and 
compliance teams, by providing a shared view 
of security and compliance status. This shared 
view fosters a more coordinated approach to 
addressing security issues. When addressing 
compliance violations or security incidents, 
Defender for Cloud’s insights can be shared 
among IT, security, and compliance teams to 
ensure a unified response strategy and  
prevent siloed actions.

Continuous learning and 
improvement 
Leveraging incident insights
Detailed incident information from Defender for 
Cloud aids in post-incident analysis, enhancing 
learning and strategy refinement. After mitigating 
a security breach, the SOC team can use data 
from Defender for Cloud to analyze the breach. 
This insight helps in refining threat response 
protocols and preventative measures. 
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Future-proofing your cloud  
security strategy
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Staying ahead of 
emerging threats 
A robust cybersecurity strategy involves more 
than just reacting to incidents; it’s about 
developing a predictive defense mechanism.  
This requires an in-depth understanding of threat 
intelligence, familiarization with adversary tactics, 
and early detection of signs of emerging threats. 
The key to success in preemptively addressing 
these threats lies in an organization’s agility to 
stay informed and adapt its defenses swiftly. 

Defender for Cloud stands as a critical component 
in this proactive approach. It acts as both a 
protective shield and a source of real-time threat 
intelligence, using advanced analytics to help 
organizations detect and respond to nuanced 
indicators of emerging threats. The platform’s 
continuous stream of security intelligence, fed 
by Microsoft’s global data network, refreshes 
insights with new threat patterns and incidents 
from across the globe. This allows organizations 
to benchmark and enhance their security 
measures, preparing them for future  
cyberattack strategies. 

Defender for Cloud doesn’t just inform; it equips 
organizations with tools for decisive action, aiding 
in immediate responses and updating security 
policies in response to the latest attack tactics. 
This transforms the security posture from reactive 
firefighting to a strategic, anticipatory stance.  
By leveraging Defender for Cloud, organizations 
can craft an adaptive, resilient defense, always  
staying a step ahead.

Continuous learning 
and skill development 
The digital age’s evolving threat landscape 
necessitates ongoing learning and development 
for security teams. It’s critical to understand 
new technologies and threats, developing a 
mindset that is curious, analytical, and proactive. 
Continuous learning fosters an environment 
where security professionals are always exploring 
and understanding new threats and trends. 

Microsoft’s educational resources play a pivotal 
role in this continuous learning process. Through 
workshops, webinars, and training materials, 
Microsoft ensures that security teams have access 
to the latest knowledge and best practices in 
cloud security. Defender for Cloud’s hands-on 
workshops and interactive training sessions allow 
security professionals to apply new concepts in 
real-world scenarios, including simulated security 
incidents. These resources help teams stay current 
with new features and optimal configurations for 
the Defender for Cloud platform. 

Leveraging AI and 
machine learning 
The integration of Artificial Intelligence (AI) and 
Machine Learning (ML) in cybersecurity signifies 
a significant shift, transforming security measures 
from traditional reactive protocols to a more 
advanced, proactive stance. AI and ML excel 
by processing extensive data, each interaction 
and incident enhancing their ability to discern 
anomalies, recognize threats, and anticipate 
potential vulnerabilities. 
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The platform also simplifies security management 
of new cloud services through predefined security 
templates and policies, while its continuous 
security assessments ensure defenses remain 
current and effective.

Developing a resilient 
security culture 
The security of an organization is as much about 
its people’s mindset as it is about technology. 
Cultivating a resilient security culture is critical, 
transcending mere policy adherence to become a 
foundational ethos across all organizational levels. 
Security is not just a responsibility of a dedicated 
team but a pervasive, shared commitment. 

Embedding a security-first mindset is crucial, 
where the importance of vigilance and proactive 
measures is universally recognized. Leaders must 
champion this cause, demonstrating that security 
is a paramount concern. Regular communication, 
engaging training sessions, and open dialogue 
about security issues are essential in fostering 
this culture. Defender for Cloud aids in nurturing 
this security-first culture through its interactive 
training modules, security awareness campaigns, 
simulated attack scenarios, and accessible reports 
and dashboards. These tools not only educate 
but also empower every team member to feel 
responsible for collective cybersecurity.

Defender for Cloud is at the forefront of 
incorporating AI and ML, utilizing these 
technologies to elevate cybersecurity from basic 
defense to a sophisticated, predictive mechanism.  
This integration enables Security Operations 
Centers (SOCs) to have intelligent, self-evolving 
tools that autonomously safeguard against a 
multitude of cyberthreats.

Integrating with new 
technologies and  
cloud services 
As organizations adopt a growing range of cloud 
services and technologies, integrating these 
advancements into their security strategies 
becomes essential. Defender for Cloud, a CNAPP, 
demonstrates remarkable agility in adapting and 
extending its capabilities to new technologies, 
effectively safeguarding the organization’s 
evolving digital landscape. 

The platform’s design philosophy anticipates the 
growth of new technologies, ensuring its security 
services evolve in tandem with the organization’s 
adoption of these technologies. Defender for 
Cloud offers cross-platform security, bringing 
a unified security management approach to 
different cloud environments. This uniformity is 
crucial for ensuring that every part of the cloud 
ecosystem is under vigilant protection. 

Defender for Cloud’s integrative capabilities 
allow for the creation of custom security controls 
specific to emerging services, ensuring the 
security framework is robust and responsive. 
An API-first approach bolsters this adaptability, 
enabling these new services to be monitored and 
managed under the CNAPP umbrella.  
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Its real-time monitoring and threat detection 
respond to the dynamism of innovative cloud 
environments, while its seamless integration 
with emerging cloud services and continuous 
compliance assessment tools support 
organizations in aligning their innovative  
efforts with regulatory requirements.

Conclusion
In summary, Defender for Cloud serves as a 
crucial tool in an organization’s cloud security 
strategy. By fostering continuous learning, 
integrating AI and ML, adapting to new 
technologies, building a resilient security culture, 
regularly reassessing security posture, and 
balancing innovation with security, organizations 
can stay ahead of emerging threats and 
confidently embrace future advancements.

Regular review and 
reassessment of 
security posture 
The fluidity of the cybersecurity realm requires 
regular review and reassessment of an 
organization’s security posture. This is vital for 
identifying potential vulnerabilities and ensuring 
that security strategies can withstand new  
and emerging threats. 

Defender for Cloud plays a pivotal role in 
facilitating continuous security assessments. 
Its automated vulnerability scans and risk 
assessments, customizable security insights and 
reporting, real-time alerts, and threat intelligence 
keep the organization informed and prepared. 
Beyond identifying vulnerabilities, Defender 
for Cloud offers actionable recommendations 
for security enhancement and integrates with 
compliance and governance frameworks to 
ensure technical soundness and  
regulatory compliance.

Encouraging 
innovation while 
maintaining security 
Innovation is the lifeline of modern business 
growth and sustainability. However, as 
organizations embrace new cloud capabilities, 
striking a balance with security is imperative. 
Security and innovation are not mutually exclusive 
but complementary. Defender for Cloud enables 
this balance by offering comprehensive security 
assessments for new technologies, ensuring 
secure exploration and integration.  
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The implementation of Defender for Cloud as 
a CNAPP solution brings to light the critical 
question of measuring its success and Return 
on Investment (ROI). In this context, success is 
not just about deploying the tool but ensuring it 
effectively mitigates risks, enhances compliance, 
and aligns with the organization’s broader 
security and business objectives.

Measuring success and ROI  
in CNAPP deployment
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Measuring success and ROI goes beyond financial metrics.  
It involves examining several key areas, each contributing to the 
overall effectiveness and efficiency of the platform:

05 Increased productivity
By identifying potential threats and misconfigurations early in the CI/CD pipeline, CNAPP 
solutions increase the productivity of developer and DevOps teams. This leads to fewer 
bug fixes and merge/pull requests, thereby reducing the time to market and improving the 
overall efficiency of the software development process.

02 Streamlining operations—reduced complexity and overhead
By consolidating multiple tools into a single solution, CNAPP minimizes the complexity of 
managing cloud security. This not only reduces the likelihood of human error in managing 
multiple tools but also decreases the time taken for teams to respond to security threats. 
This streamlined operation can lead to significant time and cost savings.

03 Secure software development
Integration of CNAPP into the CI/CD pipeline helps in early detection and rapid response 
to misconfigurations and other security issues in the software development process. This 
proactive approach in the development phase can significantly reduce the costs and 
resources associated with addressing security issues later in the product lifecycle.

04 Automated security tasks
Automation is a key feature of CNAPP, helping to reduce human error and improve overall 
reliability. By automating routine security tasks, CNAPP allows teams to focus on more 
strategic initiatives, potentially leading to better resource utilization and cost savings.

01 Enhanced visibility and risk quantification
CNAPP solutions provide a comprehensive view of cloud security risks, integrating  
various security capabilities into a single platform. This increased visibility allows 
organizations to better understand and respond to potential threats and vulnerabilities  
in their cloud infrastructure.
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To measure ROI, follow a structured process that involves:

Quantitative metrics
This includes metrics like mean time to detection (MTTD) and mean time to recovery (MTTR), 
the number of security incidents, compliance levels, and operational efficiency gains.  
These metrics provide tangible evidence of the impact of Defender for Cloud on  
an organization’s security posture. 

Qualitative metrics
These involve assessing improvements in security readiness, team productivity, stakeholder 
confidence, and business continuity. Qualitative metrics often reflect the intangible but 
critical aspects of security that contribute to the overall resilience of the organization. 

ROI analysis
The ROI of Defender for Cloud is evaluated not just in terms of direct cost savings but also 
in the broader context of risk mitigation, regulatory compliance, and enabling a secure 
environment for innovation and growth. Compare the costs of CNAPP implementation 
(including training, licensing/consumption, and operational costs) with the benefits (like cost 
savings from reduced incidents, improved efficiency, and compliance fines avoided).

Organizations may use the formula:
ROI=(NetGainfromInvestment−CostofInvestment)/
CostofInvestmentROI=(NetGainfromInvestment−CostofInvestment)/CostofInvestment. 
Calculate the net gain from investment by considering both tangible savings (like cost 
savings) and intangible benefits (like improved security posture).

Ongoing review
Continuously monitor and review the metrics to ensure the CNAPP solution is meeting the 
defined objectives and adjust strategies as necessary. Compare the performance metrics 
against industry benchmarks or similar organizations to understand the relative effectiveness 
of your CNAPP solution.
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Cloud security enhancement 
and ROI evaluation  
process (CSE-REP) 
Defining a structured process for evaluating and 
measuring the success of implementing Defender 
for Cloud as a CNAPP involves several stages, each 
with specific metrics. Here’s how you can structure 
this process: 

Stage 1: Planning and objective setting 

Objective definition
Clearly define what you intend to achieve with 
Defender for Cloud. This could be improved 
security, compliance, operational efficiency, or  
cost savings. Tailor these objectives based on  
the CNAPP maturity model level described in 
Chapter 1. At the Traditional stage, focus on 
establishing fundamental security hygiene and 
basic threat detection. In the Advanced stage, 
shift towards integrated security management 
and proactive threat disruption. At the Optimal 
level, prioritize proactive hunting, advanced threat 
detection, and unified security governance across 
all cloud services. 

KPI selection
Choose key performance indicators (KPIs) that align 
with these objectives. Recommended KPIs for this 
stage include: 

Threat detection rate: Measure the rate at which 
potential threats are detected by the system. 
This indicates the effectiveness of the CNAPP in 
identifying security risks. Emphasize detection 
capabilities at earlier maturity levels; focus  
on advanced threat analytics at higher  
maturity levels: 

• Traditional: Emphasize basic threat detection 
rate, basic compliance adherence, and initial 
security incident response time. 

• Advanced: Focus on centralized threat 
management efficiency, multi-standard 
compliance, and reduced incident  
response time. 

• Optimal: Prioritize proactive threat hunting 
efficiency, advanced compliance adherence, 
rapid incident response, and risk resolution. 

False positive and negative rates: Crucial at 
all maturity levels for balancing accuracy and 
efficiency. Track the accuracy of threat detection 
by measuring false positives (legitimate activities 
incorrectly flagged as threats) and false negatives 
(actual threats missed by the system). 

Compliance adherence levels: Progress from 
basic compliance at lower maturity levels to 
comprehensive, multi-standard compliance at 
higher maturity levels. Monitor the degree to 
which cloud environments comply with relevant 
regulations and standards, such as  
GDPR, HIPAA, or PCI DSS. 

Security incident response time: Measure the 
time taken from the detection of a security 
incident to the initiation of a response. This 
KPI assesses the responsiveness of the security 
team and the CNAPP solution. Initially focus on 
establishing a baseline; strive for rapid response 
as maturity increases. 

Vulnerability and risk resolution time: 
Important at all stages; emphasize proactive risk 
management in higher maturity levels. Track 
how long it takes to address and remediate 
vulnerabilities, risks, and attack vectors identified 
in the cloud environment. 

Availability: Monitor the availability of the CNAPP 
services and ensure CNAPP services do not 
compromise system performance. 
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Incident logging
Keep a detailed log of all security incidents and 
responses, with a focus on learning and adapting 
at higher maturity levels.

Stage 4: Performance analysis 

KPI assessment
Regularly assess the KPIs and compare them 
with baseline metrics, evolving into a more 
sophisticated analysis at higher maturity levels. 
Incorporate sophisticated analysis tools for 
Advanced and Optimal stages, emphasizing the 
correlation between different KPIs and industry 
benchmarks. These tools can provide deeper 
insights through data visualization, trend analysis, 
and predictive analytics. Compare KPIs not 
only against internal baselines but also against 
industry benchmarks. This can provide a context 
for how well the organization is performing in 
comparison to its peers. Perform correlation 
analysis to understand how different KPIs 
impact each other. For example, analyzing the 
relationship between incident response times and 
user satisfaction can provide insights into areas 
needing improvement. 

Mean time to recovery (MTTR)
Specifically measure the average time taken to 
mitigate risks post-assessment by Defender for 
Cloud. Measure this specifically for each maturity 
stage, with more advanced measurement 
techniques at higher levels. 

Cost savings
Calculate any cost savings realized through 
improved efficiency and reduced security 
incidents. Include advanced cost-saving 
mechanisms, especially in the Optimal stage. 

Cost savings: Initially focus on direct cost 
reductions; at higher maturity levels, consider 
strategic cost savings. Calculate any reductions 
in operational costs resulting from the 
implementation, such as decreased need for 
manual security operations or reduced impact  
of security incidents. 

User satisfaction: Gather feedback, at all stages, 
from users and stakeholders on their satisfaction 
with cloud services’ security and performance  
post-implementation, with a focus on improving 
as maturity increases. 

It’s important to note that these KPIs should be 
tailored to align with the organization’s specific 
security and business objectives. Regularly 
reviewing and adjusting these KPIs is also 
essential to ensure they remain relevant and 
effectively measure the success of  
the CNAPP implementation.

Stage 2: Baseline establishment 

Current state analysis
Reflect and document the current security 
posture and operational metrics tailored to 
the maturity stage of the organization. Include 
specific metrics for CSPM & CIEM, CWP, and 
cloud application security based on the maturity 
model. This serves as a baseline for comparison.  
It becomes more detailed and structured as  
maturity levels increase. 

Cost analysis
Evaluate current costs associated with security 
operations, including resources, tools, and 
incident handling. 

Stage 3: Data collection and monitoring 

Continuous data tracking
Start collecting data based on the predefined 
KPIs. Adjust data tracking and incident logging 
to the nuances of each maturity stage. This 
includes granular tracking of security postures in 
Advanced and Optimal stages. 
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Stage 7: Continuous improvement 

Regular reviews
Periodically review the evaluation process and 
the performance of Defender for Cloud. Conduct 
these with an eye toward moving up in  
the maturity model. 

Stay updated
Keep abreast of new features and updates in 
Defender for Cloud and incorporate them into 
your security strategy, ensuring alignment with 
the maturity model’s higher levels.

By following these stages and measuring the 
respective metrics aligned with the CNAPP 
maturity model, organizations can effectively 
evaluate the success and ROI of implementing 
Defender for Cloud as a CNAPP solution. This 
structured approach ensures that the platform 
aligns with the organization’s security needs and 
business objectives, while also providing a clear 
picture of its value and efficacy.

Stage 5: ROI calculation 

Quantitative analysis
Use the ROI formula to calculate financial 
impact. This includes both the costs of Defender 
for Cloud and the savings or gains from its 
implementation. Adjusting the calculation to 
reflect the organization’s maturity level. 

Qualitative analysis
Consider improvements in security posture, team 
satisfaction, and organizational resilience. 

Stage 6: Reporting and adjustment 

Performance reporting
Compile and present reports on the performance 
and ROI of Defender for Cloud to stakeholders. 
Tailor reports according to the maturity stage, 
highlighting specific achievements and areas for  
improvement at each stage. 

Adjustment and optimization
Based on the insights gained, optimize the use 
of Defender for Cloud and adjust strategies as 
necessary, aligning with the maturity model. 
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Understanding and managing compliance 
and regulatory considerations become 
paramount. As previously introduced, CNAPP’s 
functionality extends to compliance checks 
and misconfiguration management, crucial for 
maintaining adherence to relevant laws and 
regulations. Expanding on this foundation, 
this chapter delves into the role of regulatory 
compliance in operationalizing security measures 
within cloud environments. 

Regulatory compliance, a premium feature in 
Defender for Cloud, serves as an operational 
tool, guiding organizations in identifying and 
rectifying resource configurations to meet 
specific standards, regulations, or audits. Initially, 
resources within a regulatory compliance-enabled 
subscription are evaluated against the Microsoft 
Cloud Security Benchmark (MCSB). 

MCSB is a set of security controls from best 
practices and recommendations from industry 
standards and guidance from CIS, NIST, AWS, 
and more. Its objective is to help organizations 
protect their resources not only in Azure but in a 
multicloud environment. Learn more about MCSB 
and explore a prime use case to measure your 
environment and receive a score, provided  
by Defender for Cloud. 

Upon enabling regulatory compliance, 
organizations have the flexibility to select 
and measure their resources against various 
standards, such as NIST SP 800-53 Rev. 5 or 
CIS Microsoft Azure Foundations Benchmark 
v2.0.0., depending on their operational needs 
and goals. This feature empowers security 
administrators to proactively manage and audit 
compliance assessments and controls, crucial for 
operationalizing compliance within  
their cloud infrastructure.

Compliance and  
regulatory considerations
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Key operational capabilities of regulatory compliance include:

By operationalizing regulatory compliance, organizations can effectively manage the intersection of compliance 
and cybersecurity. For instance, using MCSB to assess a multicloud environment’s compliance status 
operationalizes the identification of “failed resources” and the subsequent remediation process. Addressing these 
compliance gaps improves the security posture and aligns with the broader operational goals of maintaining 
regulatory compliance and managing misconfigurations that could lead to cybersecurity breaches. 

Defender for Cloud’s regulatory compliance offers a comprehensive toolkit for operationalizing technical  
security-related scenarios, aiding organizations in meeting standards and managing misconfigurations. Through 
exemptions, manual attestations, and a dynamic compliance dashboard, organizations can navigate the complex 
landscape of compliance and security-related misconfiguration management, ensuring operational efficiency and 
resilience against cybersecurity risks.

Scenario: Multicloud compliance management 

Operationalizing compliance and standards within an organization’s cloud infrastructure involves a strategic 
approach to identifying, assessing, and mitigating compliance risks while managing misconfigurations that could 
lead to cybersecurity breaches. 

Control details and reporting
Offers an in-depth view of the actions under the organization’s responsibility, contrasting 
with Microsoft’s responsibilities, and enables the downloading of detailed compliance 
reports. These reports can be used operationally to inform stakeholders and guide 
compliance efforts.

Categorization and assessments
Simplifies the operational task of navigating and auditing assessments by categorizing them 
(e.g., access control and management, networking) and offering both automated and  
manual assessments. This operational flexibility enables timely remediation for  
non-compliant resources and requires security admins to actively investigate when 
automation is not applicable.

Custom standards
Supports the creation of custom standards through Azure policy or KQL query for AWS and 
GCP, allowing organizations to operationalize unique compliance requirements.

Manual attestation and exemption
Facilitates operational responses to audit scenarios, allowing security admins to attest to 
specific security controls and provide evidence, or exempt recommendations when  
justified. This aspect is critical in tailoring the compliance efforts to the operational  
realities of the organization.
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This use scenario illustrates 
how organizations can 
operationalize compliance 
and standards: 
Background
A global financial services company operates 
across Azure, AWS, and GCP, subject to stringent 
regulatory standards, including NIST SP  
800-53 Rev. 5 and CIS Microsoft Azure 
Foundations Benchmark v2.0.0. The company  
aims to operationalize its compliance efforts to 
ensure continuous adherence to these standards 
while managing the complex security landscape 
of a multicloud environment. 

Step 1: Baseline assessment with MCSB 
The company enables regulatory compliance 
within Defender for Cloud, initially measuring its 
cloud environments against the Microsoft Cloud 
Security Benchmark (MCSB). This assessment 
provides a secure score, highlighting areas of 
non-compliance and misconfigurations across 
their Azure, AWS, and GCP resources. The secure 
score serves as a baseline for operationalizing 
compliance efforts. 

Step 2: Selecting and applying standards 
Given its regulatory obligations, the company 
selects NIST SP 800-53 Rev. 5 and CIS Microsoft 
Azure Foundations Benchmark v2.0.0. as the 
primary standards to measure against its 
cloud resources. Through Defender for Cloud, 
these standards are applied to the company’s 
subscriptions, allowing for continuous monitoring 
and assessment of compliance status. 

Step 3: Automated and manual assessments 
Automated assessments identify several 
misconfigurations and non-compliant resources, 
including inadequate access controls and 
unencrypted data storage. Manual assessments 
are triggered for complex scenarios where 
automated remediation is not feasible, requiring 
detailed investigation by security admins. 

Example of manual investigation 
An assessment flagged “IAM authentication 
should be configured for RDS instance” fails 
for seven AWS RDS DB Instances, as per the 
MCSB standard. The security team reviews 
the assessment details, including the severity, 
mapped MITRE ATT&CK framework tactics, and 
remediation steps. They decide to manually attest 
specific security controls for these instances, 
providing necessary evidence for audit scenarios. 

Step 4: Remediation and attestation 
For automated assessments, the company 
utilizes Defender for Cloud’s remediation 
suggestions to correct misconfigurations. For 
manual investigations, security admins follow 
the provided remediation steps or attest to 
security controls, documenting the rationale for 
exemptions or alternative measures taken. 

Step 5: Compliance dashboard monitoring 
The company regularly monitors its compliance 
dashboard within Defender for Cloud, tracking 
improvements in the secure score and compliance 
status over time. The Compliance Over Time 
workbook is utilized to visualize the progress 
of their compliance journey, reflecting the 
operational efforts in addressing identified issues. 

Step 6: Custom standards and  
continuous improvement 
Recognizing unique operational requirements, 
the company creates custom standards using 
Azure policy and KQL queries for AWS and GCP, 
further refining their compliance monitoring and 
management processes. This iterative approach 
allows for continuous improvement of  
their compliance posture, adapting to  
evolving regulatory requirements  
and cybersecurity threats.
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Conclusion



As this comprehensive exploration of planning, 
deploying and operationalizing a CNAPP solution 
concludes, it’s important to reflect on the key 
takeaways that have emerged throughout this 
e-book. These insights encapsulate the essence 
of effectively implementing and benefiting from 
CNAPP, particularly in the context of  
Defender for Cloud.

Key takeaways from the e-book
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Comprehensive and 
integrated cloud 
security approach 
The adoption of CNAPP marks a significant shift 
in the landscape of cloud security. Traditionally, 
security measures in cloud environments have 
been compartmentalized, often leading to a 
fragmented and reactive defense mechanism. 
CNAPP, especially through platforms like 
Defender for Cloud, signals a new era. One 
where security is no longer a disjointed effort but 
instead, is a unified, integrated framework. 

This approach weaves together various aspects 
of security into a cohesive layer that covers the 
entire cloud ecosystem of an organization. These 
aspects include (but are not limited to): 

• Threat detection for identifying  
potential security breaches 

• Identity entitlement management for 
managing user access rights and privileges

• Governance and compliance for ensuring 
adherence to laws and regulations 

• Code-to-cloud security for safeguarding 
applications from development to 
deployment

• Data protection for securing  
sensitive information

This unified security framework is not merely 
about consolidating tools and processes; it 
represents a fundamental change in how 
security is perceived and implemented. It breaks 
down silos between different security domains, 
ensuring that insights and intelligence are shared 
across the entire spectrum of cloud security. 

This integration enables a more robust and 
comprehensive defense mechanism, one that is 
equipped to handle the complex and evolving 
challenges of the cloud. 

Moreover, CNAPP, with tools like Defender for 
Cloud, drives organizations beyond the confines 
of reactive security measures. Traditionally, 
security teams have often found themselves in 
a perpetual cycle of responding to incidents as 
they occur—a stance that, while necessary, is 
not sufficient in the face of sophisticated and 
proactive threat actors. CNAPP introduces a 
proactive strategy, equipping organizations with 
the capabilities to predict, prevent, and respond 
to threats in real-time.

This proactive approach is grounded in the use 
of advanced analytics, threat intelligence, and 
predictive modeling. It allows organizations to 
foresee potential security issues before they 
manifest into full-blown incidents. For instance, 
by analyzing vulnerabilities, various risk factors 
and levels, misconfigurations, over-permissive 
roles, and system interactions, Defender for Cloud 
can identify anomalies and attack vectors that 
may signify an impending threat. This foresight 
enables organizations to take preemptive 
measures, such as reinforcing vulnerable points, 
tightening access controls, or updating security 
policies, mitigating risks before they escalate  
into actual breaches. 

In essence, the comprehensive and integrated 
cloud security approach championed by CNAPP, 
particularly through Defender for Cloud, 
represents a paradigm shift from a historically 
reactive security posture to a more anticipatory, 
proactive, and holistic strategy. This shift is 
crucial in an era where cloud environments 
are not only integral to business operations 
but also increasingly complex and targeted by 
sophisticated cyberthreats.
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Another defining aspect of Defender for Cloud is 
its scalability and customization. The platform is 
designed to be adaptable, catering to the diverse 
needs of different organizations. Whether it’s a 
small startup or a large enterprise, Defender for 
Cloud can scale its services to match the size and 
complexity of any business. This scalability is not 
just in terms of the volume of data or the number 
of cloud resources it can manage but also in the 
granularity of its security controls and features. 

Recognizing that each organization has unique 
security needs and challenges, the platform 
allows for significant customization in its 
deployment. Organizations can tailor the security 
features, alerts, and reports to fit their specific 
requirements. This level of customization ensures 
that businesses are not just using a solution 
that meets their operational needs and security 
objectives. For example, a financial institution 
might prioritize securing transaction data and 
compliance with financial regulations, while a 
healthcare provider may focus more on patient 
data privacy and healthcare standards. Defender 
for Cloud can be configured to focus on these 
specific areas, providing targeted and effective 
security measures. 

In conclusion, Defender for Cloud emerges 
as a versatile and comprehensive tool in the 
CNAPP landscape, offering in-depth protection 
across diverse cloud environments and the 
ability to scale and customize according to the 
varied needs of businesses. Its role in providing 
extensive, adaptable, and tailored cloud security 
makes it an invaluable asset for organizations 
looking to secure their cloud-native  
applications and infrastructure.

Maximizing the 
capabilities of 
Defender for Cloud 
Defender for Cloud stands out as a 
comprehensive security solution, offering a depth 
and breadth of protection that is both extensive 
and nuanced. This platform’s capabilities span 
across various cloud environments and services, 
making it a remarkable solution against an array 
of cyberthreats. Its protection incorporates the 
foundational layers of infrastructure security 
and extends to the more complex realms of 
cloud application-layer defense. Such extensive 
coverage is crucial in a landscape where threats 
can emanate from any level—be it a low-level 
network vulnerability or a high-level  
application exploit. 

The strength of Defender for Cloud lies in its 
holistic approach to cloud security. It provides a 
unified defense mechanism that includes real-
time threat detection, automated responses to 
security incidents, and continuous compliance 
monitoring. For instance, it offers advanced threat 
protection capabilities that detect and neutralize 
threats at the earliest stages, using sophisticated 
algorithms and machine learning to identify 
patterns indicative of cyberattacks. Moreover, 
its compliance management features ensure 
that organizations stay aligned with necessary 
regulatory standards, thus safeguarding against  
compliance-related risks. 
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Another critical aspect of Defender for Cloud is 
its dynamic compliance framework. Given the 
fluid nature of cloud services and the frequent 
updates in regulatory standards, a static approach 
to compliance is no longer viable. Defender 
for Cloud responds to this challenge with a 
compliance framework that is comprehensive and 
adaptable to changes in the regulatory landscape. 

This dynamic framework is regularly updated 
to reflect the latest compliance requirements 
and best practices. It ensures that organizations 
are not caught off guard by new regulations or 
amendments to existing ones. The platform’s 
ability to adapt quickly to these changes is a 
cornerstone of its effectiveness in managing 
compliance. It provides organizations with 
assurance that their compliance posture is robust, 
current, and aligned with the latest standards. 

Moreover, this flexibility is vital for organizations 
operating across different regions with varied 
compliance requirements. Defender for Cloud’s 
evolving framework allows organizations to 
customize their compliance settings to cater 
to specific regional laws and standards. This 
customization is crucial for businesses that 
operate internationally, providing a unified yet 
flexible compliance solution that accommodates 
diverse regulatory environments. 

In summary, streamlining compliance in 
the complex regulatory landscape of cloud 
computing is an area where Defender for Cloud 
shines. Its capabilities in automating compliance 
management and offering a dynamic compliance 
framework not only simplify compliance but 
also ensure that organizations can confidently 
navigate the ever-changing regulatory waters.  

Streamlining compliance 
in a complex regulatory 
environment 
Regulatory landscapes are both complex and 
ever evolving. Managing compliance poses 
significant challenges for organizations, especially 
those leveraging cloud services. It necessitates 
a dynamic and sophisticated approach to 
compliance, an area where CNAPP solutions 
like Defender for Cloud excel by significantly 
streamlining this process. 

The automation of compliance management 
is one of the most significant contributions of 
CNAPP in simplifying the compliance journey. 
Defender for Cloud is a comprehensive CNAPP 
solution that addresses the multifaceted nature 
of compliance by automating compliance-related 
tasks. This automation extends to continuous 
compliance checks and monitoring, ensuring that 
organizations can satisfy the latest regulatory 
standards. It’s not just about automating the 
detection of compliance drifts; the platform  
also provides actionable insights that  
guide organizations in maintaining  
adherence to these standards. 

For instance, in a scenario where an organization 
is subject to multiple regulatory requirements 
across different jurisdictions, manually keeping 
track of compliance can be both error-prone and 
resource-intensive. Defender for Cloud mitigates 
this by offering automated tools that continuously 
scan cloud environments, promptly identifying 
areas at risk of falling out of compliance. This 
proactive detection is complemented by detailed 
reports and recommendations, providing clear 
guidance on how to rectify compliance issues. 
This level of automation reduces the burden on 
compliance teams, enabling them to focus on 
strategic compliance management rather than 
getting mired in repetitive monitoring tasks.
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This early detection is crucial as it allows for 
immediate remediation, thereby preventing the 
propagation of security issues into later stages  
of the application lifecycle. 

The shift-left paradigm also encompasses the 
seamless transition of security practices from 
code development to cloud deployment. This 
continuity is essential for maintaining a robust 
security posture throughout the application 
lifecycle. Defender for Cloud ensures that the 
security measures implemented during the 
development phase are carried forward as  
the application moves to the cloud. 

In the cloud deployment phase, Defender for 
Cloud provides vigilant monitoring and protection 
of the application. This includes safeguarding 
against runtime threats, ensuring compliance 
with cloud security standards, and providing 
continuous insights into the security posture of 
the deployed applications. The platform’s ability 
to offer consistent security monitoring and 
management across different cloud environments 
and services ensures that applications remain 
secure in their operational phase. 

Adopting the shift-left approach in the 
CNAPP framework, with the support of 
tools like Defender for Cloud, is more than a 
methodological change; it represents a cultural 
shift towards a proactive security mindset. In 
today’s dynamic cloud environment, where 
new threats emerge rapidly, being proactive is 
not just beneficial but essential for maintaining 
security. This approach enables organizations to 
anticipate potential security issues and address 
them preemptively, thus reducing the likelihood 
of security breaches and ensuring a more  
resilient cloud ecosystem. 

This streamlined approach to compliance is 
a testament to the advanced capabilities of 
Defender for Cloud as a leading CNAPP solution, 
offering peace of mind and operational efficiency 
in an area traditionally fraught with  
complexity and challenges.

Embracing the  
shift-left paradigm in 
cloud security: From 
code development to 
cloud deployment 
When considering Defender for Cloud, a crucial 
takeaway from this e-book is the emphasis on 
the shift-left paradigm in cloud security. This 
paradigm marks a significant transition in how 
organizations approach security, moving from 
a traditional, reactive stance to a proactive 
strategy that embeds security practices early 
in the development lifecycle, a concept that 
has gained top importance in the CNAPP 
context. This integration ensures that security 
is not an afterthought but a fundamental 
component of the application from the very 
beginning. By incorporating security during the 
code development phase, organizations can 
significantly reduce vulnerabilities and  
mitigate risks before they escalate into  
more significant threats. 

Defender for Cloud plays a critical role in 
facilitating this shift-left approach. It provides 
tools and capabilities that allow developers to 
identify and address security concerns during the 
coding process itself. For instance, Defender for 
Cloud can be integrated into the CI/CD pipelines, 
enabling automated security checks that identify 
vulnerabilities and misconfigurations in the code.  
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Moreover, data provided by the integration 
ensures that SOCs are always operating with 
the most current information. This immediacy 
is critical in a landscape where threats evolve 
rapidly, and delayed responses can have 
significant consequences. 

Another key aspect of empowering SOCs with 
CNAPP insights is the strategic use of data and 
insights for decision-making. The wealth of 
data generated and processed by platforms like 
Defender for Cloud provides SOCs with a rich 
resource for operational decision-making and 
strategic planning. 

This data-driven approach enables SOCs to 
transition from a primarily reactive stance to a 
more proactive and strategic one. By analyzing 
trends, patterns, and anomalies in the data, SOC 
teams can anticipate potential security issues and 
develop strategies to mitigate them before they 
materialize. For instance, if the data shows an 
increasing trend in a certain type of attack vector, 
the SOC can strengthen defenses in  
that area proactively. 

These insights also play a crucial role in  
resource allocation and prioritization. With a 
clear understanding of the most pressing threats 
and vulnerabilities, SOC teams can allocate their 
resources more effectively, focusing on areas 
that require immediate attention. This strategic 
allocation of resources improves the overall 
security posture and ensures that SOC efforts  
are optimized for maximum impact. 

In conclusion, the integration of CNAPP insights 
into SOC operations represents a significant 
leap forward in security management. By 
providing advanced analytics platforms like 
Defender for Cloud, SOC operations grow more 
efficient, effective, and strategically focused. 

In conclusion, the shift-left paradigm underscores 
the importance of integrating security at every 
stage of the application lifecycle, from code 
development to cloud deployment. Leveraging 
the capabilities of CNAPP and Defender for Cloud, 
organizations can embrace this paradigm to 
ensure that security is a foundational element of 
their cloud-native applications. This proactive and 
integrated approach to security is a key takeaway 
for organizations aiming to fortify their defenses 
in the evolving landscape of cloud computing.

Empowering SOC with 
advanced insights 
The integration of CNAPP insights, particularly 
through Defender for Cloud, into Security 
Operations Center (SOC) operations marks 
a significant improvement in how security 
monitoring and incident response are conducted. 
This integration improves traditional SOC 
functions by introducing them with security 
posture and advanced threat protection alerts, 
thereby significantly enhancing both  
efficiency and efficacy. 

The foundation of this transformation lies in 
the analytics capabilities provided by CNAPP 
solutions like Defender for Cloud. These 
capabilities allow for a more nuanced and 
in-depth analysis of security posture and its 
contextualization, moving beyond basic alert 
systems to a more comprehensive understanding 
of the security landscape. For example, instead 
of merely notifying the SOC team of a potential 
security breach, CNAPP insights can provide a 
detailed analysis of the compromised resources, 
scope, and potential impact. This level of detail 
encourages rapid and effective incident response. 
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It helps identify areas where improvements can be 
made, ensuring that the security posture remains 
strong and relevant. 

The second pillar of continuous improvement and 
adaptation in cloud security is the implementation 
of proactive and predictive security measures. 
Here, the advanced capabilities of Defender 
for Cloud shine. Defender for Cloud empowers 
organizations to not just react to security 
incidents as they occur but to anticipate and 
prepare for potential future security challenges. 

The proactive analytics in Defender for Cloud use 
a wealth of data from various sources to identify 
patterns and trends that could indicate emerging 
threats. This capability allows organizations to be 
proactive in their security measures. 

These mechanisms can identify potential threats 
and initiate proper remediations immediately. This 
level of automation enhances security and frees 
up valuable resources, allowing security teams to 
focus on more strategic initiatives. 

In summary, a commitment to continuous 
improvement and adaptation is a cornerstone 
of effective cloud security. By embracing 
adaptive security strategies and incorporating 
proactive, predictive measures, organizations can 
ensure that their security postures are not only 
robust but also agile and forward-looking. The 
capabilities of Defender for Cloud play a crucial 
role in this process, providing the tools and 
insights needed to stay ahead.

This empowerment of SOCs with advanced 
insights is a critical component in the ongoing 
evolution of cybersecurity practices, ensuring that 
organizations are better equipped to handle  
the complex and dynamic nature of  
modern security threats.

Commitment 
to continuous 
improvement and 
adaptation 
The ever-changing landscape of cloud computing 
demands an equally dynamic approach to 
security. This adaptive strategy is anchored in the 
principle of continuous learning and the regular 
reassessment of security postures. As  
new technologies emerge and cyberthreats 
evolve, organizations must remain vigilant, 
ensuring their security practices are not static 
but evolve in tandem with these changes. This 
approach is about creating a flexible security 
framework that can swiftly adapt to new 
developments, whether they are technological 
advancements or emerging security threats. 

Continuous learning plays a pivotal role in this 
adaptive strategy. It involves keeping up with 
the latest developments in cloud technology 
and cybersecurity. This learning isn’t limited to 
the IT and security teams but extends across 
the organization, fostering a culture of security 
awareness at all levels. 

Once you have that baseline knowledge, regular 
reassessment of the organization’s security 
posture is crucial. This reassessment is  
a comprehensive process that examines all  
aspects of security, from infrastructure and 
applications to policies and protocols.  
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Building and sustaining a 
security-first  
organizational culture 
The core of a security-first culture is the 
understanding that security is not solely the 
domain of the IT or security department but the 
responsibility of every person in the organization. 
Cultivating a security-conscious workforce 
involves introducing a sense of responsibility and 
vigilance in every employee, from the executive 
suite to the front lines. This means integrating 
security awareness and best practices into the 
very fabric of your organization’s operations  
and principles. 

Strategies for cultivating a  
security-conscious workforce include:

• Regular training and awareness programs 
that cover the fundamentals of cybersecurity, 
the specific security risks relevant to the 
organization, and the role each employee 
plays in safeguarding the organization’s 
digital assets. 

• Create an environment where security is a 
continuous concern and consideration. This  
could be facilitated through regular updates 
on emerging threats, the inclusion of security 
topics in team meetings, and open channels 
for discussing security concerns and reporting 
potential threats. Ongoing education and 
engagement. Microsoft offers a range of 
educational resources and training capabilities 
that can significantly bolster an organization’s 
security literacy.

Leveraging these resources ensures that 
employees are aware of the latest security threats 
and best practices and understand how to use 
the tools at their disposal to detect and respond 
to potential security incidents. 

Ongoing education should be dynamic and 
interactive, tailored to the diverse needs and 
roles within the organization. For instance, while 
technical teams may require in-depth training  
on specific security tools and protocols,  
non-technical staff may benefit more from 
general cybersecurity awareness sessions. 
Utilizing the resources provided by Microsoft, 
organizations can develop customized training 
modules that are both informative and engaging. 

Building a security-first culture is not a  
one-time event but a continuous process. This 
means regular updates to employees on your 
organization’s security posture, open forums for 
discussing security strategies, and encouraging 
feedback from employees on security practices. 
By fostering an environment of continuous 
learning and open communication, you can 
ensure that your workforce remains vigilant  
and proactive in identifying and  
mitigating security risks. 

In conclusion, building and sustaining a  
security-first organizational culture is a 
multifaceted endeavor that involves cultivating 
a security-conscious workforce and engaging in 
ongoing education and engagement. Through 
strategic use of resources like Defender for 
Cloud and a commitment to continuous security 
awareness, organizations can create a robust 
defense against the myriad cyberthreats they 
face. This security-first culture is not just about 
preventing breaches; it’s about fostering an 
organizational mindset where security is an 
integral and instinctive part of every  
action and decision.
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Evaluating success and 
return on investment 
The holistic view of ROI in the context of CNAPP 
deployment involves looking at the broader 
impact of the investment on an organization’s 
cybersecurity landscape. A primary measure  
of success is security posture improvement.  
Quantify this improvement through metrics like:  

• Reduction in the number of  
security incidents 

• Swiftness of threat detection  
and response 

• Overall enhancement in threat mitigation 
capabilities 
 

For instance, the deployment of Defender for 
Cloud may lead to a noticeable decrease in the 
frequency and severity of security breaches, 
reflecting a strengthened security posture. 

In addition to security enhancements, evaluating 
ROI also involves assessing efficiency gains in 
operational processes. The automation of security 
tasks streamlined compliance processes, and the 
integration of security into DevOps (DevSecOps) 
can lead to significant operational efficiencies. 
These efficiencies are often manifested in reduced 
time and resources spent on managing security 
incidents, compliance reporting, and routine 
security monitoring tasks. 

The strategic value of enhanced compliance and 
risk management is another critical component 
of ROI evaluation. With CNAPP solutions, 
organizations can better navigate complex 
regulatory landscapes, reduce the risk of  
non-compliance penalties, and align their security 
strategies with business objectives. This alignment 
not only helps safeguard against regulatory risks 
but also enhances the organization’s reputation 
for robust security and compliance standards. 

Understanding the ROI of CNAPP deployment 
also requires recognizing the intangible benefits 
that accompany the tangible ones. One of the key 
intangible benefits is the improved stakeholder 
confidence that comes from establishing a robust 
security framework. This increased confidence can 
manifest in various ways, such as higher investor 
trust, improved customer loyalty, and  
enhanced brand reputation. 

The deployment of CNAPP solutions like Defender 
for Cloud also can strengthen customer trust. In 
an era where data breaches are commonplace, 
customers are increasingly concerned about the 
security of their data. By implementing advanced 
CNAPP solutions, organizations can assure their 
customers that their data is protected against 
cyberthreats and reinforce customer trust and 
loyalty in the process. 

In summary, evaluating the success and ROI of 
CNAPP deployment necessitates a comprehensive 
approach that goes beyond financial analysis. 
It involves assessing improvements in security 
posture, operational efficiencies, and compliance 
and risk management, and recognizing both the 
tangible and intangible benefits. This holistic 
approach to ROI evaluation underscores the 
multifaceted value that CNAPP solutions bring 
to an organization, encompassing financial 
returns as well as strategic advantages in security, 
efficiency, and stakeholder trust.
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Anticipating the future of 
CNAPP and cloud security 
The relentless drive for innovation in cloud 
technology requires a parallel commitment to 
security. In this dynamic relationship, Defender for 
Cloud serves as an essential enabler. It provides 
a robust yet flexible security framework that 
can adapt to new and emerging technologies. 
As organizations adopt new cloud services 
and experiment with advanced technologies, 
Defender for Cloud stands as the guardian, 
ensuring these innovations are securely 
integrated within the existing IT landscape. 

The platform does this through continuous 
vulnerability monitoring, real-time threat 
intelligence, and rigorous compliance adherence. 
For example, as new cloud-based applications 
and services are integrated within the 
organizational fabric, Defender for Cloud ensures 
they align with the overall security posture, 
effectively extending its protective umbrella  
over these innovations. 

In the constantly shifting terrain of cybersecurity, 
readiness for emerging threats is crucial. This 
preparedness involves staying abreast of 
evolving threats and strategically adapting 
security strategies. Defender for Cloud plays an 
instrumental role in this preparedness. It offers a 
panoramic view of the evolving threat landscape, 
underpinned by advanced analytics and machine 
learning. This capability allows organizations 
to anticipate potential security incidents and 
proactively fortify their defenses. 

For example, Defender for Cloud can alert 
organizations to global trends in cyberattacks, 
enabling them to bolster defenses against specific 
threats. Its machine learning algorithms analyze 
patterns and predict potential breaches, offering 
a prescient view of potential vulnerabilities. 

Moreover, its agility in integrating with emerging 
technologies ensures that as the cloud landscape 
evolves, so too does the organization’s security 
strategy. Defender for Cloud continually 
updates its capabilities, mirroring the pace of 
technological innovation. This ensures that 
security strategies are not left behind but evolve 
in concert with new technological developments. 

In conclusion, Defender for Cloud emerges as 
an indispensable partner. It facilitates a delicate 
balance between the pursuit of innovation 
and the imperative of security. Its predictive 
capabilities, integration with emerging 
technologies, and continuous updates make it 
a cornerstone in future-proofing organizations 
against an ever-changing array of cyberthreats. 

In the future landscape of CNAPP and cloud 
security, where innovation and security coexist 
in a dynamic equilibrium, Defender for Cloud 
stands as a beacon, guiding organizations safely 
and confidently into uncharted territories of 
technological advancement.
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