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Introduction
Moving to the cloud requires a new approach 
to security. As you enable employees to 
work from virtually anywhere and from any 
device of their choice, your organizational 
access perimeters and boundaries change. 
Your new security controls need to adapt to 
this dynamic environment and be able to 
quickly respond to the constantly evolving 
threat landscape. 

With an uptick in app usage and the breadth of applications being used combined with 
employees accessing company resources outside of corporate perimeters, better protection is 
needed. SaaS security combines fundamental app protection (discovery, information protection, 
anomaly detection) with modern ways to secure apps. Microsoft Defender for Cloud Apps offers 
a holistic SaaS security approach that delivers capabilities to address these new attack vectors 
across prevention and protection throughout the app usage lifecycle. Microsoft’s unique 
approach helps security professionals easily start with SaaS security protection no matter 
where they are in their app protection journey. 

In this guide we share the top use cases for SaaS Security that we recommend as a baseline 
for a successful implementation to improve your cloud security. 

The use cases can be leveraged as a starting point during a proof of concept, or as you’re 
getting ready to deploy your SaaS Security solution solution and want to prioritize 
your deployment. 



A comprehensive SaaS Securith solution
   

  
   

   
 

  
  

   
  

  

Defender for Cloud Apps is a 
multimode SaaS Security solution. 
Get full visibility of your SaaS app 
landscape and take control of your 
apps with Microsoft Defender for 
Cloud Apps which combines SaaS 
security posture management, data 
loss prevention, app to app 
protection and integrated threat 
protection to ensure holistic 
coverage for your apps. 



 

   
    

   
  

   
 

   
   

    

 

Discover SaaS applications 

1. Shadow IT Discovery
Discover SaaS applications that are in use in 
your environment across our cloud app catalog 
containing more than 30,000 applications. 

Requirements 
Defender for Endpoint, Log Collector, 
Zscaler, iBoss, API Upload 

Learn more about discovery and assessment 

2. Shadow IT Assessment
Categorize discovered SaaS apps and apply tags 
(Monitor, Sanctioned, Unsanctioned, or create 
your own). 

Requirements 
Defender  for  Endpoint, Log  Collector, Zscaler, 
iBoss, API  Upload 

Learn more about discovered app filters and queries 

https://learn.microsoft.com/en-us/defender-cloud-apps/best-practices#discover-and-assess-cloud-apps
https://learn.microsoft.com/en-us/defender-cloud-apps/discovered-app-queries


https://learn.microsoft.com/en-us/defender-cloud-apps/governance-discovery


  

   

    
   

    
   

 

 

SaaS security posture management 

4. SaaS security posture
management 
View misconfigurations in connected SaaS 
applications and get details from Microsoft Secure 
Score on how to proactively prevent the 
misconfigurations with links to 
vendor documentation. 

Requirements 
App connectors 

Learn more about security posture management 
for SaaS apps 

https://learn.microsoft.com/en-us/defender-cloud-apps/security-saas
https://learn.microsoft.com/en-us/defender-cloud-apps/security-saas


https://learn.microsoft.com/en-us/defender-cloud-apps/dcs-inspection
https://learn.microsoft.com/en-us/defender-cloud-apps/azip-integration
https://learn.microsoft.com/en-us/defender-cloud-apps/tutorial-dlp


 

    
   

    
   

   
 

Information protection 

7.  Protect  data  in  motion 
Apply policies to data moving between boundaries 
within a browser session using inline proxy. This 
provides the ability to block upload/download/ 
copy/paste/apply label on unmanaged devices. 

Requirements 
Conditional Access app control, Azure Active 
Directory or third-party identity provider 

Learn more about Conditional Access app control 

https://learn.microsoft.com/en-us/defender-cloud-apps/use-case-proxy-block-session-aad


https://learn.microsoft.com/en-us/defender-cloud-apps/best-practices#use-the-audit-trail-of-activities-for-forensic-investigations
https://learn.microsoft.com/en-us/defender-cloud-apps/policies-threat-protection#detect-compromised-account-by-impossible-location-impossible-travel
https://learn.microsoft.com/en-us/defender-cloud-apps/policies-threat-protection


https://learn.microsoft.com/en-us/defender-cloud-apps/user-activity-policies
https://learn.microsoft.com/en-us/defender-cloud-apps/policies-threat-protection


https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-security-center-defender-cloud-apps?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/incident-response-overview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/incident-response-overview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/incidents-overview?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/incidents-overview?view=o365-worldwide


https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender-integration-with-azure-sentinel?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/streaming-api-event-hub?view=o365-worldwide


https://learn.microsoft.com/en-us/defender-cloud-apps/security-saas
https://learn.microsoft.com/en-us/defender-cloud-apps/security-saas
https://learn.microsoft.com/en-us/defender-cloud-apps/app-governance-visibility-insights-view-apps


    

   
  

 

  

App to app protection using App Governance 

18.  OAuth  app enforcement 
Automatically revoke apps identified 
in OAuth policies and App 
Governance policies. 

Requirements 
App connectors,  App Governance 

Learn more about managing OAuth apps 

Learn more about getting started with app policies 

https://learn.microsoft.com/en-us/defender-cloud-apps/manage-app-permissions
https://learn.microsoft.com/en-us/defender-cloud-apps/app-governance-app-policies-get-started


https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-defender-cloud-apps
https://aka.ms/DefenderforCloudAppsBlogs
https://aka.ms/DefenderforCloudAppsdocs
https://www.microsoft.com/en-us/videoplayer/embed/RE5cBf5
https://www.microsoft.com/en-us/videoplayer/embed/RE5d0tz
https://aka.ms/DefenderforCloudAppsOverview
https://aka.ms/appgovernanceDocs
https://aka.ms/appgovernancePreview
https://customers.microsoft.com/en-us/story/1533498470440672355-bp-energy-app-governance?culture=en-us&country=us
https://customers.microsoft.com/en-us/story/1533498470440672355-bp-energy-app-governance?culture=en-us&country=us
https://customers.microsoft.com/en-us/story/1533498470440672355-bp-energy-app-governance?culture=en-us&country=us
https://customers.microsoft.com/en-us/story/1533498470440672355-bp-energy-app-governance?culture=en-us&country=us
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