
Protect student data
Safeguard your institution against cybersecurity threats

As of March 1st, 2022 industries most affected by malware encounters:

of all ransomware 
engagements are in

education

Of the 46% of nation state adversary 
threats targeting US entities, 3% were for 

education

Of all the industries affected by phishing, 
higher education is in the  

top 10

On average, only 65% 
of data was restored after 

ransom was paid

www.microsoft.com/en-us/security/business/microsoft-digital-defense-report
www.microsoft.com/en-us/wdsi/threats
www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-in-healthcare-2021-wp.pdf
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Protect your school
 Complete your free cybersecurity assessment: 

www.microsoft.com/en-us/security-assessment 

Sources

Education has the 

highest remediation 
cost of any other sector

Education is targeted in 12% 
of observed China-based 

security threats

46%



Protect student data | K–12 education
Safeguard your institution against cybersecurity threats

www.edscoop.com/k12-cyberattacks-rose-2021 
www.edscoop.com/cyber-incidents-k12-schools-expected-rise-86-percent 
www.thejournal.com/articles/2020/12/11/k12-has-become-the-most-targeted-segment-for-ransomware.aspx 
docs.microsoft.com/en-us/security/compass/human-operated-ransomware
www.microsoft.com/en-us/security/business/microsoft-digital-defense-report?rtc=1
www.bleepingcomputer.com

Sources

Protect your school
 Complete your free cybersecurity assessment: 

www.microsoft.com/en-us/security-assessment 

rise in premiums is attributed to the 
sudden spike in numbers and  

severity of threats

of US data breaches affected  

school district 
vendors or partners

In 2020, an average of 2 incidents 
per school day were experienced by 

K–12 districts 

Ransom demands made to schools 
increased, in some cases exceeding  

$1,000,000 

In 2020, Microsoft security researchers 
tracked a 121% increase in 

 ransomware encounters 

of ransomware attacks in early fall 2021 
were targeted at K-12, likely exploiting  

remote learning

57%

expected rise in cyber 
incidents against  

K–12 schools

75%

86%
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docs.microsoft.com/en-us/security/compass/human-operated-ransomware
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