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MAKE BETTER DECISIONS UP TO

OF THE TIME















At Microsoft, our mission is to empower every person
~and every organization on the planet to achieve more.
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Microsoft 365 Security Center

i Share [-] Comments and history [ Actions and assistance

Dashboard > Incident

B

Incident #496 Alerts Devices  |dentities  Investigations Incident graph  Action center ICuIIapse table

Edit incident name

EEE High 00 Export [F Customize columns < Filters

Conditional access applied

N &

“ Triggering alert Investigation state Investigated entities Start date Duration
NCIDENT DETAILS
o Email reported as phishing Remediated L0 contjonawoelcot = Jonathan.wolcott@contoso Jul 03,2018 09:26 AM
Status
e @ Suspicious PowerShell Remediated L1 contjonawolcot Jul 03, 2018 09:26 AM 00:00:23

I

Classification
True paositive Golden ticket compromised Running W Jonathan Wolcott Jul 03, 20

‘_.
o

09:26 AM 00:00:23
Set status and classification

r‘
oo

Spear-phishing attack Remediated Ll cont-jonawolcot Jul 03, 20 09:26 AM 00:00:20
Assigned to

Dan Smith

Unassign

Category

Compromised mailbox  Suspicius activity

CONTAINMENT NVESTIGA

Persistence  Credential Theft

Compromised account  Suspicius activity REMEDIATED:
Process based pivot = Investigative and remediate

Find Process by CLI similarity > suspicious Process
Find process by behavior

Remove
=, Conditional Access [ conpieven | REMEDIATEG 5 Conditional Access
Alerts [.] File based pivot ‘= Investigative and remediate
Suspicious PowerShell REMEDIATED > Find devices by file hash > suspicious File >

Find devices by file similarity hash

L1 Device + Time based pivot ‘= Investigative and remediate
ACTIVE Find Suspicious authentication >

suspicious user device
Find user's devices No threat found

EI Remove

ﬁ Machine Restriction Machine Restriction

Activity time
First - Jul 03, 2018
Last- Jul03, 2018

Duration

00H :03m : 23s
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O https://security.microsoft.com

Microsoft 365 Security Center

Incident #496

Edit incident name

EEE High

Conditional access applied

MCIDENT DETAILS

Status

Active

Classification
True positive

Set status and classification

Assigned to
Dan Smith
Unassign

Category

Compromised mailbox  Suspicius activity

Persistence  Credential Theft

Compromised account  Suspicius activity

ACTIVE

Activity time
First - Jul 03, 2018
Last- Jul03, 2018

Duration

00H :03m : 23s

Dashboard > Incident

Alerts Devices  |dentities  Investigations

“ Triggering alert

Email reported as phishing
@ Suspicious PowerShell
Golden ticket compromised

Spear-phishing attack

Alerts
Suspicious PowerShell

Incident graph  Action center

Investigation state

Remediated
Remediated
Running

Remediated

CONTAINMENT

=, Conditional Access

ﬂ Machine Restriction

>

Investigated entities

L0 contjonawoelcot = Jonathan.wolcott@contoso

Ll cont-jonawolcot
W Jonathan Wolcott

Ll cont-jonawolcot

Process based pivot
Find Process by CLI similarity
Find process by behavior

[.] File based pivot

Find devices by file hash
Find devices by file similarity hash

L1 Device + Time based pivot
Find Suspicious authentication
Find user's devices

MNWESTIGA

REMEDIATED

Investigative and re|
suspicious Process

REMEDIATED

Investigative and re|
suspicious File

Investigative and rel
suspicious user devi
Mo threat found

b
i

Suspicious PowerShell

Remediated

Investigation details

Severity
uE Medium

Status

Running

First activity
Jul 03,2018 9:29:42 AM

Investigation chart

= Email Investigation
Email search: 247 total

218 phish in Junk
29 phish in Inbox

2 User investigation

Users search: 62
4 users with anomalies

[[] Datainvestigation

Data search: 1542 files
2 documents at risk

Open playbook log Close

Threats found
#Malwear

Category

Suspicious activity

Last activity
Jul 03,2018 9:32:42 AM

2 Trigger alerts
" Suspicious PowerShell - 3

Remediation complete

= Threat found

#Malwear

Remediation

Actions: Complete
Reset 4 user accounts
Delete 247 email

Block 2 URLs

Remave sharing 2 docs
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https://www.microsoft.com/ja-jp/biz/security/digital-trust-check.aspx
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Achieve Zero Trust with Azure AD conditional access
https://www.microsoft.com/en-ww/security/technology/identity-access-management/zero-trust

From perimeter security to Zero Trust

Establish identity as the control plane Assume every resource is on the open internet Never trust—always verify
Today, users work anywhere with multiple devices and apps. The To ensure the security of your corporate data, the second step is to Finally, every access must be verified. Azure AD conditional access
only constant is user identity. That's why the first step to Zero Trust connect all your on-premises and cloud apps along with your user provides you the ability to verify identity, device, app, data, and risk

is making identity your security control plane. identities and their devices to the cloud. signals before allowing access.



https://www.microsoft.com/en-ww/security/technology/identity-access-management/zero-trust

AIZINEH ?

1 NHK ) -TJI1C81F3T79.)09-U-F-1ZEE LT
o JI-TLEEZBNOTIREHICTITAZ LI AN

2 2020 FE(CMIFT
o SFXBIUVAMN-WEURY

3 BRAIEILTEZAXV N TCRELL
o HICUAN-WEZZITWSEE

PO SAMERERZEICEIR TZS Microsoft 365 E5 DE AL RIE



S HELISNBERS £OR5AF = SELEVETI
BRELEVDT, A THELEITITHER IS

[ 7 PR ?‘/\"flliﬁéﬂgn—(ma ?
o N TIPALTWAA LAY ?
O FOEALTERWF AR 2

ﬁ ... BEBAOTIEAMEZIELN?
° HELTEVWWNEHR ?

y . W=V EBFSN TN ?

TTUDRAE A ?




L% DEYINZEZH PORSA = EELEVETI
BRELEVDT, A THELEITITHER IS

[] ?“/\"fl@f#l') T LRIV E R RIS
I batfil IELSHERFT 5

[ AEBEAZRE UL ARZERLET S

L] ID OBYITELERELT T EAZHIRT 5

o> W O 0702208V ZDE0
FIEAER G
[ BEBFLEREEY, BEERESNELT
\ - (REiE  REWES)IB

L] AEhLOIER R RER <

) ] B RORE ST OAREE.
prommmy BiE FOEARRETELTS

(] 7TV I BTN IERIRIEEIREHT S



BFARTE WA LZTFIVIL, SEROXIKERET

R NGOV a5 M)

M TIAZ20TF3UT LAV &R (C
IELSHERFS S

[ AEBEAZRE UL ARZERLET S

(] ID ORYTHLERELT T ERAEHIBRT S
(] 2£3UT1VRIDEmWT NI ADB0
TR A%H<

[ REBFICKERY . BEBERESFELT
tri& (BE=1k) 9%
L] REBho0EHRRREN<

L] BEZIFRORFZFT VAR SEH,
FORRAERIRILT S

(] 7TV I BTN IERIRIEEIREHT S

BRI R

= FNAADEFIVTAEE (ENTI)
= TINAANDE BIRH & BENEE

= UZIR-2R3
= BERREBTNAADT T2 AHIR

= J71IVDHFE - RE
= BRSO P HEZR LE

= EERBEROAIRIEBBEE
= NER- AERIBITO AR £ B Lk




BFARTEI WL ETFIVI L, SEROXIRERET

= Microsoft 365 E5 DE A% RE BERH
—hes | ETEd - | = FzorEvTEE @0
ES l‘-’j%*— l-/tj - ’ = FIMANDB Ei&H & BEHB1E
° ‘B\D oA I\O)EEIE’E’JZ\%@ - JATN—AEDz
F—EANITANTEENTNS

- ERRET NI ADT IS
Microsoft 365 | bR T INAADT I 12 A BR

> B PSR LWL E5 TS ATAE
]/Eﬂ\?,, }‘\L’El’ S e T s s ose rE
(ERINGZBIFHRNLEOmER e o A L
ZREIRH. WIcOBEE1L) .

« J5IRBO TR CEA A Il

= NER- AERIBITO AR £ B Lk

-+

(Azure Sentinel)

PAN A1 -
SHEFHmLIL { = 759 REL SIEM / SOAR ({F3E)




= ),

eNHK Z)L—2HBITB 77/ a>y—) —K—0pFEL LT,
XTI WNTH, U—X vy THFREBET S,

s BELEMMLHRINOZ S > T, NHKZIIL—T DI 5T,
HARICEBENT D,

N H K Technologies



0 DIGITAL
TRUST
Summit 2019



m Microsoft

Demo:

Microsoft Defender
Security Center

EZEREEFEDER (TVM)

/QGITAL

0 LAY

Summit 2019

—_—
.
»
e .—__d ,
/ . -
. == ‘Ln—_,_
. i —— _
— i Microsoft Defender Security Center w @& 72 0O
= Security operations
@ Active alerts Active automated investigations
L
=
&

o

4
‘ Active
1
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3 Microsoft Defender ATH
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F Microsoft Defender ATH
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15758 Secure score

"
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-
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15747
Microsoft secure score Secure score over time

o I
o I

y 15756 W Window:
o I ’ i 6 3 6
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Jun 12, 2019

Sensor health
15753

15752

15751
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Improvement opportunities

Improve organizati i d e listed recommendations to the 3

For more information,



Microsoft Defender
Advanced Threat Protection
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Microsoft 365

VTN THEESINEEFIVT1

Azure Sentinel
Cloud Native SIEM and SOAR
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Microsoft
Azure Sentinel

Cloud native SIEM and SOAR
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https://graph.microsoft.com
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Web apps Device & native Bots Background Analytics dashboard & Automation
apps processes tools workflows

Common Libraries, Authentication, and Authorization
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Graph Security API

Federates Queries, Aggregates Results, Applies Common Schema

¢ 1| & <> 9 o) A 9

Microsoft .
Office 365 ATP A ATP
Defender ATP ! Zure Identity Protection

Azure AD Azure Security Azure Information

Cloud App Security Center Protection Azure Sentinel

Lookout ‘fﬁSymantec

(coming soon) (coming soon)
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