
Workshop - Microsoft Defender for
Office 365

WorkshopPLUS
Duration: 1 Day [ Remote | Onsite ]

Difficulty Level: 200 - Intermediate

Description
This engagement is designed to give you a comprehensive
overview and deeper understanding of Microsoft Defender for
Office 365 (MDO). Microsoft experts will help you explore topics
such as MDO architecture, features, and settings. They will guide
you through best practices for configuring MDO, ensure you
understand safe attachments and safe links, and teach you about
automated investigation and response. Additionally, you will
gain insights into reporting.

Objectives
• Gain a deeper understanding of Microsoft Defender for
Office 365.

• Optimize your MDO configuration.
• Establish proficiency in using advanced settings in MDO.
• Gain basic troubleshooting skills for MDO-related issues
and learn how to investigate security incidents using tools
in the security and compliance center.

Outcomes
• Understand the administration and configuration of MDO.
• Deploy knowledge of MDO configuration, administration,
reporting, and incident investigation.

Methodology

Learn by example

Engage in discussions and presentations to deepen your
understanding of Microsoft Defender for Office 365.

Scope

This offering is focused on the tools included in the Microsoft
Defender for Office 365 add-on license. These tools are available
for all Office 365 tenant types.

Agenda

Day 1

• Introduction to MDO
• Understanding Anti-Phishing
• Understanding Safe Links
• Managing Safe Attachments
• Utilizing the Attack Simulator
• Navigating the Explorer
• Implementing Automated Investigation and Response
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Delivery Outline

Requirements

Participants

• IT staff who work with email systems.

Skill Requirements

• Familiarity with Microsoft Defender for Office 365.

• IT staff who have designed, deployed, managed, or who are
willing to use Microsoft Defender for Office 365 environment.

• Staff currently working as Office 365 Administrator.

Time Commitment

• One full-day commitment with relevant roles.

Delivery Requirements

• Microsoft/Windows Live ID to connect to the virtual
environment.

• Supported version of Windows / Office.

• Modern browser, such as Microsoft Edge (or equivalent).

• Internet access.

Knowledge Transfer and Implementation

Day 1 Modules 1-7
• MDO - An Overview

• MDO - Anti-Phishing

• MDO - Safe Links

• MDO - Safe Attachments

• MDO - Attack Simulator

• MDO - Explorer

• MDO - Automated Investigation and
Response

If you are interested in this engagement for your organization, contact your Microsoft Account Representative.
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