
CONFERENCE AGENDA
All keynotes and sessions will be held in Anvaya Hall

DAY 1, WEDNESDAY MAY 14 DAY 2, THURSDAY MAY 15

Registration (8:00 to 10:00AM in Anvaya Lobby) Registration (8:00 to 10:00AM in Anvaya Lobby)

10:05AM

Opening remarks by Tom Gallagher
VP, Engineering, Microsoft

10:05AM

Opening remarks by Charu Srinivasan 
CVP, Engineering, Microsoft

Keynote by David “Dwizzzle” Weston
CVP, Security, Microsoft

Keynote by Ram Shankar Siva Kumar
Partner Research Lead, “Data Cowboy”, Microsoft

Tea and Coffee Break (11:15 to 11:30AM in Anvaya Ballroom) Tea and Coffee Break (11:15 to 11:30AM in Anvaya Ballroom)

11:30AM
Variant Hunting: How MSRC uses submission 
data to find dozens of security vulnerabilities
Presented by George Hughey, Microsoft

11:30AM

Unleashing LLMs: Mastering the Art of Guardrail 
Evasion 
Presented by Omkar Joshi and Pallavi Deshmukh, 
Coupa Software

12:05PM
Incident Response in Virtual Infrastructure: 
Combating APT and eCrime Threats
Presented by Thirumalai Natarajan, Mandiant

12:05PM
Hacking Deepfake Image Detection System with 
White and Black Box Attacks
Presented by Sagar Bhure, Microsoft

Lunch (12:40 - 1:55PM in Anvaya Ballroom) Lunch (12:40 - 1:55PM in Anvaya Ballroom)

2:00PM

A Curse of Black Basta – Inside the $100M 
Ransomware Empire Targeting Critical 
Infrastructure Presented by Vaibhav Deshmukh 
and Sudhir Devkar, Microsoft

2:00PM

Serverless Phishing 2.0: Cloud Workers in Identity 
Based Attacks
Presented by Yash Bharadwaj and Manish Gupta, 
CW Labs

2:35PM
Breaking the Signal: Red Teaming Mobile 
Networks in 2025 
Presented by Ali Abdollahi, Canon

2:35PM

Detecting the Undetected: Graph-Based 
Techniques to Enhance Cloud Application 
Security
Presented by Rituraj Jodha, Microsoft

Tea and Coffee Break (3:05 to 3:35PM in Anvaya Ballroom) Tea and Coffee Break (3:05 to 3:35PM in Anvaya Ballroom)

3:40PM

The New Face of XCSSET: A Deep Dive into 
Enhanced Obfuscation and Persistence 
Presented by Anurag Bohra and Anant Pulgam, 
Microsoft

3:40PM

Breaking into Big Tech: The $50,000+ Blind XSS 
Bug Hunt
Presented by Ashish Dhone, MSRC Most Valuable 
Researcher (MVR) 2023, 2024

4:15PM

Goodbye HTA, Hello MSI: Unveiling New TTPs and 
Clusters of an APT driven by Multi-Platform 
Attacks Presented by Sathwik Ram Prakki, Seqrite 
Labs Quick Heal

4:15PM
Agentic AI: Simulating Autonomous Adversaries 
with AI-Driven Red Teaming 
Presented by Shriya Maniktala, Microsoft

4:50PM

The Zombie ‘App-ocalypse’: Game Theory for 
Disrupting Dormant and Orphaned Cloud 
Identities Presented by Joshua Bahirvani and 
Shaleen Dev PK, Microsoft

4:50PM Closing Remarks

5:00PM High Tea, Networking & Villages 
in Anvaya Square + Ballroom

5:20PM Networking & Villages in Anvaya Square + Ballroom 5:30PM Conference Ends

7:00PM Social Hour + Dinner in Anvaya Ballroom + Hall
All Speaker Q&A will happen in the Villages

9:00PM Day 1 Concludes
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ANVAYA CONVENTIONS
Address: Financial District 
Gachibowli, Hyderabad, 

Telangana 500033

VISIT THE BLUEHAT INDIA 2025 VILLAGES IN ANVAYA SQUARE
AI in Security Village​: Discuss the use and 
influence of AI in security and try the AI CTF

MSRC Village: Learn about MSRC programs, best 
practices, and try the Phishing CTF challenge

Garage Village: Explore prototyping with hands-on 
soldering workshops and live 3D printing demos

AppSec Village​: Level-up your secure coding game 
with AppSec CTF, RTF, and quiz challenges

Forensics Village​: Learn about digital forensics and 
test your knowledge with fun quizzes and a CTF

Arena: Join us for engaging fireside chats on 
Diversity & Inclusion and Quantum Computing

SWAG
Swag is available to collect at the Registration counter in Anvaya Lobby on Wednesday May 
14, from 2PM to 6PM, and on Thursday May 15, from 11AM to 6PM 
Please present your conference badge to redeem. One of each item per attendee

CONNECT WITH US AND JOIN THE CONVERSATION
• On X.com/Twitter follow @MSFTBlueHat
• On LinkedIn, follow aka.ms/MSRC-LinkedIn

Tag our handles and use #BlueHatIndia 
for a chance to win fun prizes

NEED
HELP?

• Anvaya Conventions Security: Call +91 9121333833
• Medical or Life-Threatening Emergencies: Call 108 (ambulance), 100 (police)
• Non-emergency assistance: BlueHatInd@microsoft.com

MICROSOFT EVENT CODE OF CONDUCT
Everyone at BlueHat India 2025 must abide by the Microsoft Event Code of Conduct. Please review the policy 
at https://aka.ms/CodeOfConduct and ensure you follow these principles at all times. Microsoft reserves the 
right to refuse admission or remove any person from a Microsoft event at any time at its sole discretion.

PLEASE WEAR YOUR CONFERENCE BADGE AT ALL TIMES

ENTRANCE

SECURITY
ABOVE ALL ELSE


