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Balun cBeaeHus JlaHHbI pa3aen BKIKYAET IMaBHbIE YacTy 3asiBlIEHUS O
kKoHumaeHunansHoctn Windows 8.1 n Window rver 2012 R2
Ball BbI60D OoHdMAEHUMANbHOC dows 8 dows Server 20
("3asBneHune o koHdmaeHunanbHocTn Windows") n obbscHseT
Mcnonb3osaHune HEKOTOpble 06LIME NPUHLMMBLI cBopa M MCNOMb30BaHUS AaHHbIX B
CBEAEHMN Windows 8.1 n Windows Server 2012 R2 ("Windows"). OH nocssiLieH

CETEBbIM KOMMOHEHTAM U He ABNSIETCS MOJIHbIM ONMUCAHMEM.
Copepixalumecs B 3TOM JOKyMEHTe CBEAEHNS HE pacnpOCTPaHAOTCS
Ha apyrve Beb-caiTbl, NpoAYyKTbl U CNy>6bl Kopnopaunn Mankpocodr,
paboTalolme Kak B MHTEPAKTUBHOM, TaKk U B @BTOHOMHOM PEXMME.

CB43b C KOMMaHWen
MaikpocodT

Hactoswee 3asaBneHue o KOHCDM,D,eHleaJ'IbHOCTM COCTOUT U3
cneayruwmnx pasaenos:

o 'naBHoOe (aaHHas CcTpaHuua)

e 3asBneHne, KOTopoe SBNSETCS MOMHbIM 3asiBNIeHNEM O
KoHbmaeHumnanbHocTn Windows 8.1 1 BKIOYaET CCbIIKM Ha
3asB/1eHns 0 KOHdMAEHUMaNnbHOCTN KoMNoHeHToB Windows, y
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KOTOPbIX €CTb COBCTBEHHbIE 3asIBNIEHUS]

e /[lOoMNosHEeHMEe O KOMIMOHEHTax, B KOTOPOM OMUCHIBAOTCS
KOMMOHEHTbI, 3aTparMBatolume KOHpUAEeHUMANbHOCTb B
Windows 8.1 n Windows Server 2012 R2

e /[lonosHeHne o rMpuioXeHusx, B KOTOPOM OMMNCbIBAKOTCS
NPUNOXeHus, 3aTparneatowne KOHPUAEHUNANbHOCTb B
Windows 8.1.

e /[lornonHeHue o cepBepax, B KOTOPOM OMUCHIBAOTCS
[AOMOMHUTENbHbIE KOMMOHEHTbI, 3aTparnBaroLme
KoHdpuaeHunanbHocTb B Windows Server 2012 R2

[na nonydeHnsa AONONHUTENbHbIX CBEIeHUN 0 TOM, KaK 3alUlnTUTb Ball
KOMMbOTEP, NepCoHasibHble AaHHbIE 1 Bally ceMblo B HTepHeTe,
nocetute Haw LleHTp obecneyeHns 6e3onacHoOCTL.

Bawwu cBegeHus

e OnpepgeneHHble KOMMOHeHTbl Windows MoryT 3anpawmsaTb
pa3peLueHre Ha cbop 1 MCNoNb30BaHME CBEAEHWI C BalLEero
KOMMblOTEPA, BKIKOYAs NepcoHasbHble AaHHble. Windows
NCNosb3yeT 3TU CBeAeHNs B COOTBETCTBUM C NpaBunamu,
npuBeAeHHbIMU B MOSTHOM TEKCTE 3asB/IEHNS O
KoHduaeHunansHocTuWindows 8.1, a Takke B [ononHeHne o
KOMMOHeHTaX, [JononHeHne 0 NpUNoXeHusx n JonoaHeHme o
cepsepax.

e HekoTopble KOMMNOHeHTbI Windows MOryT € BalLero paspelleHust
nepeaaBaTh JIMYHbIE CBEAEHUS Yepe3 HTEPHET.

e ECnu Bbl pelwunTe 3aperncTpmpoBaTb CBOE NMPOrpaMMHOE
obecneyeHne, BaM NoHaA0bUTCA NpeaoCTaBUTb NepCoHanbHbIe
[aHHbIE.

e Windows TpebyeT akTuBaumm, 4YTobbl NPOTMBOAENCTBOBATb
KOMMbIOTEPHOMY MMPATCTBY M FrApaHTUPOBaTb, YTO K/IMEHTHI
nony4yaT nporpamMMHoe obecrneyeHne OXXmnaaemMoro KayecTsa.
MporpamMma akTMBauMmn OTNPABASET HEKOTOPbLIE CBEAEHMS O
BalLEM KOMMbtoTepe B MankpocodT.
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e [lpu BbinONHEHMN Bxoada B Windows ¢ y4eTHOW 3anmncbio
MaikpocodT cuctemMa Windows CUHXPOHMU3UPYET BalLn
HACTPOMKM C YCTPOMCTBAMMN N aBTOMATUUECKN BbINOMHSET BXOA B
NpunoXxeHus n Ha Beb-cantol. na Windows He TpebyeTcsi Bxoa
C YYETHON 3anncbio MankpocodT ANna A0CTyna K 3N1eKTPOHHOM
noyTe CTOPOHHEro MOCTaBLUMKa WK K cnyxxbam coumanbHbIX
ceTen, HO ecniv TakoW CTOPOHHWUI MOCTaBLUWK npeasiaraet
npunoXxeHue Yepe3 MarasuH, To 4Ns YCTaHOBKWU NPUIOXKEHMUS
HeobXxoAMMO BOMTM B MarasuH C y4eTHOW 3anmcbio MankpocodT.
Mpu co3paHmM ydeTHol 3anucn MamkpocodT y Bac 6yayT
3anpoLLeHbl HEKOTOpPbIE NePCOoHasbHblE AaHHbIe, TaKMe Kak
PErMoH NpOXWBaHUS U AaTa POXKAEHMS.

e [lononHuTenbHble CBeAEHNSA

K Hayany ctpaHuubl

Baw Bbi6bop

e Windows npeanaraet Bam pa3HOobpasHble cnocobbl
KOHTPONMMPOBATbL TO, Kak KOMMNOHeHTbl Windows nepeaatoT
cBeaeHns no MHTepHeTy. JononHUTENbHbIE CBEAEHNS O TOM, Kak
KOHTPONMPOBATb 3TN KOMMOHEHTbI, CM. B [lOMOSIHEHNE O
KOMMOHeHTax, [JonosHeHne 0 NPUNOXEHNSX N [JONo/THEHNE O
cepBepax.

e YTObDI YNyylmnTb B3aMMOJENCTBUE C nonb30BaTeneM, HEKOTOPbIE
KOMIMOHEHTbI, ncnonbyowme MHTepHeT, No yMOoYaHio
BKJTKOYEHbI.

e [lononHuTtenbHble CBEAEHNS

K Hayany ctpaHuubl

Ncnonb3oBaHWe cBegeHun

o Kopnopauusi MaikpocodT Mcrnonb3yeT cobpaHHble CBEAEHNS,
yTobbl 06ECNEUYMTb PaboTy KOMMNOHEHTOB, UCMOMb3YEMbIX
Nnonb3oBaTeNnsIMu, Uin NPeaocTaBUTb CYX6bl, KOTOpble
3anpalumBaloTcsa nonb3oBatensaMu. Kopnopaums MankpocodT
TaKXXe UCMONb3YeT 3TN CBEAEHWUS ANS YYYLLIEHUS NPOAYKTOB U
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cnyx6. Ytobbl obecneuntb paboTy cBoux cnyx6, MarikpocodT
WHOrAa NpeaoCTaBNsIET CBEAEHUS APYTMM KOMMAHUAM, KOTOpble
AENCTBYIOT OT ee UMeHU. [JoCTyn K 3TUM CBEAEHMSIM UMEIOT
TOJIbKO KOMMaHUK, KOTOPbIM 3TO HEO6XOANMO ANS BbINOSIHEHMS]
pabounx 3agay. 3T KOMMNaHUM 06s13aHbl COXPaHATb
KOH(UAEHUNANbHOCTb 3TUX CBEAEHUIN, UM 3anpeLLeHO
MCNONb30BaTb MX B KaKUX-TMB60O ApYrux uensx.

e [lononHutenbHble CBEeAEHUS

K Hauany cTtpaHuubl

CBsi3b C KOMMaHunen MaiikpocodpT

[lononHuTenbHbIe CBEAEHMS O MONUTUKAX KOHMDUAEHUNANTBHOCTU CM. B
MOSTHOM 3asB/ieHnn 0 KoHdbuaeHumnanbHocTn Windows 8.1. Takxke
MOXXHO HanucaTb B koprnopauumto MaikpocodT, 3anonHuB Beb-thopmy.

K Hayany ctpaHuubl
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C6op 270 3asBneHune otHocuTcs K Windows 8.1 n Windows Server 2012 R2
Ncnonb3oBaHNE ("Windows"). HekoTopble KOMNoHeHTbl Windows umetoT

JINYHBIX CBEAEHNIA cob6CTBEHHbIE 3asBNEHUS1 O KOHDUAEHUNANBHOCTH, KOTOPbIE TaKxXe
NepeynciieHbl Ha 3TOM CTpaHuUe. 3asBNEeHNS O
KOHMMAEHUNANbLHOCTN ANs NporpaMMHOro obecneveHns n cnyxo,
cBa3aHHbIX ¢ Windows, a Takke Ans npeabiayLwmx BbiryCKOB
nepeyncrneHbl 34€ech.

Céop un
MCrosib30BaHmNe
CBEEHUN O
KOMMbtoTEpe

NHpopMaumo 0 KOHKPETHbLIX KOMMOHEHTax cM. B [lonosiHeHve o
KOMMOHeHTax, [lononHeHne 0 nNpunoXxeHusaxun [onosHeHne o
cepeepax. CeeaeHunsa o Windows Embedded Industry Pro n Windows

VI3MeHeHus B 1IaHHOM Embedded Industry Enterprise cM. B 3TOM 3asiBieHMMN.
3as1B/IEHUN O

be3onacHOCTb JIMYHbIX
cBeeHUn

37O 3asBneHne NPUMEHAETCA K KOMMOHEHTAM, B33MMOA€VICTBYIOLU,VIM
C NHTepHeTOoM, 1 He 9BNSeTCS NOMHbIM CNUCKOM 0653aTenbCTB.

KOH(MAEHUNANBHOCTH

JlononHnTenbHoO

C60p ¥ UCMoSIb30BaHNE NINYHbIX CBEAEHUMN


https://www.microsoft.com/
https://go.microsoft.com/fwlink/?LinkId=521839
https://go.microsoft.com/fwlink/?LinkId=521839
https://go.microsoft.com/fwlink/?LinkId=521839
https://go.microsoft.com/fwlink/?LinkId=521839
https://go.microsoft.com/fwlink/?LinkId=521839
https://go.microsoft.com/fwlink/?LinkId=521839
https://privacy.microsoft.com/kk-kz/windows-8-1-privacy-statement?pivotId=d457e397-2439-4036-8056-01afb813fb6d&pivotItemId=2d9b6bd0-0f0f-4fc9-96a3-510ea51c9bd8
https://privacy.microsoft.com/kk-kz/windows-8-1-privacy-statement?pivotId=d457e397-2439-4036-8056-01afb813fb6d&pivotItemId=2d9b6bd0-0f0f-4fc9-96a3-510ea51c9bd8
javascript:void(0)
javascript:void(0)
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=supplement
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=supplement
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=supplement
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=supplement
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=apps
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=apps
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=apps
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=apps
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=apps
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=server
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=server
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=server
http://windows.microsoft.com/ru-ru/windows-8/windows-8-1-privacy-statement#T1=server
http://go.microsoft.com/fwlink/p/?LinkId=301572
http://go.microsoft.com/fwlink/p/?LinkId=301572
http://go.microsoft.com/fwlink/p/?LinkId=301572

Kopriopauust MankpocodT, ee AoYepHUE NoapasaeneHms u
addUNMpoBaHHbIE LA UCMOMb3YIOT NEPCOHAsbHbIE AAHHbIE,
npeaocTaBnsieMble Nosib30BaTeNs MK, Ans BKAOYEHNS NCMONb3yEMbIX
KOMMOHEHTOB, NPeAOCTaBAEHUS 3anpaLlumMBaeMbiX YCAYr UK
BbINOJIHEHMS 3anpalUuMBaEMbIX UKW pa3peLLeHHbIX TpaH3aKLUWUN.
Kpome Toro, aTv cBeaeHnst NCNonAb3yroTca AN YaydlleHns
npoaykToB 1 ycnyr MankpocodrT.

3a UCK/IIOYEHNEM CITyYaeB, NEPEUNCIEHHbIX B AaHHOM 3asiB/IEHUN,
nepcoHanbHble JaHHbIE Nonb30BaTenei He 6yayT nepeaaHsl
CTOPOHHUM KOMMaHusIM 6e3 cornacus Bnagenbua. Bpems oT BpeMeHu
Kopnopauusi MakpocodT NpuBAeKaeT CTOPOHHNE KOMMaHUN,
KOTOpbIE OT €€ UMEHM NPeAOCTaBSOT HEKOTOPbIE YCYrK, HanNpuMep
NpOBOASAT CTaTUCTUYECKMI aHaNU3 CNyx6. YKazaHHbIM KOMMaHWUAM
6yayT NpeaoCcTaBnsATbCS TOMIbKO NEPCOHasbHbIE AaHHbIE,
HeobXxoaMMbIE AN OKa3aHWsl YCIyr, MOCKOMbKY MX UCMOSIb30BaHUE B
NBbIX APYrMX LEeNsix CTPOro 3anpeLleHo.

Kopriopauusi MankpocodT MOXET nonyyaTb AOCTYN WK PackpbiBaTb
NMYHbIE CBEAEHWNS NMOJSIb30BaTeNEN, BKIOYAsH CBeAEHUS 06 MX
B3aMMOAENCTBUAX, ANS: @) COOTBETCTBUS 3aKOHOAATENbCTBY U
OTBETA Ha 3anpochbl, KacaloLMecs NpaBoBbIX TPeOOBaHWUI UK
cyaebHbIX npoueccos; 6) 3aWmTbl NpaB UM COBCTBEHHOCTH
Koprnopauun MankpocodT UK ee KIMEHTOB, B TOM YUCTE ANt
cobnioaeHns cornallieHnii Unn NONMTUK, PEryNpYHOLLIMX
ncrnonb3oBaHue MO; nMbo B) Npn HannumMm 4O6POCOBECTHbIX
NpeanonoXeHn 0 TOM, YTO AOCTYN WM PacKpbiTUe HEO6XOANMbI
ANS 3alWmUTbl NIMYHOM 6€30MacHOCTM COTPYAHUKOB, KIMEHTOB
Kopropauun MankpocodT Un NpoUnx nuLl.

JInuHble cBepeHuns, cobpaHHble kopriopaumen MaikpocodT unm
oTnpas/ieHHble ei ¢ nomoLbio Windows 8.1, MOryT XpaHUTLCS U
obpabaTbiBaTbcs B CLUA 1 ntobow apyrov CTpaHe, B KOTOPOW
PacrofioXXeHbl LEHTPbI koprnopaumn MankpocodT, ee
apPnMpoBaHHbIX 1L, AOYEPHMX KOMMAHMIN UM NOCTaBLUMKOB
ycnyr. Koprnopaums MankpocodT npuaepXuBaeTcs cornalleHmin Safe
Harbor, koTopble cpopMmynupoBaHbl MMHuUcTepcTeom Toprosnmn CLUA
M KacatoTcs cbopa, UCMOb30BaHNS U XPaHEHWUS IaHHBIX,
nepeaaBaeMbIX U3 rocyapcTB — YneHoB EBponenckoro cotosa,
EBponeickoi skoHoMUYecKon 30HbI U LLiBeuapuu.



K Hayany cTtpaHuubl

C60p ¥ MUCMOosb30BaHME CBEAEHWNIA O KOMMbIOTEpe

Bo Bpemsi paboTbl C NporpaMMHbIM obecneyeHneM,
(PYHKUMOHMPYIOLWMM Yepe3 MIHTepHET, CBeAEHMSI O KOMMbIOTEpPEe
("cTaHpapTHble CBeAEHNS O KOMMboTepe") OTNpaBAsioTCA Ha
nocellaeMble Nosib3oBaTeNneM Beb-caiTbl U B UCMOMNb3YeEMbIE
Beb-cny6bl. Habop obwmx cBeaeHnin 0 KOMMNbOTEPE 06bIYHO
BKtoYaeT IP-agpec, Bepcuo onepaunoHHON cuctemsl u 6paysepa, a
TaKXXe pervoHanbHble N S3bIKoBble NapaMeTpbl. B HEKOTOPbIX
CNyyasx CTaHAapTHble CBeAeHUs O KOMMbloTepe TakxKe MOryT
BK/IOYATb B cebs koA 060pyaoBaHMsl, KOTOPbIM YKa3biBaeT
N3roTOBUTENS YCTPOMCTBA, Ha3BaHME M BEPCUIO YCTponcTea. Ecnn
onpeaeneHHas gyHKUMs, NporpamMMa unu cnyxba nepeaaet
cBefleHMs1 B kKopriopaumio MankpocodT, Takke 6yayT nepeaaHsi
obLme cBeaeHns 0 KOMMbOTEpPE.

MNMoapobHasa nHpopMauns 0 KOHPUAEHUMANBHOCTU ANS KaXAoro
koMnoHeHTa Windows B ONOMHEHUN O KOMMOHEHTaXx, AOMNOSIHEHWUN O
NPUIOXKEHUSIX U AOMOSTHEHUM O CepBepaX, @ TaKXXe KOMMOHEHTHI,
NepeYncneHHble B APYrnX MecTax 3TOW CTPaHuLbl, ONMCbIBAIOT,
Kakune AONOSHUTENbHbIE CBeAeHMS COBMPatoTCs U Kak OHU
MCNONb3YHOTCS.

AAMUHUCTPATOPbI MOTYT UCMOMb30BaTh MPYMNMOBYHO NOUTUKY ANS
M3MEHEHNS1 MHOMMX MapaMeTPOB KOMMOHEHTOB, OMMUCaHHbIX 3AECh.
JlONONHUTENbHBIE CBEAEHMSI CM. B 3TOM TEXHUYECKOM [JOKYMEHTE A1
aAMUHUCTPATOpPOB.

K Hayany ctpaHuubl

be3onacHOCTb NNYHbIX CBe,Cl,eHVIl\/II

Kopnopauusi MaikpocodT cTpemMuTcst obecrneumBaTth 6€30MacHOCTb
NINYHBIX CBEeIeHU nonb3oBaTtens. [ns npeaoTBpaLleHuns
HECAHKLIMOHMPOBAHHOIO A0CTYNa, UCMOJb30BaHNUSA UMW pasrnalleHuns
JINYHBIX CBEIEHUI MPUMEHSIOTCS Pa3/IMYHbIE 3aLLUTHBIE TEXHOMOMUK
1 npoueaypsbl. Hanpumep, NpefocTaBneHHbIE NOb30BaTENEM
QIaHHbIE XPAHATCA B CUCTEMAX C OrPaHUYEHHBIM [IOCTYMNOM,
PACMONOXEHHbIX B OXPaHSAEMbIX noMeLleHusxX. [ns nepeaayn
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KOHMAEHUMANbHbIX AaHHbIX (Maposib, HOMEP KpeaAMTHON KapThbl
N T. N.) Yepe3 MIHTepHeT npuMeHseTcs WudpoBaHe, HanpuMep
npoTokon SSL.

K Havany ctpaHuubl

N3MeHeHnsa B faHHOM 3asiBNIeHNN O KOHCI)VILI,eHLI,VIaJ'IbHOCTVI

[laHHOe 3asiB/ieHNe 0 KOHMMAEHUMANBHOCTU PerynspHo
nepecMaTpuBaeTCs A4S OTPaXXEHUSI UBMEHEHWUI B NPOAYKTAX,
ycrnyrax u oT3biBax rnosib3oBaTesneit. Mpn BHECEHUN U3MEHEHWIA B
Hayasne AaHHOro 3asiBieHMsl byAeT YKa3blBaTbCs AaTa NOCTeAHEro
06bHoBneHus. Ecnm kopriopauus MaikpocodT CyLEeCTBEHHO U3MEHUT
A@HHOE 3asiB/IEHNE WU 3an/IaHUPYET BHECTM U3MEHEHMS B
NPUHLMMBI UCMONb30BAHUS NINYHBIX CBEAEHWUIA, Nepes BHECEHMEM
3TUX U3MEHEHWIN COOTBETCTBYIOLLIEE YBEAOMIEHME ByeT
ony6nnkoBaHo B VIHTEpPHETE UM OTMPABNIEHO HaMNpsIMyLO
nonb3oBaTensM. Kopriopauust MaikpocodT HacTosTeNbHO
PEKOMEHAYET NepUOAMYECKM NPOCMATPMBATL HACTOsILLIEE 3asiB/IEHNE
AN 03HAKOMJIEHUS C MepaMu Mo 3alluTe Ballen MHhOopMaLIUK.

K Hayany cTpaHuubl

[lononHuTenbHo

Bce kOMMeHTapum, OTHOCALWMECS K AaHHOMY 3asiB/IEHUIO O
KOHMAeHUMaNbLHOCTH, b6yayT BHMUMATENBbHO PacCMOTPEHbI
Kopnopauuen MankpocodT. Ecnn y Bac BO3HMKIM BOMPOCHI NO 3TOMY
3a5B/IEHUIO UM COMHEHNS B ero cobnoieHnn, CBSHXKMTECh C HaMM C
NOMoLLbIO BeO-hopMmy.

Microsoft Privacy

Microsoft Corporation

One Microsoft Way
Redmond, Washington 98052
USA

K Hayany cTpaHuLbl
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Microsoft aepekTepiH eHaey Taxipubenepi Typanbl XXaHapTblFaH aknapaT YLWiH Kapan
WbIFbIHBI3 Microsoft Kynuanbinblk Typansl ManiMaemeci. CoHbIMeH katap, 6y xepaeH
JAepeKkTepre KaTblHacbin backapyra 6epinreH eH COHFbl Kypanaap »XoHe KYnUsbblK,
Cypaybl TyblHAAFaH Xaraanaa 6i3re xabapnacy xonbl Typanbl 6ine anacois.

Windows 8.1 and Windows
Server 2012 R2 privacy
statement

Highlight Statement Apps Server

Ha aToit cTpaHnue  MocnegHee obHoBneHue: anpens 2014 r.

AKTVBaLMA STa CTpaHuua SBNSIETCS AOMONHEHMEM K 3asiBIEHUIO O
KoHdpuaeHunanbHocTn Windows 8.1 1 Windows Server 2012 R2

KnuneHT cnyxo6eol _
("3asBneHne o koHpuaeHumnansHocTn Windows"), cogepxatiemy

ynpaBieHusi NpaBamu

Active Directory cnepytolve pasaensi.

e [naBH
NaoeHTudukatop asHoe
peKnamel e 3asiBlIeH1E, KOTOPOE SIBMSIETCS MOMHBIM 3asiBIEHUEM O
AyauT koHdUAeHUmManbHocT Windows 8.1 1 BKtOYaeT CCbIKM Ha
3asiB/IEHNS O KOHMUAEHLMANBLHOCTU KOMMoHeHToB Windows, y
buomeTpus

KOTOPbIX €CTb CcobCTBEHHbIE 3asIB/IEHUSI.

LLndposaHne aucka

] e [lononHeHMe 0 KOMMNOHEeHTaX (4aHHas CTpaHuLUa), B KOTOPOM
BitLocker

OMMCbIBAIOTCS KOMMOHEHTbI, 3aTparnsatoLume
KoHTaKTb! KoHdmaeHunanbHocTb B Windows 8.1 n

Windows Server 2012 R2.
Ob6HapyxeHue u

HaCTpOViKa yCTPOUCTBA o []orosIHEHWE O MPUNTOXKEHUSIX, B KOTOPOM OMUChIBAOTCA
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LLincppoBaHue
YCTPOMNCTBA

DirectAccess

LileHTp cneumanbHbIX
BO3MOXXHOCTEWN

MpocMoTp CObbITUN

CemenHas
6e30mnacHoOCTb

®dakc

MNepcoHannsauus
PYKOMUCHOrO TeKCTa
— aBTOMaTM4yeckoe
obyuyeHne

JlomMaliHsas rpynna

PepakTtop MeToaa
Beoda (IME)

O6wmn goctyn K
NOAKNOUYEHNIO
NHTepHeTa

MNevaTb Yepes
NHTepHeT

HaCTpOﬁKM A3blKa,

NPUNOXeHUs, 3aTparneatowne KOHPUAEHUMANbHOCTb B
Windows 8.1.

e JlonosnHeHne o cepeepax, B KOTOPOM OMUCbIBAKOTCS
[0NOSTHUTESbHbIE KOMMOHEHTHI, 3aTparmeatome
KoHdmaeHunanbHocTb B Windows Server 2012 R2

YT06bI NONYyunTh 06LLEe NpeacTaBneHne 0 NpuHUMnax coopa u
NCNONb30BaHNUS AaHHbIX, OTHOCSALUMXCS K ONpeaesieHHOMY KOMMOHEHTY
nnu cnyx6e Windows, npountanTe nonHoe 3asBfeHne o
KOHbMAEHUNANbLHOCTK, @ TaKXXe BCe MPUMEHMMbIE AOMOSTHEHNUS UK
oTAeNbHbIE 3asBIEHUSI.

AKTUBaUUs

OnucaHue pyHKuUMH

AKTMBaUMSA NOMOraeT coKpaTUTb 060pPOT NOAAENBHOMO NPOrPaMMHOro
obecneyeHns 1 rapaHTUpPOBaTb Ka4yeCTBO NPOrpaMMHOro obecneyeHums
MaikpocodT. MNocne akTMBauMm NporpamMMbl KoY NpoaykTa
CBS3bIBAETCS C KOMMNbOTEPOM (060pya0OBaHNEM), HA KOTOPOM OHa
yCTaHOB/EeHa. JTa CBSA3b NO3BOMSIET NpeAoTBPaTUTb UCMOb30BaHNE
KJltoua NpoaykTa ANs akTMBALUMK OHOM KOMWUM NPOrpaMMHOro
obecneyeHnss Ha HECKONIbKUX KoMMbtoTepax. Npun cmeHe o6opyaoBaHms
NN N3MEHEHMU NMPOrpaMMHOro obecneyeHns KOMNbIOTEPA MOXET
notpeboBaTbCa NOBTOpHas akTnsaunsa Windows. AKTMBaums
No3BO/ISIET OOHAPY>XUTb N OTKIIOYUTL NPOrpamMMmbl, KOTOPbIE MblTATCA
HEe3aKOHHO 060MTK Npoueaypy akTMBaLMM NPOrpaMMHOro
obecneyeHuns MankpocodT. Ecnn obHapyXnBaeTcs Takas nporpaMma,
TO, BO3MOXHO, NOCTaBLUMK 060pyA0BaHUS v NporpaMMHOro

Cny>x6bl onpegeneHus

MECTOIMOJIOXKEHUA

obecneyeHnss He3aKOHHO M3MEHW KOA, NOAIMHHOIO NPOrPaMMHOro
obecneyveHnss MankpocodT, 4Tobbl CO3AaTh HENMULEH3NOHHbBIE KOMUM

AnmuHucTpuposarme MO. MporpamMbl 06x04a aKTMBALMM MOMYT HEraTUBHO B/UATbL Ha

YYeTHbIX AAHHbIX
NMsa n aBaTap

Cnyx6a cBeaeHuin o

paboTy cucrtemol.
Co6paHHble, 06paboTaHHble UM NepefaHHble CBeAeHUs

Bo BpeMsi akTBaLmMu B Kopriopaumio MaikpocodT oTnpaensieTcs

MNOAKMKOYEHHbIX CETAXCneayrowas VIH(bOpMa uus.

YBenomnenus,
NPUNOXEHNS Ha

e [aTU3HAYHbIM KOA NpoaykTa MankpocodT, KOTOPLIA onpeaenseT
akTusmpyemyto sepcmio Windows.
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3KpaHe 6110KMPOBKN U
0bHOBNEHNSA NNNUTOK

3aKka3 OTrne4vyaTKoB

MpeaBsapuTensHas
3arpyska u
npeaBapuUTenbHbIN
3anyck

NoMoLwWHMK No
COBMECTUMOCTU
nporpamm

CBoncTBa

bnuskoe
B3anmopaencTeme

MNogkntoueHns
yOaneHHoro AocTyna

MoaknoyeHusa K
yAaneHHbIM pabounm
CTONam u
NPUIOXEHUSIM
RemoteApp

NogkntoyeHune K

yaaneHHoMmy paboyemy

crony

Bxoa ¢ yueTHoM
3anucbio MarikpocodT

ObnayHoe XpaHunuule
OneDrive

CWHXpOHM3auns
napaMeTpoB

TexHonorusa Teredo

Cnyx6bl fLOBEpEHHOIO
nnaTtgopMeHHOro

e NpeHTnduKaTop KaHana unm Koa caiTa, KOTopblit onpeaenser

NCTOYHMK NpoaykTa Windows. Hanpumep, naeHTudukatop
KaHana Unm Koa camTa MOXET MoKasbiBaTb, UTO NPOAYKT
NpuobpeTeH B po3HULY, SIBNISIETCA NpOBHOW BEpCUMEN, NOMYYEH
Mo NporpaMmMe KoprnopaTUBHOIO JIMLEH3MPOBAHMS MU
npeayCcTaHOBNEH U3rOTOBUTENEM.

[laTa yCcTaHOBKM U ee pe3ynbTaT (YCMNeLWwHOo UK HeT).

NHdopMaumsa, noaTeep)kaatoLas, Yto kaod npoaykra Windows
He noaBeprasncs U3MEHEHUSIM.,

C6op|<a 1M MOAENb KOMMbIOTEPA.

CBeaeHusi 0 BepCcuM onepaLoHHOM CUCTEMbI U MPOrPaMMHOIO
obecneyeHus.

PervoHanbHble N A3bIKOBblE NapaMeTpbl.

YHUKanbHbI HOMEP, Ha3HaYeHHbIN KOoMMboTepy (rnobanbHbin
YHUKaNbHbIN naeHtndmkatop GUID).

Kntou npoaykTta (B Buae xawa) n Kog NnpoaykTa.
HanmeHoBaHue BIOS, HoMep 1 aaTa peaakumu.
CepuiHbIM HOMEp XXeCTKOro aucka (B BMae Xawa).

Pe3ynbTaT NpoBepkM akTMBaumm. Cloga OTHOCATCA KOAbl OLIMOOK
N cBegeHns 06 06HapyXKEHHbIX M OTK/IIOYEHHBIX NPOrpamMMax
06x04a aKTMBaUMKN U APYrUX BPEAOHOCHBIX N HEMMLEH3NOHHBIX
nporpamMmax.

e MpeHTndurkaTop NporpaMmMbl 06xofa akTnBaumm.

e TekyLuee COCTOsSIHME NporpamMmMbl 06xoaa aKTUBaLMK:
obe3BpexeHa uam noMeLleHa B KapaHTUH.

e VpeHTudurkaTop N3roToBUTENS KOMMbLIOTEPA.

e /Ms dhaiina u xaw-koa nporpaMmbl 06xoaa akTuBaLUmK, a
TaKXKe X3LW-KOA CBSA3AHHbIX MPOrpaMMHbIX KOMMOHEHTOB,
KOTOpble MOryT YKa3blBaTb Ha HanM4une nporpamMmmbl o6xoaa



moayns (TPM) aKTVBaLWN.

ObHoBNeHne o
e VIMS 1 X3wW-KOA coaepXXnMoro danna ¢ UHCTPYKUMSIMU MO

KOPHEBbIX . o

3anycKy KoMmnbloTepa. Ecnm nuueHsmns Ha Windows gencreyeT no
cepTudurkaToB

noanuncke, To TaKXKe OTNPaBAAIOTCS cBeAeHUs1 0 paboTe
CJ'Iy>K6bI obHoBNEeHus noanuckun. Takxe oTNpaBnAlOTCA CTaHAAPTHbIE CBEAEHUSA O

KOoMnMbtoTepe.
BMpTya}'IbeIe YaCTHblIE
cetn e Ecnum Bbl ncnonbayete konuio Windows ¢ kopnopaTvBHON

NMUEH3MeN, koTopas paboTaeT ¢ cepBepoM akTuBaumm, IP-agpec

lMporpamma )
3TOro cepsepa MOXeT 6blTb OTnpasneH B Mankpocodr.

y/YYLLEHUS Ka4yecTBa
MPOrpaMMHOro Wcnonb3oBaHue cBeaeHui

obecneyeHuns Windows
Kopnopaums MaiikpocodT MCnonb3yeT NoNy4YeHHbIe CBEAEHUS NS

SawmTHvk WIindows  nposepkin Hanmumsi IMLEH3MOHHOI KOMMM NPOrPaMMHOTO

OTueTs! 06 ownbrax ©6ecnedeHmns. Koprnopaums MaikpocodT He MCronb3yeT nosyyYeHHble

Windows CBEAEHUs ANs CBSI3N C nosnb3oBaTensamn. CBeaeHusi 0 cepeepe

NTMLEH3MPOBAHUS UCMONb3YOTCS, YTObbI YoeanTbCs, YTO cepBepbl
ConocTaBneHue

danos Windows

JINUEH3NPOBaHUA COOTBETCTBYIOT JIMLEH3NOHHbLIM COrnalleHUAM.

Bbi6bop u ynpasneHue
Cnpaska Windows
AKTMBaUMS SBNSETCA 0653aTeIbHON U BbINOSHSAETCS aBTOMATUYECKU

YAaneHHsIn MOMOWHNIGL, pactpoiike Windows. Bes AeilcTBytowWeit MLEH3MN Ha
Windows Search nporpaMMHoe obecrieyeHne akTreupoBaTb Windows HEBO3MOXHO.

YcraHoska Windows K Havany crpanuubl

O6wwmn goctyn
Windows KnueHT cnyx6bl ynpasneHus npasamu Active Directory

Windows SmartScreerOMMCanne dyHkumm

PacrosHaBaHue peun KnuneHT cnyx6bl ynpasnenuns npasamu Active Directory saBnsietcs

Windows TEXHOMOrMen 3awunTbl MHPOPMaLUuK, koTopas paboTaeT ¢

NPUNOXEHUAMN, NOAAEPKMBAOLLMMU CNyxby, 1 obecneunBaeT
MarasnH Windows  sauury umdpoBoi HbOPMaLMM 0T HECAHKLMOHMPOBAHHOIO
“CNoNb30BaHNs. Bnagensupbl UMMPOBLIX CBEAEHWI MOTrYT ONpeaenTb
Cnocob M1Cnosb30BaHUS NOMyYaTENSAMU CBEAEHMWIA, COAEPXKALLMXCS B
(hanne: HanpuMep, KTO M3 NoMb30BaTeNeil MOXXET OTKPbIBATS,
Avartoctvka Windowgsyengrs, neuataTh nim BLINOAHSTL Apyrie AeiicTeus ¢ daitnom. [ns

Cnyx6a BpemMeHu
Windows

Paboune nanku CO37aHMs UM NPoCMOoTpa dalina C OrpaHNYEHHBIMU Pa3peLLIEHNSAMI



Paboyasa obnactb

HeobX0AMMO NPUNOXKEHNE C NOAAEPXKKOW CNY>Obl YNpaBneHUs
npaBamu Active Directory n goctyn kK cepsepy cnyx6 ynpasneHusi
npasamu Active Directory.

Co6paHHble, 06paboTaHHble NN NepefaHHble CBeAeHUs

Cnyxb6a ynpasneHus npasamu Active Directory ncnonb3yet Bawl agpec
3N1EKTPOHHON MOYTbI, YTO6bI MAEHTU(UUMPOBaTL Bac Ha cepeepe
cny>6bl ynpaBneHus npasamu Active Directory. B pe3ynbTaTe Ball
afipec 3M1eKTPOHHOWM MOYTbl XpaHUTCA Ha cepBepe M Ha BalEM
KOMMbIOTEPE B IMLEH3USIX U CepTUdMKATaX YAOCTOBEPEHMN,
co3aaHHbIX cepepoM. CepTudmkaTbl YAOCTOBEPEHUIA U IMLIEH3UM
nepeaaroTCcs Ha cepBepbl U C CepBepoB Cyx0bbl yripaBneHus npasamu
Active Directory, korga Bbl NblTaeTeCb OTKPbITb, pacnevyataTb Uix
BbIMOSIHUTL ApYrne AeUCTBUS C AOKYMEHTOM, 3aLUMLLEHHBIM CITy>X601
ynpasneHusi npaBaMu. ECiv KOMNbIOTEP MOAKIOYEH K KOPrOPaTUBHOWM
ceTu, cepsep cnyx6bbl ynpasneHus npasamu Active Directory 06bl4HO
ynpasnseTcs npeanpusatveM. Ecnv Bbl ncnonbsyete cnyxoby
ynpasneHus npasamu Active Directory Windows Live, cepsep
ynpasnsieTcst MankpocodT. YTobbl 3alMTUTbL Bally
KOH(MAEHUNANbHOCTb, CBEAEHNS, KOTOPbIE OTNPaBASIOTCS Ha
cepBepbl CNy»x6bl ynpaeneHust npasamm Active Directory B
MaikpocodT, WwWndpyoTcs.

Ucnonb3oBaHue cBegeHuu

JInueHsms No3BosISIET NONYYMTb AOCTYN K 3alUMLLEHHBbIM bannam.
CepTndukaTbl yaOCTOBEPEHMS MCNOB3YIOTCA ANS MAEHTUdMKauum
nonb30BaTens Ha cepeepe cnyx6 ynpaeneHus npasammn Active
Directory, a Takxe No3BoNAOT 3aWMUTUTb aisibl U MOAYUYUTb K HAM
AocTyn.

Bbi6op u ynpaBneHue

KoMnoHeHTbI cnyx6bl ynpasneHus npasamu Active Directory A0/mXKHbI
6bITb BK/IOYEHbI MOCPEACTBOM MPUIOXKEHUS, NOAAEP>XKMBAIOLLErO
paboTy co cnyx6ou ynpaBneHust npaBamu Active Directory. Mo
YMOTY@HWUIO OHW BbIKNIOYEHbI. Bbl MOXETe He UCnonb30BaThb U He
BKOYaTb UX. OAHAKO eCciin Bbl HE BKIOUYNTE UX, Bbl HE CMOXETE
NONYYMTb AOCTYN K 3alMLLEHHbIM dhannam.

K Hauany cTpaHuubl



NoeHTudunkaTop peknamol

OnucaHue pyHKUMMU

YT06bl NpenocTaBnsATb NONL30BATENO Hanbonee akTyanbHble A4S
Hero peknamHble 06bsiBneHns, Windows paspeluaeTt AocTyn
MPUNOXEHUIN K YHUKANbHOMY MAEHTUMDUKATOPY ANS KaXKA0ro
Monb30BaTeNs Ha ycTponcTee. J1ocTyn K 3TOMY UaeHTUdUuKaTopy
MOXXHO COpOCUTb UMK OTKIIOUNTL B Nt0HOE BpeMsi.

Co6paHHble, 06paboTaHHble UK NepefaHHble cBeAeHuUs

Ecnu npunoxeHnsaM paspelleH AoCTyn K UAEHTUPUKATOPY peKniaMmbl,
To Windows npeaocTaBnsieT ero BCeM 3arnpalunBatoLLmm
NpUNoXeHnaM. MNprUNoXeHUs MOTYT COXPaHATb U NepeaaBaTb 3TU
AaHHbIE.

MUcnonb3oBaHue cBegeHum

Pa3paboTumKkm NPUNOXKEHUA U PEKSTAMHbIE CETU UCMONb3YIOT
naeHTUMUKaToOp peknambl, YTO6bI Y3HaATb, C KAKUMU NPUIOXEHUSIMU U
Kak paboTaeT nonb3oBaTesb, U Ha OCHOBE 3TOM MHMOPMaLMK
npeaocTaBnaTb eMy bonee akTyanbHble 06bsBneHus. MNpy noMoLwm
3TOro naeHTudmKaTopa pa3paboTumKu NPUNOXKEHUN TakxKe MOryT
YNy4YLWNUTb KA4YeCcTBO 06CNy>XMBaHUA, onpeaenss 4actoTy u
3(pheKTUBHOCTb 06BABNEHUIA, @ TakXke 0BHapyXXMBaTb Clyyau
MOLUeHHMYeCcTBa 1 npobnembl 6€30nacHOCTML.

Ecnu npunoxxeHnsaM paspelleH AocTyn K MAeHTUPUKATOPY peknambl,
TO KaX[10€ NPUIOXEHNE UCMOSb3YET €ro B COOTBETCTBMU CO CBOMMM
npaBuIamMm KoHbUAEHUMANbHOCTW.

Bbi60p u ynpaBsieHune

Ecnu npu yctaHoBke Windows BbibpaHbl CTaHAApTHbIE NapaMeTpbl, TO
Windows paspeluaeT npunoXKeHnsM UCnosib30BaTh Balll
naeHTUbMKaTop nonydyatens peknambl. Ecnv BeibpaHa HacTpoika
napameTpoB, TO 4N YnpaBneHns AOCTYNOM K naeHTudukaTopy
nosyyaTens peksiambl MOXXHO MCNOJb30BaTh (axok Mo3sonuTb
NPUIO)KEHMAM UCNOJIb30BaTb MO naeHTUPUKaTop
nonyyaresia peknambl B pasgene OTnpaBka AaHHbIX B
MaiikpocodT n gpyrue cnyxb6bl. [ocne yctaHoBkn Windows 3ToT
napaMeTp MOXXHO U3MEHUTb Ha cTpaHuue KoHduaeHUManbHOCTb B



napameTpax KoMnbtoTepa. Ecnv 3ToT napaMeTp BbIKMOYEH,
naeHTUhUKaTOP NoyYaTens pekambl MO 3anpocam NPUIOXKEHUIN He
oTnpaensieTcs. Ecnun BKNIOYMTL 3TOT NapaMeTp CHOBa, FreHepupyeTcs
HOBbIV MAeHTUdUKaTOP.

K Havany ctpaHuubl

Ayant

AyauT no3BonsieT agMMHUCTpaTopy HacTpoutb Windows ans
perncTpauum AeUCTBUN onepaumMoHHOM CUCTEMbI B XXYpHase
6e30nacHOCTM, KOTOPbIN MOXHO OTKPbITb C MOMOLLbIO CPeACTBa
MpOCMOTPa COBLITUMA UK APYrMX NPUNOXKEHUA. DTOT XYpPHan nomMoraeT
aAMMHUCTpaTOpy 06HapYXXMBaTb NOMbITKWU HECAHKLIMOHUPOBAHHOIO
AOCTyNa K KOMMbIOTEPY MMM €ro pecypcaM. Hanpumep, 3TOT XypHan
MOXET MOMOYb aAMUHUCTPATOPaM AMArHoCTMpOBaTb NPobnembl U
onpeaenuTb, 3aX0Aun N1 KTO-HUBYAb Ha KOMMNbOTEp, Co3A4aBas /in
HOBYIO YYETHYIO 3anunCb NOMb30BaATENS, U3MEHSIN X NONMUTUKY
6e30nacHOCTV MW OTKPbLIBA /N AOKYMEHT.

Co6paHHble, 06paboTaHHbIE MM NepeAaHHble CBeAeHus

AOMWHUCTpATOPbI ONpeaensoT, Kakyto nHdopMaunio cobupatb, Kak
[ONTO ee XpPaHUTb U nepefaBaTtb M ee TPeTbUM nnuaM. MHdopmaums
MOXET CoAepXKaTb NePCOHaNbHbIE AaHHbIE, TaKME KaK MMeHaA
nonb3oBaTenen unn dhannos. Ans NONyYEHUss AONONHUTENbHBIX
CBeAEHUN 0bpaTUTECh K aAMUHUCTPATOPY. JaHHble He OTMNpPaBNAOTCS
B KOpriopaumio Mankpocodr.

Ucnonb3oBaHue cBegeHun

AOMUHUCTpaTOPbI TaKkXXe onpeaenstoT cnocod NCnosb30BaHUS
nHbopMaumm ayamTa. B obwem cnyydae xxypHan 6e3onacHocTu
MCMNONb3YyeTCs ayauTopamMmn U aAMUHUCTPaToOpaMmn ANs OTCNEXMBaHUS
AENCTBUMA Ha KOMMbIOTEPE WU BbISIBNIEHWNS MOMbITOK
HeCaHKLUMOHMPOBAHHOIO AOCTYMNa K KOMMbIOTEPY MW pecypcaM Ha
HeM.

Bbi6op 1 ynpaBneHue

AOMUHUCTPATOPLI OnpeaensioT HeobX0AMMOCTb BK/IHOYEHUSI 3TOrO
KOMMOHEHTa 1 cnocob yBEAOMJIEHUA nonb3oBaTenen. Opyrve



Nnosb30BaTeNn He MOryT NpoCMaTpuBaTb XypHan 6e30nacHoOCTH, Nnoka
aAMUHUCTPATOP He NpeaoCTaBMT UM JOCTYN K HeMy. KOMMOHEHT
ayamMTa MOXHO HACTPOUTb Ha KOMMbIOTEPE C MOMOLLBbIO OKHA
"JlokanbHasa nonnTuka 6e30nacHOCTN" B KOMMOHEHTE
"AOMUHUCTpUpPOBaHME".

K Hayany cTpaHuubl

buomeTpusa

OnucaHue pyHKUUMU

Ecnv Ha Bawem KoMMbloTepe eCTb CKaHep OTrneYaTKoB nasbues, Bbl
MOXKeTe MCNob30BaTh OTMNeYaTok nasbua ans sxoaa B Windows u
naeHTUMUKaLUNN B NPUNOXKEHUSIX, KOTOPbIE NOAAEPXKMBAIOT 3TY
dyHKUMIO.

Cob6paHHble, 06paboTaHHbIe UM NepefaHHble CBeAeHUs

Koraa Bbl HaCTpanBaeTe HOBbIM OTNEYATOK Nasiblia, CYUTAHHBI
OTNEeYaToK Nasiblia XPaHUTCS NTOKaNbHO Ha BalLEM KOMMbIOTEPE.
[laHHble He OTNpaBNATCA B Kopriopauuto MarkpocodT. Koraa Bbl
MCMosb3yeTe OTNeYaToK nanbua AN MaeHTUbUKaUUM B NPUIOXKEHUN,
Windows cpaBHMBAET 3TOT OTMEYATOK C OTMNEYATKOM, COXPAHEHHbIM Ha
BalLEM KOMMbIOTEPE, U COOBLLAET NPUNOXKEHUIO, COBMAZIAET NN
OTCKaHWPOBAHHbI OTNEYaTOK C TEM, KOTOPbI CBSI3aH C BaLlen
yuyeTHoM 3anucbto. Windows He npeaocTaBnseT NPUNIOXKEHWNIO AaHHble
OTCKaHWPOBAHHOI0 OTMeYaTKa.

Ucnonb3oBaHMe cBegeHUum

Windows NCMNOJIb3YET CBEAEHUA 06 oTneyaTtke nanbla, KOTOprﬁ Bbl
XpaHUTE Ha KOMMbIOTEPE, A1 BXOAa B Windows ¢ noMoLLbto
OTneYyaTKa na’sbla.

Bbi60p M ynpaBseHue

Bbl MOXxeTe obaBUTb MM yaAanuTb OTNEYaTKU NanbLeB Ha CTpaHuue
MapaMeTpbl BXoAa B pa3zesie YYeTHble 3anucm napaMeTpoB
KOMMblOoTEepa.

K Hayany ctpaHuubl



LLincposaHue ancka BitLocker

OnucaHue pyHKuUMMU

LLincpoBaHue ancka BitLocker 3awmwaeT Bawn aaHHbIE MyTEM
WMpoBaHNs, YTO NpeaoTBpPaLLAEeT HECAHKLIMOHMPOBAHHbIA AOCTYN K
BalMM AaHHbIM. Korga Ha noaaep)XMBaeMOM ANCKE BKIIOYEHO
wndposaHue BitLocker, Windows wudpyeT aaHHbIe Ha AUCKe.

Co6paHHble, 06paboTaHHble UK NepefaHHble cBeAeHUs

Ecnun ncnonb3yeTtcs nporpamMmHoe wudgposaHune BitLocker,
KpunTorpaduyeckme KIoyn B NaMATN NOCTOSHHO BbIMOHAOT
LnpoBaHMe 1 paclnpoBKY AaHHbLIX NpU YTEHUM C 3aLLULLEHHOIO
YCTPOMCTBa UM 3anucy Ha Hero. Ecnm ncnonb3yetcs annapaTHoe
lwndposaHue BitLocker, To wudpoBaHne 1 paclundpoBka AaHHbIX
BbINO/IHSAOTCS YCTPOMUCTBOM.

Bo BpeMst HacTpoliku BitLocker Bbl MOXeTe pacneyaTaTb Koy
BOCCTAHOBJIEHMSI NN COXPAHWUTb €ro B PacrionoXXeHUW B BaLLEN CETW.
Ecnu Bbl ycTaHoBMNK BitLocker Ha HeCbeMHOM ANUCKe, KoY
BOCCTaHOB/IEHMSI MOXHO COXPaHUTb Takxke Ha USB-ycTpoincTee
naw-namMaTu.

Ecnm KoMnbioTep He NpUcoeanHEH K OMEHY, TO MOXHO CO34aTb
pe3epBHYI0 KOMUIO K/tova BocCTaHoBNeHus BitLocker,
naeHTndmnKaTopa Koda BOCCTAHOBNEHNS N UMEHN KOMMbIOTEPA B
yuyeTHol 3anucu MicrosoftOneDrive. ina obecnevenns
KOH(MAEHUMANBHOCTN OTNPaB/sieMble AaHHbIE LWNdPYOTCS C
NMOMOLLbIO NpOoTOKOsa SSL.

Bbl MoxxeTe HacTpouTb BitLocker ans wndpoBaHus AaHHbIX C
NMOMOLLbIO cepTUMKaTa, XpaHsiLWerocs Ha cMapT-kapTe. Mpu 3awuTe
ANCKa AaHHbIX C MOMOLLbIO CMAPT-KapTbl OTKPbITbIM K04 U
YHUKaNbHbIN NAEHTUDUKATOP AN CMApT-KapTbl COXPAHSIOTCS Ha
AVCKe B He3awmndpoBaHHOM Buae. 3T1a MHdOopMauus MoXeT
MCNOMb30BaTbCA ANS HAXOXAEHNS cepTUdUKaTa, KOTOPbIN Bbin
nepBOHa4asibHO UCMNOJb30BaH A BblAaun cepTudukaTa WwndposaHms
CMapT-KapThl.

Ecnun Ha Bawem KoMMNbloTepe yCTaHOBMIEHO 3almnTHOe obopyaoBaHue
LAOBEPEHHOro NAaTt@OpPMEHHOro Moayns Bepcun He MeHee 1.2,
BitLocker ncnonb3yet TPM ans npeaoctaBneHust annapaTHOW 3alUuThl



[AaHHbIX ANS AMCKa, Ha KOTopoM yctaHosneHa OC Windows.
[oNONHUTENBHYIO MHOPMaUMIO CM. HMXKE B pa3aene "Cnyxb6bl
AosepeHHoro nnatdopmeHHoro moayns (TPM)". Ha komnbtoTep ¢ TPM
Bbl TAKXXe MOXeTe YCTaHOBUTb NEPCOHAsIbHBIN MAEHTU(MOUKALMOHHDbIN
Homep (MNH-kog), uTobbl 406aBUTL AONONHUTENBHYIO 3aLUMUTY
3aWwmndpoBaHHbIX AaHHbIX. BitLocker coxpanuTt aToT MNUH-KOA Ha 6aze
TPM B X3lWMPOBaAHHOW 1 3awmdpoBaHHOM (OpMe Ha AMCKeE.

[aHHble, cobunpaemble BitLocker, He OTNpaBAAOTCS B KOPropaLumio
MaWkpocodT, ecnm He BbibpaHa apxuBaums Ko4a BOCCTAHOBNEHMS B
OneDrive.

Ucnonb3oBaHue cBegeHuM

[ns noaaepxku onepauni BitLocker kpunTorpaguyeckme Koum u
rnobanbHble YHUKanbHble naeHtTudukaTopsl (GUID) coxpaHsioTcs B
namsTu. CBeaeHns BoccTaHoBneHus BitLocker no3BonstoT nonyunTb
AOCTYN K 3alUMLIEHHbIM AaHHBIM B cy4vae cbos obopyaoBaHUs nnum
NpV BO3HUKHOBEHUM APYrNX HEMOMAAOK. DTU AaHHbIE NOMOratoT
cnyx6e BitLocker oTnnyaTh aBTOpU30BaHHbIX NMOJSIb30BaTENEN OT
HeaBTOPW30BaHHbIX.

Kopnopauusi MaiikpocodT He MCMONb3YET BallX KHO4M
BOCCTaHOB/EHMSI ANsl Kakux-nbo uenen. Koraa kioum
BOCCTaHOB/NEHMs1 oTrnpaBnaoTcs B OneDrive, MankpocodT MoxeT
MCNONb30BaTb CBOAHbIE AAHHbIE O K/toYax ANsl aHanM3a TeHAEHUNN U
COBEpLLEHCTBOBAHMNS CBOUX NPOAYKTOB U YCIyT.

Bbi60p u ynpaBsieHue

Mo ymonuanuto BitLocker oTkntoueH. Ha cbeMHOM HocuTene nbon
MoNb30BaTE/lb MOXET B /1060 MOMEHT BK/IIOYUTb UM BbIK/TIOUNTD
BitLocker, oTkpbIB WwWncpoBaHue ancka BitLocker Ha naHenn
ynpaBneHns. AQMUHUCTPATOP MOXET BKIOUUTb UM OTKIIOUNUTD
KoMnoHeHT BitLocker Ha Bcex anckax.

Bbl MOXXETE NpocMaTpmMBaTh K/HOYM BOCCTAHOBIIEHNS, XPaHSILLMECS B
Ballen yyeTHou 3anucy OneDrive, n ynpaBnsitb UMW.

K Havany ctpaHuubl

KOHTaKThl
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OnucaHue pyHKUMMU

Ecnu Bbl ncnonb3yete npunoxenune "iogn" nnu nogaepxvsaemMoe
CTOPOHHEEe MPUNOXEHNe ANs YNpaB/eHNsi KOHTAKTaMu1, TO MOXeTe
NpeaoCcTaBuUTb AOCTYN K HEKOTOPbIM KOHTAKTaM ApYrnM NpUIOXEHUSM
Ha KOMMblOTEpe, 0TOOPa3nTb AaHHbIE KOHTAKTa Ha KapTOYKe KOHTaKTa
M NpeaoCcTaBuUTb APYrMM NPUIOXKEHMSM Ha KOMMbIOTEpe
onpeaeneHHble AaHHble KOHTaKTa A/1s BbIMNOIHEHUSI AEUCTBUS,
HanpvMep 3BOHKA MM 0TobpaXkeHnst agpeca Ha KapTe.

Cob6paHHble, 06paboTaHHble, COXpaHEeHHblIe U nNepefaHHble
cBefeHus

Korga npuvnoxeHue 3anpalmnBaeT AaHHble KoHTakTa, Windows
NO3BO/ISIET BaM BblbpaTh KOHKPETHbIE KOHTaKTbl, AOCTYM K KOTOPbIM
MOXXHO NpeaoCTaBuUTb NPUIOXeEHUIO. KOHTaKTbl MOryT 6biTb
NpeAoCTaBeHbl NpuoXeHneM "Jlroan" nnm noaaepXxXmBaembim
CTOPOHHUM NPUIOXKEHMEM AN YNpaBieHns KoHTakTamu. Windows He
NpeaoCcTaBnsieT AOCTYN KO BCEM BalUMM KOHTaKTaM MPUIOXKEHUIO,
KOTOpOE 3anpaluvMBaeT Takon AOCTyn.

Ecnn y npunoxeHus eCtb 4OCTYN K YacTn uHdopmaumm o6 ogHOM
BalLEM KOHTAKTE, Hanpumep K HoMepy TenedoHa nnn agpecy
3NeKTPOHHON noyTbl, Windows MOXET nokasaTb KapTOUKy 3TOro
KOHTaKTa C AOMOJIHUTENBbHOW MHOPMaLMen N3 NPUNOXKEHUS ANns
ynpaBneHns KoHTaktamu. Windows He npeaocTasnsieT
AOMONMHUTENBHYIO MH(OPMALMIO O KOHTaKTE MPUIIOXEHNIO, KOTOpPOoe
oTobparkaeT KapTO4YKy KOHTaKTa.

Ecnu Bbl BbIGEpPETE KOMAH/AY Ha KapTOYKE KOHTAKTa, HanpuMep
Mo3BoHUTb, OTNPaBMUTDb MO 3/1IeKTPOHHOI noutenv MokasaTb
Ha KapTe , Windows 0TKpOET COOTBETCTBYIOLLEE NPUSIOXKEHME ASIS
BbINOJIHEHMSI 3TOrO AENCTBUSA U NPEAOCTABUT EMY HEOBXOAMMbIE ANS
3TOro0 AaHHblE KOHTAKTa, HanpuMep HoMep TenecdoHa AN COBEPLLEHUS!
3BOHKa.

Ucnonb3oBaHue cBegeHuM

Windows ncnonb3yeT AaHHblE KOHTAKTa U3 BaLLEro NPUIOXKEHUs ANs
yrpaBfeHUs1 KOHTaKTaMu1, YTO6bl NpeaoCTaBNSATb AOCTYM K
KOHKPETHbIM BblOpaHHbIM BaMM KOHTaKTaM, 0TobpaxaTb KapTouKu
KOHTaKTOB, OTKPbIBaTb MPUIOXEHUS N NPEeAOCTaBNATb AaHHbIE



KOHTaKTa NS BbIMOMHEHNUS AENCTBUIN, NEPEUNCIIEHHBIX B KapTOYKaXx
KOHTaKTOB, a TakxXe 4YTobbl 0TobpaxkaTb BaliM KOHTaKTbl B Windows
Search. Vicnonb3oBaHue cBeAeHWI O BaLLMX KOHTAKTaX MPUIOXEHMEM
"INioan" onmcaHo B 3as1BIEHNM O KOH(DUAEHLMANBHOCTIN NPUTOXEHN
ANst 06LeHns, U yNnpaBnaTb UMMN.

Ecnu Bbl NpeaocTaBnsieTe AaHHbIE KOHTAKTa CTOPOHHEMY
MPUNOXEHWNIO, UCMOMb30BAHUE 3TUX [IaHHbIX ONpeAenseTca npaBunamm
KOH(UAEHUMANBHOCTM TPETbEN CTOPOHBI. ECnn Bbl NpegocTaBnseTe
AOCTYN K AaHHbIM KOHTaKTa npunoxeHuto MaikpocodT, To 6yayT
AENCTBOBATL NpaBuNa, ONMCaHHbIE B 3asiBNIEHUN O
KOH(UAEHLMANBHOCTM 3TOrO NMPUIOXKEHMS.

Bbi60p u ynpaBneHue

Windows oTobpaxkaeT n npefocTtaBnsieT AOCTYN K AAHHbIM KOHTaKTa
TONBbKO B TOM CJly4ae, €C/iv Bbl PELUMAN NPeaoCTaBUTb AOCTYN
MPUNOXEHUIO K KOHKPETHBIM KOHTaKTaM, 0TO6pa3nTb KapTo4Ky
KOHTaKTa UK BbIbpaTb AENCTBME U3 KAPTOUYKN KOHTAKTa.

K Hayany ctpaHuubl

O6Hapy>XeHne 1 HaCTpoWKa YCTpoNCTBa

Windows BKtOYaeT HECKOMIbKO KOMMOHEHTOB, KOTOpbIe MOMOratoT
obHapy»xu1BaTb U HacTpaMBaTb YCTPOMCTBA Ha BalLEM KOMMbIOTEPE,
BK/IIOYAsA Takue NpuioXeHusl, kak "YcTaHoBKa yCTponcTB", "YCTaHOBKa
YCTPOWCTB C BbICOKOCKOPOCTHbIM MOBU/bHBIM NOAKIHYEHNEM",
"O6HapyxeHune cetn" 1 "becnpoBoHOE CBs3bIBAaHME YCTPOUCTB".

YCTaHOBKa YCTPOUCTB
OnucaHue pyHKUUMU

Koraa Ha KOMNblOTEpe yCTaHaBIMBaeTCs HoBoe ycTponcTeo, Windows
MOXET aBTOMATUYECKM UCKaTb AS1 HEro ApavBepsbl, 3arpyxaTtb Ux u
ycTaHaenmeaTtb. Windows Takoke MOXeT 3arpyXaTtb cBefeHus 06
ycTponcTtse (onucaHue, nsobpaxeHue n NoroTun marotosutens). Y
HEKOTOpPbIX YCTPOMCTB, BK/IHOYasi NPUHTEPLI, BE6-KaMepbl, YCTPONCTBa
AN BbICOKOCKOPOCTHOrO MOBUABbHOIO NOAKAOYEHNS U NepPeHOCHbIE
YCTPOMCTBa, KOTOpble CMHXPOHM3MpYtoTCa ¢ Windows, ecTb
NPUNoXeHMs, obecneynBatoLLme NOMHOLEHHYIO paboTy YCTPOMCTBaA U
B3aMMOAENCTBME C NONb30BaTeNeM. ECiM U3rotoBuTeNb YCTPOMCTBA
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npeaocTaBun ans Hero npunoxexue, Windows MOXeT aBTOMaTU4ECKM
3arpy3vTb M YCTAHOBUTb 3TO Npunoxexue u3 MarasmHa Windows npu
BX0oAe nosib3oBaTens B MarasuH.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeaeHUs

Mpu noucke apansepos Windows cBsi3biBaeTcs € LieHTpoM
o6HoBneHns Windows B IHTepHeTe, YTObbI HAUTW U 3arpy3unTb
[iparBepbl YCTPOWCTB, €C/IU HY)KHOIO JipaiBepa HET Ha BalleM
KomnbtoTepe. JononHuTeNbHblE CBEAEHUS O AaHHbIX, cObMpaeMbix
LleHTpoM obHoBneHns Windows, n 06 nx ncnosib30BaHnUn CM. B
3as1BIEHUN O KOH(PUAEHLMANBHOCTM CyXX6 0OHOBMEHUS, U YNpaBnsTb
NMMW.

YTo6bl MONYyYnTb CBEAEHNS 06 YCTPOMCTBE U NPOBEPUTL AOCTYMHOCTb
npunoxenus ans Hero, Windows oTnpasnsieT B Kopropaumio
MaikpocodT AaHHbIE 06 YCTPOWUCTBE, B TOM UYNCE MAEHTUGUKATOP
ycTpovictBa (HanpuMep, koA 06opyaoBaHMUA UK KOA Moaenm
MCNONb3YEMOro YCTPOMCTBA), PEMMOH U $3bIK, @ TaKxke aaTy
nocnegHero obHoBNeHNs ceefeHnn 06 ycTponctee. Ecnmn npunoxeHue
Ans yctponctea aoctynHo, Windows aBTOMaTU4YeCKM 3arpyaeT ero u3
Mara3suHa Windows u yctaHasnmsaeT. [TpunoxxeHne byaeT 4OCTYMNHO B
y4yeTHoM 3anucu MarasmnHa Windows B CiMcke NpunoXXeHui,
npyvHagnexawmx nosb3osaTtento.

Ucnonb3oBaHue cBeaeHuM

CBeneHus, OTNpaB/EHHbIE B KOpriopauuio MaikpocodT, nomMoratoT
HaWTK 1 3arpy3unTb NOAXOAALLMIA ApalBEP, CBEAEHNS U NPUOXKEHNE
ans ycrponctea. Kopnopaumst MankpocodT He UCNonb3yeT
NoNy4YeHHbIE CBEAEHUS], YTODObI YCTAHOBUTb JIMYHOCTb MOJIb30BaTENS
WK CBA3ATLCS C HUM.

Bbi60op u ynpaBneHue

Ecnu npu yctaHoBke Windows BbibpaHbl CTaHAApTHbIE NapaMeTpbl, TO
BKJ/IIOYAETCS aBTOMaTUYeCKasi 3arpy3ka 1M yCTaHOBKa ApalBepoB
YCTPOWCTB, CBeAEHMIN 06 YCTPOMCTBaX M NPUOXEHNA ANS YCTPOUCTB.
Ecnu BbiIBpaHa HacTpoika napaMeTpoB, TO B pasaerne 3awmTa u
o6HOBNIeHMe KOMNbloTepa B paszesie ABTOMaTUYECKM NoJlyvyaTtb
ApanBepbl, NPUI0XEHUA U AaHHbIe AN HOBbIX YCTPOMUCTB.
Mocne ycraHoBkn Windows MOXHO U3MEHUTb 3TU NapaMeTpbl Ha
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MaHenun yrnpaBreHus, BbIbpaB KOMaHay M3MeHeHWe napaMeTpoB
YCTaHOBKM YCTPOMCTBa, a 3aTeM HeT, npeaocTaBuTb BO3MOXHOCTDb
Bbl6oOpa, 1 ynpaBnsTb MMM.

Bbl MOXETE yAanuTb NPUIOXEHUE ANst YCTPONCTBa B Ntoboe BpeMms, He
yAansia caMo YCTPOMCTBO, OAHAKO NMPUIOXEHNE MOXET NoTpeboBaTbCs
ANSt UICNOSIb30BaHMS1 HEKOTOPbIX (PYHKLUNIA YCTPOMCTBA. Bbl MoXeTe
nepeyCcTaHOBUTb NPUTOXKEHNE YCTPONCTBA, KOTOPOe 6bI10 yAaNneHo,
OTKPbIB CMINCOK CBOMX MpunoxeHuin B MarasnHe Windows.

YCTaHOBKa YCTPOWNCTB C BbICOKOCKOPOCTHbIM

MOOUNbHBIM noAaxksiloyeHnem
OnucaHue pyHKUMMU

Ecnu Ha Bawem KoMnbloTepe yCTaHOBNEHO 060opyaoBaHUe Ans
BbICOKOCKOPOCTHOIO MOBW/IbHOIrO NOAK/IYEHMS, NpeaocTaBeHHoe
onpeaeneHHbIM MobunbHbIM onepatopoM, Windows mMoxeT
ABTOMATMYECKM 3arpy3nTb M YCTAHOBUTb MPUSIOXKEHNE, KOTOPOE
MO3BOJISIET YNPaBATb YYETHON 3aMUChi0 U TapUPHBIM MaHOM
MOB6UNBbHOMO onepaTopa, NPeaoCTaBMBLLErO 060pyaAOBaHUe Ans
BbICOKOCKOPOCTHOrO MOBW/IbHOMO NOAKIIOYEHNS Ballero KOMMbloTepa.
Takxe CkauMBalOTCH AONOSHUTENbHbIE CBeAeHMS 06 yCTpOMCTBE ANs
OTO6paXeHNs1 BbICOKOCKOPOCTHOrO MOBUNbHOrO NOAKOYEHUS B
CrMCKe CETEN.

Cob6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

YTobbl ONpeaennTb, Kakne cBeaeHusi 06 yCTPOMCTBE M NPUNOXKEHNE
cnepyet 3arpy3uTb, Windows oTnpaBnsieT 4acTb MaAeHTUPUKATOPOB
Bawwero o6opyaoBaHus Anst BBICOKOCKOPOCTHOrO MOBWIbHOMO
NOAK/IOYEHNS, YTO MO3BONISET MAEHTUDNUMPOBATb MOBWTLHOMO
onepaTtopa. YTtobbl 3aWmMTUTb Bally KoHGMAeHUManbHocTb, Windows
He OTNpaBAsieT NoSHbIE NAEHTUDMKATOPbI Balero 060pyaoBaHMs ans
BbICOKOCKOPOCTHOIr0 MOGWIbHOrO NoAkMoYeHust B MalikpocodT.

Ecnu Bal MO6UNbHbLIN OnepaTop NPeaoCTaBw NPUNOXKEHNE
MaiikpocodT, Windows 3arpyxaeT ero u3 MarasmHa Windows u
yCTaHaBnuBaeT. Korga Bbl OTKpbIBaeTe NPUIOXKEHWE NOCie YCTaHOBKH,
OHO MOoMy4aeT AOCTYN K BaweMy obopyaoBaHMio Ans
BbICOKOCKOPOCTHOIO MOBW/TbHOIO MOAK/IIOYEHMUS, BKOYas
YHUKanbHble naeHTUdUKaTopbl 060pyA0BaHUS, KOTOPblE MOBUIIBbHDIN
onepaTop MOXET MCMOMb30BaTb ANS MAEHTUMUKALMN BaLLEN YYETHOM



3anucu.
Ucnonb3oBaHue cBefeHun

MankpocodT MCNONb3YeT YacTb MAEHTUPUKATOPOB BaLLEro
o06opyaoBaHusl 4151 BbICOKOCKOPOCTHOMO MOBMNBHOIO MOAKOYEHUS,
koTopble Windows oTnpasnsieT, 4Tobbl onpeaenvTb, NPUIoXeHWE
Kakoro onepartopa cnegyeT YCTaHOBUTb. locne yCTaHOBKM
npunoXeHue MOXeT ucnonb3osatb W/ Bawero obopyaosaHus ans
BbICOKOCKOPOCTHOr0 MObmbHOMO NoaktoveHns. Hanpumep,
NpUIoXeHne MObUNLHOro onepaTopa MOXeT NUCMONb30BaTb 3TU
MAEHTUMKATOPLI ANs MOMCKA CBEAEHUA 06 yYEeTHOM 3anucu u
Tapude. Mcnonb3oBaHWe NPUIOXKEHNEM 3TUX CBEAEHWIN ONpeaensieTcs
npasuiamMm KoHbUaeHUNanbHOCTK Balero MobuibHOro onepaTopa.

Bbi6op u ynpasneHue

Ecnn npu nepsoii yctaHoBke Windows BbibpaHbl CTaHAapPTHbIE
napameTpbl, Windows aBToMaTU4eCcKku NpoBEpPUT HannMume n yCTaHOBUT
NpUNoXKeHUs MObUNbLHOro onepaTopa. Bbl MOXeTe BKIIOUUTbL UK
BbIK/TIOUYNTb 3TOT KOMMOHEHT Ha MaHenNun ynpasnieHus.
JlononHuTenbHblE CBEAEHMS CM. B pa3aene "YCTaHOBKa yCTponcTB".

Bbl B 1t06011 MOMEHT MOXETE YAaNUTb NPUIOXKEHUE MOBUTbHOMO
oriepaTopa, He yaansis 06opyaoBaHue ANs BbICOKOCKOPOCTHOIO
MOBWNBHOrO MOAKMOYEHMS.

Ob6Hapy>xeHune ceTu
OnucaHue pyHKUMMU

Korza Bbl nogkntovaeTe KOMNbIOTEP K HEOONbLLOW YacTHON CeTu,
Hanpumep aomawHen, Windows aBToMaTuyeckn obHapy>xmBaeT
Apyrue KOMMboTepbl U 0bLumne YCTPONCTBA, NPUCYTCTBYIOLLME B CETH, a
TaKXe [enaeT Ball KOMMbOTEP BUANMBIM ANst APYrMX Nosb3oBaTenen
ceTu. Mpun Hannuum obwmx yctporcts Windows MOXET aBTOMaTUYECKM
MOAK/UNTLCS K HAM U YCTAHOBUTb UX. OBLMMKM yCTPOMCTBAMMN MOy T
6bITb MPUHTEPLI U MEANANPUCTABKM, HO HE Takue YCTPOMCTBA, Kak
Kamepbl 1 MOBUbHbIE TenedOoHbI.

Co6paHHble, 06paboTaHHbIE UM NepefaHHble CBeAeHUs

Koraa Bbl BK/Ito4aeTe obwmi AOCTYyNn U NOAKMOYEHNE K YCTDOVICTBaM,
TaKue CBeEAEHNA O BallEM KOMIbIOTEPE, KaK €ro nmMa 1 ceTeBov aapec,



MOryT NepeaaBaThCs MO SIOKaNbHOW CETU, YTOBbI AaTb APYruM
KOMMbIOTEPAM BO3MOXHOCTb OBHAPY>XUTb €ro U NOAKIUNTLCSA K
HeMmy.

YT06bl ONpeaennTb, cneayeT M aBTOMaTUYECKN YCTaHaBNMBaTb
YCTPOWCTBA, NOJK/IIOYEHHbIE K Ballen CETU, COBUPAIOTCA HEKOTOPbIE
CBE/IEHWNS O Ballien CeTU 1 3aTeM oTnpasnstoTcs B MalkpocodT. Cioaa
OTHOCATCS TaKUe CBeAEHMS], Kak KONIMYECTBO YCTPOMCTB B CETH, TUM
cet (HanpuMep, YacTHasi CETb), a TakXKe TUMbl U HA3BaHWS MoAenen
YCTPOMCTB, HaxoAsILUMXCS B CETU. MNepcoHasbHble AaHHbIE, HanpuMep
CETEBOE MMS WX Naposb, He cobupatoTcs.

B 3aBMCMMOCTM OT NapaMeTpoB YCTaHOBKW BaLLEro YCTPOMCTBA, KOraa
Windows yctaHaBnuBaeT obwme yctponctBa, Windows MoxeT
OTNpaBsiTb HEKOTOpble cBeaeHns B MakpocodT u yctaHasnmeaTh 10
YCTPOWMCTB Ha BalleM KoMMbtoTepe. [JononHUTENbHbIE CBEAEHMS CM. B
pasaene "YcTaHoBKa yCTpPOMCTB".

Ucnonb3oBaHue cBefeHun

OTnpaBnsieMble B MankpocodT cBEAEHUS O BalLeN ceTn
MCNONb3YOTCS, YTOObI ONPeaEnuUTb, Kakme YCTPOMCTBA,
MPUCYTCTBYIOLLME B CETU, CNEAYET YCTaHOBUTb aBTOMATUYECKM.
Kopnopauus MaiikpocodT He UCMONb3yeT 3T CBEAEHUS Anst
YCTaHOB/IEHUS! IMYHOCTM NOMb30BATENS], CBSA3N C HUM U
HanpaBfeHNs eMy pekaMmbl.

Bbi60p M ynpaBseHue

Ecnu Bbl BKItoUMTE 06WMIA AOCTYN U NOAK/OYEHNE K YCTPOMCTBaAM Nnpw
NPUCOEANHEHNM K CETUM, ANS 3TON ceTn ByaeT BKIKOYEHO 06HapyXXeHne
ceTW. Bbl MOXeTe M3MEHUTb 3TOT NapaMeTp ANs TEKYLUEN CeTH,
LLIEeNIKHYB TUM CETK, YKa3aHHbIN Noa MMeHeM ceTu B LieHTpe
yrpaBfeHUsi CETSIMU U OOLLMM AOCTYMOM.

Bbl MOXeTe BbI6paTh, BKIHOYATb /I OOHApY>XEHWE CETU B NpUHLMMNE U
BKJ1tOYATb JIN aBTOMATMYECKYIO YCTAHOBKY MOAK/THOYEHHbBIX K CETH
yCTpONCTB, BbibpaB U3MEeHUTb AONO/IHUTENbHbIE NapaMeTpbl
obwero gocryna B LieHTpe ynpaBneHusi CETSIMU 1 06LUM AOCTYMNOM.

CBs3bIBaHME GECHDOBOﬂ,HbIX YCTpOVICTB
OnucaHue pyHKUUMU



Windows no3BonsieT ycTaHaBnMBaTb CBA3b KOMMNbIOTEPA C
6ecnpoBoOAHbIMK YCTPONCTBaMK, Ucronb3yowmmmn Bluetooth nnmn Wi-Fi
Direct. Wi-Fi Direct — 370 TexHonornsi 6ecnpoBoiHOM CBS3W, KOTOpast
Mo3BOJISIET YCTPOMUCTBAM 0O6MEeHMBATLCS AaHHBIMU HENOCPEACTBEHHO
ApYyr ¢ apyrom 6e3 noakstoyeHus k cetn Wi-Fi.

Cob6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

Ecnn B napameTtpax Bluetooth ycraHoBneH dbnaxxok Pa3pewnTb
yctpoiictBaMm Bluetooth o6Hapy)xuBaTb 3TOT KOMNbIOTEP , TO
Windows TpaHcnmnpyeT umst KomnbtoTepa no Bluetooth, 4Tobbl
paspeLunTb YCTPOMCTBaM ¢ noaaepxkon Bluetooth obHapyxuBaTh U
naeHTMduuUnpoBaThb ero.

Ecnu B napameTpax Bluetooth yctaHoBneH dnaxok [lobaBneHmne
ycrpoicTBa , To Windows TpaHcimpyeT uMmsi komnbtotepa no Wi-Fi,
yTObbI pa3pelunTb YCTPOMUCTBAM ¢ noaaepxkon Wi-Fi Direct
obHapy>u1BaTb U MAEHTUMOMLMPOBATL ero. MNocne 3akpbiTust OKHa
HNo6aBneHune ycrponcrBaWindows npekpalwiaet TpaHCAAUMIO UMEHN
KoMmnbtoTepa no Wi-Fi.

B 3aBMCMMOCTM OT NapaMeTpoB YCTaHOBKW BaLLEro YCTPOMCTBA, KOrAa
Windows ycTaHaBnmMBaeT CBA3b C 6€CnpoBOAHBLIMU YCTPOUCTBaMK,
Windows MOXeT OTnpaBnsaTb HEKOTOPbIE CBEAEHUSI B MalkpocodT u
yCTaHaBnmBaTb 10 yCTPOMCTB Ha BalleM KOMMbIOTEpE.
[lononHuTenbHble CBEAEHMS CM. B pa3aene "YCTaHOBKa yCTpoucCTB".

Ucnonb3oBaHue cBegeHun

Windows oTnpasnsieT uMsi Ballero KomMnbtoTepa, Utobbl agpyrue
yCTpOMCTBa MOINN MAEHTUMULMPOBATL €ro N NOAK/IUNTLCS K HEMY.
MMs Balero koMnbloTepa He oTrnpaBnseTcs B Makpocodr.

Bbi6op 1 ynpaBneHue

YT06bl M3MEHUTb MapaMeTp TpaHcnaumM cuctemon Windows nMeHu
BalLero KoMnbtoTepa no Bluetooth, HaxkMuTe 1 yaepxxmBanTe unm
LeNKHUTE NpaBoON KHOMKOW MbilUW Ball KOMMbIOTEP B pasaene
"YcTponcTBa v NpuHTEPLI" Ha NaHenNn ynpaeBneHus, BoibepuTe
Mapametpsbl Bluetoothu PaspewunTtb ycrpoitcteam Bluetooth
o6HapyxmBaTb 3TOT KOMMNbLOTEpP. Ecnn Bbl He xoTnTe, 4Tobbl OC
Windows TpaHcniMpoBana uMms Bawero komnbtoTepa no Wi-Fi Bo Bpemsi
n06aBneHns yCTponcTB, BpeMeHHo oTkntoumTe Wi-Fi B pasaene



"BecnpoBo/iHble YCTPOMCTBA" NapaMeTpPoB KOMMbIOTEPA nepea
A06aBneHNEM YCTPOMCTBaA.

K Hayany cTtpaHuubl

LLIndppoBaHme ycTpoicTea

OnucaHue pyHKUUMU

LLIncdpoBaHMe yCTPOMCTBa NOMOraeT 3aliMTUTb BalLN AaHHbIE NyTeM
nx WnpoBaHUSA C MOMOLLLIO TEXHONOMMK LWUPOBaAHNS AMCKa
BitLocker, koTopas npeaoTBpallaeT NomnbITKM B3/IOMa MPorpaMMHOro
obecneyeHunsi BHe ceTu. Koraa lwndpoBaHne YCTPOMUCTBA BKITHOYEHO,
Windows wudpyeT AaHHble HA TOM ANCKE, HAa KOTOPOM YCTaHOBJ/IEHA
Windows.

Co6paHHble, 06paboTaHHbIE UM NepefaHHble CBeAeHUs

Ecnu BkAoYeHO nporpaMMHoe WwudpoBaHne, TO AaHHble,
CYMTbIBaEMbIE C 3aLUMLLEHHOrO ANCKA M 3anMCbiBaeMble Ha HEro,
MOCTOSIHHO LWMPYIOTCA M pacLluM@pOBbLIBAOTCS C UCMOSIb30BaHNEM
KpunTorpauyeckmx Knoven, Haxoaswwmxcs B namMatu. Ecnm
BKJTIOYEHO annapaTHoe WudpoBaHune, TO WndpoBaHue u
paclindpoBKka AaHHbIX BbINOJHAIOTCA CaMUM AUCKOM.

[nsi XpaHeHus1 KpunTorpauyeckmx KnoYven, NCnonb3yemblx Ans
WwnposaHMa aucka, u ynpasneHns umn Windows mncnonbsyet
[OBEPEHHBIN NnaTdopMeHHbI Moaynb (TPM). Koraa BkAOYEHO
lwmncpoBaHue ycTpoincTea, Windows aBToMaTUyecku WNpyeT ANCK,
Ha KOTOpoM ycTaHoBneHa Windows, n reHepupyeT K/tou
BOCCTAHOBJ/1EHNS. KoY BOCCTAHOB/IEHUS UCMNOb3yeTCa AN
Nosy4YeHns 4OCTyNa K 3alMLLEHHBIM AaHHbIM B Ciyyae cbos
obopyaoBaHus unn Apyrmx Henonagok.

Ans Ka)xaon y4eTHON 3annucy aaAMMHUCTPATopPa, NOAKIIOYEHHON K
y4yeTHON 3anucu MankpocodT, KoY BoccTaHoBNeHUs BitLocker ans
KOMMblOTEPA aBTOMAaTUYECKN apXMBUPYETCS B IHTEPHETE B YYETHOM
3anucu MaiikpocodTOneDrive. B Tol e yyeTHon 3anuncu OneDrive
APXMBUPYIOTCS UMS KOMMblOTEPA U MAEHTUdUKATOP AN Kto4a
BOCCTaHOBNeHUs. Ana obecneyenns KoHpuaeHUManbHOCTH
OTNpaB/sieMble AaHHbIE WNGPYIOTCS C MOMOLLbIO NpoToKona SSL.

Ucnonb3oBaHue cBefeHun



KpunTtorpaduyeckune knoum n rnobanbHble YHUKabHbIE
naeHtTudukatopsl (GUID) xpaHATCa B namMsaTK KOMMNblOTepa ANs
noaaepXxkn onepauui BitLocker. CBeaeHns BOCCTaHOBNEHMS
obecneumBaloT AOCTYN K 3alMLLEHHbIM JaHHbIM B C/lydae OoTKasa
obopynoBaHusa unu apyrux npobnem, a Takxe no3sonsatoT BitLocker
pa3nnM4aTb aBTOPM30BAHHbIX M HEABTOPU30BAHHbIX NMOJIb30BaTeNeMn.

MaikpocodT XpaHUT KOMMUIO AaHHbIX BOCCTAHOB/IEHMSI B YYETHON
3anmcn OneDrive, 4TO6bI NOML30BaTENb MOI NOAYYUTb K HAM AOCTYN
yepes NHTepHeT. KoY BOCCTaHOBMIEHUSA HE UCMONb3YETCa N He
XpaHUTCS HUra4e, Kpome yyeTHol 3anmcn OneDrive. MankpocodT
MOXET MCMONb30BaTb CBOAHbIE AAHHbIE O K/THO4YaX BOCCTAHOB/IEHNS
ANS aHaNM3a TEHAEHUMI U COBEPLUEHCTBOBAHMSI CBOMX NMPOAYKTOB U
ycnyr. Hanpumep, 3T1 faHHbIE MOryT MCMoJSb30BaTbCs AN
onpeaeneHns NpoLeHTHOro COOTHOLIEHUS KOMMbIOTEPOB, Ha KOTOPbIX
BKJIIOYEHO WK POBaHME yCTPOMCTBA.

Bbi60op 1 ynpasneHue

Ecnv npun HacTporike KOMMbOTEpPa MCNOMb30Baach y4eTHas 3anmncb
MaikpocodT 1 KOMMbIOTEP NOAAEPXKMBAET WNGPOBaAHNE YCTPOUCTBA,
TO nocnefHee byaeT BKIOYEHO, @ pe3epBHast KOnus Kitoya
BOCCTaHOB/EeHUS ByAeT coxpaHeHa B yYeTHow 3anuncu OneDrive. Ecnu
NpU HaCTPOMKE KOMMbIOTEPA MCMO/b30Banach SlokasabHas yyYeTHas
3anunch, WdpPoBaHME YCTPOMUCTBA HE BKIOYAETCS.

Ecnv no3e Bbl NOAKNIOUUTE YYETHYIO 3anncb MalkpocodT K yYeTHOM
3anncu aAMMHUCTPATOPA Ha CBOEM KOMMbIOTEPE, Npov3onaeT
cneaytollee.

e Ecnn wndpoBaHme ycTponcTBa elle He BkItoUYeHo, To Windows
aBTOMATUYECKN BKJTIIOUUT €ro 1 CO34acT pe3epBHYH KOMUIO
A@HHbIX BOCCTAHOBNIEHUS B Y4eTHOM 3anucu OneDrive ans aToro
nosb3oBaTens.

e Ecnn wndpoBaHme yCcTponcTBa yXKe BKIIIOYEHO, TO B YYETHOM
3anucu OneDrive aaHHoro nonb3osatens byaeT co3aaHa
pe3epBHas Konusa AaHHbIX BOCCTAHOBNEHUS 419 KOMIMbIOTepa.

MpocMaTprBaTh KHOUYM BOCCTAHOB/EHMS, KOTOPbIE XPaHSATCS B BalLe
yuyeTHoM 3anucu OneDrive, 1 ynpaBnsaTb UMW MOXHO 3/€Ch, U


http://go.microsoft.com/fwlink/p/?linkid=302199

ynpaBnsaTb UMW.

K Havany ctpaHuubl

DirectAccess

OnucaHue pyHKUUMU

DirectAccess obecneumBaeT NpoCcToe yaaneHHoe noakntoveHne
BaLLEro KOMMbOTepa K CeTu Ballen paboyert obnact npu Hanuuum
NHTepHeTa 1 BHE 3aBMCMMOCTU OT MECTOMOJIOXXEHUSA KOMMbloTepa.

Co6paHHble, 06paboTaHHble NN NepefaHHblie CBeAeHUs

Kaxxabii pa3 npu 3anycke komnbtotepa DirectAccess 6yaeT nbitaThes
MOAKNIOYUTBLCS K CETU Ballen paboyein 06/1acTy BHE 3aBUCMMOCTU OT
TOro, HaxoauTechb Bbl MN3MYECKN Ha paboyeM MecTe nnu HeT. Mocne
MOAK/IOYEHNS Ha Ball KOMMNblOTEP BYAET ckayaHa NoMTUKa paboyen
061acTi, 1 Bbl CMOXETE NOSYYMTb AOCTYMN K HAaCTPOEHHbIM pecypcaM B
ceTn paboyen obnactn. AoMMHUCTpaTop paboyen obnactn MoXeT
MCNonb30BaTb BO3MOXHOCTU noakntoveHns DirectAccess ans
yAaneHHOoro ynpas/ieHNss U MOHUTOPUHIa Ballero KoMmnboTepa,
BKJ1tOYas MoceLleHHble BaMy Be6-CaliTbl, BHE 3aBUCMMOCTU OT TOrO,
HaxoauTecb 1 Bbl (U3NYECKN HA cBOeM paboyeM MecTe.

DirectAccess He OTnpaBnseT kakne-nnbo ceeaeHns B Mankpocodr.
WUcnonb3oBaHue cBepeHUMn

Cnocob 1Mcnonb3oBaHMs aAMUHUCTPATOPOM COBpaHHbIX B BaLLeW
pabouyern obnacTv cBeAeHUN onpeaenseTcs NoanMTUKaMn Ballen
KOMMNaHuu.

Bbi6op 1 ynpaBneHue

DirectAccess AOMKEH HAaCTPOUTb aAMUHUCTPATOP Ballen paboyen
0611acTV C NOMOLLBIO MPYMMOBbLIX MNOUTUK. XOTS aAMUHUCTPATOP
MOXET MO3BO/INTb BaM BPEMEHHO OTK/IHOUYUTb HEKOTOPbIE 3NIEMEHTbI
DirectAccess, ToNbko aagMUHUCTPaTop paboyeit 061acTu MOXeT
0CTaHOBUTb MonbITkM Windows noakntounTbCs K Bawlen paboyei
obnacTtu ¢ uenbto ynpasneHusi. Ecnv Bbl v Ball agMUHUCTPATOP
pabouel 06nacTn ygansete Ball KOMMbIOTEP U3 AOMEHa paboyei
obnactu, DirectAccess TepsieT BO3MOXHOCTb MOAKIOYEHUS.



K Hayany cTpaHuubl

LieHTp cneumanbHbIX BO3MOXHOCTEN

OnucaHue pyHKUMMU

LieHTp cneumanbHbIX BO3MOXHOCTEN MO3BOJNSIET BKIOYUTD
crneunanbHble BO3MOXXHOCTU M NapaMeTpsbl, obecneumsatowme 6onee
ya06HOe B3aMMOAENCTBME C KOMMbIOTEPOM.

CobpaHHble, 06paboTaHHbIE UM NepeAaHHble CBeAeHUs

MpY MCNONb30BaHWK 3TOrO0 KOMMOHEHTa NoMb30BaTeNto 6yaeT
NPeanoXeHo BblIbpaTb COOTBETCTBYIOLLME YTBEPXKAEHWSI.

K 3TUM yTBEPXXAEHUSIM OTHOCSTCS CNeayloLme:

e TpyaHO BUAETb TEKCT M n3obpaxkeHue Ha TB.

TpyaHo BUAETHL U306paXXeHUe Ha MOHWUTOPE M3-3a YC/TOBUIA
OCBELLEHMS.

51 He ucnonb3ylo KnaBmnaTypy.

S HBanNUA No 3peHuio.

S iHBanuAa no cnyxy.

Y MeHs1 gedeKTbl peun.

3TV CBEAEHMSI COXPAHSIIOTCS B 3alUMdPOBaHHOM HeYMTaeMoM cdopmaTe
Ha KOMMblOTEpPE MO/b30BaTENS.

Ucnonb3oBaHue cBefeHun

B 3aBMCMMOCTM OT BblOpPaHHbIX YTBEPXXAEHUA NOSb30BATENIO
npefocTaBnseTcs Habop pekoMeHaauuin No KOHGUrypauun. 3Tu
CBefleHMs1 He OTNpaBnsoTCca B MakpocodT M HEAOCTYMNHbI APYrMM
Nnonb30BaTeNsM, KpoMe Bac 1 aAMUHUCTPATOpa Ballero KOMMboTepa.

Bbi60op u ynpaBneHue

TpebyeMble yTBepXXAEHNS MOXHO BbibpaTb B KOMMOHeHTe "LIeHTp
cneumanbHbIX BO3MOXHOCTEN" Ha NaHenu ynpaeneHust. Monb3oBaTtenb
MOXET U3MEHWTb CBOW BbIOOP B Nto60e BpeMs. Takxke MOXHO BblbpaTb
pekoMeHZaunn, KoTopble TpebyeTcs NPpUMEHUTb Ha KOMMblOTepe.



K Hayany ctpaHuubl

MpocMOTp COBbITUIA

OnucaHue pyHKUMMU

MNMonb3oBaTenu KoMnbtoTepa (rnaBHbIM 06pa3oM aAMUHUCTPATOPbI)
MOTYT WUCMOJIb30BaTb CPEACTBO MPOCMOTPA COBbITUIA ANS OTKPbITUS
XXYPHanoB cobbITUi 1 ynpaBneHns uMn. XXypHanbl cobbITUI coaepkaT
cBefeHus 06 obopyaoBaHuKM, NporpaMMHOM obecneyeHnn n cobbITUSIX
cucTeMbl 6€30MacHOCTM Ha KOMMbloTepe. Bbl Takke MoXeTe Nosy4YnTb
oT MalikpocodT cBefieHMs 0 COBbITUSIX, LLENKHYB 3nemMeHT "CripaBka B
NHTepHeTe ans XypHana cobbituin”.

Cob6paHHble, 06paboTaHHbIe UM NepefaHHble CBeAeHUs

XypHanbl cobbiTuin coaepkaT CBeAeHUsI 0 COBbITUAX, BO3HUKLLUX Y
BCEX MONb30BaTENEN N BO BCEX NPUIOXEHNSX Ha KOMMbtoTepe. Mo
YMOJTYaHUIO BCE NOJib30BaTeNn MOryT NpocMaTpuBaTb 3anucu
XKYPHanoB cobbITUi, 0AHAKO aAMUHUCTPATOPbl MOMYT OrpaHNUYnUTb
AOCTYN K HUM. OTKPbITb XXYpPHasbl COBbITUIA KOMMbIOTEPA MOXHO C
MOMOLLbIO CpeACTBa NPOCMOTPa CobbITUA. CBeAEHUS O 3amnycke
CpeAcTBa NPoOCMOTpa CObbITUI CM. B LIeHTpe cnpaBku M NOAAEPIKKM
Windows.

Ecnu Bbl UIcnonb3yeTe cnpaBky B MIHTEpHETe Ans XypHana cobbiTuiA,
4yTOObl HAWTN CBEAEHUSI O KOHKPETHOM COBbLITUM, CBEAEHMSI 06 3TOM
Cob6bITUM OTNpPaBnsAOTCS B MankpocodT.

Wcnonb3oBaHue cBegeHnmn

Ecnu Bbl UICcnonb3yeTe cnpaBky B MIHTEpPHETE ANs XypHana cobbiTuiA,
YTOObl HANTK CBEAEHMS O KOHKPETHOM COBbLITUK, AaHHbIE COBbITHS,
OTMpaB/IeHHble C Balero KOMMboTepa, UCNONb3YHTCA A5 NoUcKa 1
NpefoCTaBNeHNs AONOMHUTENbHBIX CBEAEHMIN O cobbITMK. B cnyyae
cobbITnii MarikpocodT noapobHble cBeaeHMs 0 CObbITUM
oTnpaensoTcs B MankpocodT. Kopnopauusi MaikpocodT He
NCNONb3YeT 3TN CBEAEHUS ANS YCTAHOBNEHNS IMYHOCTU
Nnonb30BaTens, CBSA3M C HAM WM HanpaBieHus eMy peknambl. MNpu
BO3HWUKHOBEHMMN COBbLITUI, CBA3AHHBIX C NPUIOXEHUSIMU CTOPOHHUX
Npou3BOAUTENEN, CBEAEHMS ByayT OTNpaBieHbl NO aapecy,



YKa3aHHOMY CTOPOHHWUM u3AaTeneM unu npovssoauTenem. MNpu
oTnpaBke MHGOPMaLIMK O COBLITUAX CTOPOHHUM U3AATENSM WU
npou3BoAUTENSIM OHa BYET UCMONb30BaTbLCA B COOTBETCTBUM C
MONOXEHNAMM 3a8IBNIEHNI O KOH(PUAEHUMANTBHOCTU 3TUX OpraHn3aLmii.

Bbi60p u ynpaBsieHue

AZMWHUCTPATOPbI MOTYT OrPaHMYNTb AOCTYN K XXYpHanaM CpeacTsa
npocMoTpa CcobbiTUiA. M0Nb30BaTENM, KOTOPLIM NPEAOCTABEH MOJHbLIN
AOCTYN K XYpHanaM cpeacTBa NpoCcMOTpPa COObITUA, MOMYT OUMCTUTD
nx. Ecnn paHee nonb3oBaTesib He NOATBEPAUS CBOE COrlacme Ha
aBTOMATUYECKYIO OTNPaBKYy CBEAEHWI O COBLITUAX MPU HaXaTuUm
CCbIIKM Ha Be6-cripaBKy XypHana cobbiTui, byaet oTobpakeH 3anpoc
C NOATBEPXAEHNEM OTNPaBkK Yyepe3 VIHTEpHET yka3aHHOM
nHgopmMaumu. Moka cornacme nonb3osBatens He byaeT nonyyeHo,
HUKAKWUX CBeAEHWI XypHana cobbITU OTnpaBneHo He byaer.
ALMUHUCTPATOPbI MOMYT UCMNOb30BaTb MPYNMOBYO NOANTUKY AN
Bblbopa Mnn n3MeHeHus Beb-canTa, Ha KOTOpbIA ByayT OTNpaBEHbI
cBefieHust 0 COObITUSIX.

K Hauvany cTtpaHuubl

CeMeliHasa 6e30MacHOCTb

OnucaHme PpyHKLUN

CeMelHas 6e30MacHOCTb MOMOraeT poaAUTENAM 3alUUTUTb CBOUX AeTeN
Npy UCMOb30BaHNM KOMMbOTEPa. PoauTeny MoryT pellaTb, Kakue
MPUNIOXEHUS, UrPbl 1 BEG-CalTbl pa3peLlaTb UCMOSIb30BaTh AETSM.
Kpome Toro, poauTeny MoryT ycTaHaBMBaTb OrpaHUYeHUs no
BPEMEHW U MONYyYaTb PerynsipHble 0TYETb 06 aKTUBHOCTU MO
3M1EKTPOHHON noyTe. PoanTenu MoryT ynpaBnsiTb OrpaHUYEHUsIMA U
NpoCcMaTpuBaTb OTYETHI 06 AaKTMBHOCTM NIOKaNIbHO Ha KOMMbIOTEPE UK
yepe3 VIHTepHET ¢ NOMOLLbIO Beb-caiTa ceMeltHon 6e30nacHoCTy
Kopnopauun Makpocodr.

Co6paHHble, 06paboTaHHble UM NnepefaHHble CBeAeHUs

MapaMeTpbl ceMeiHon 6e30MacHOCTU U OTYETbI 06 aKTUBHOCTMU
XPaHATCA Ha BalleM KoMmnbtoTepe. OTyeTbl 06 aKTMBHOCTU MOIYT
coaepxaTb CBeAeHUs1 0 BpEMEHN, NPOBEAEHHOM 32 KOMMbIOTEPOM,
BPEMEHMN, 3aTPa4YEHHOM Ha OTAE/bHbIE MPUIOXEHUS N UTPbl, @ TaKXe



0 MOCELLEHHbIX BeB-canTax (BKIHOYAs NOMbITKM NPOCMOTPa
3a6/10KMPOBaHHbIX BEO-CATOB). AOMUHUCTPATOPbI KOMMbOTEPA MOMYT
N3MeHATb NapaMeTpbl U MPOCMATPUBaTb OTYETbI 06 aKTUBHOCTW.

Ecnn ans yueTHou 3anucy pebeHka BKIIOYEHO BEG-yNpaBieHue,
poauTenn MOryT NpocMaTpuBaTb OTYET 06 aKTUBHOCTWN pebeHka n
N3MEHSTb CBOM MapaMeTpbl Ha Beb-canTe ceMenHon 6e3onacHoOCTy
MavikpocodT. PoanTenb MOXET pa3pelunTb APYruM NoasM
npocMaTpuBaTb OTYETHI 06 aKTUBHOCTM M U3MEHSTb NapaMeTpbl,
Ao6aBMB MX B Ka4eCcTBe poauTens Ha Beb-canTe ceMenHon
6e3onacHocT MaikpocodT. Ecnm poanTens, HacTpanBatoLmii
cemeliHyto 6e3onacHocTb, Bowen B Windows ¢ y4eTHOM 3anmcbto
MaikpocodT, Be6-ynpaBneHne BKIOYAETCS aBTOMATUYECKMN.

Koraa ans yyeTHoi 3anucy pebeHka HacTpoeHa ceMeiHast
6€30MacHOCTb C BK/IOUYEHHbIM BEG-YNPABNEHNEM, EXEHEAESbHbIE
OT4YeTbl 06 aKTUBHOCTU pebeHKa aBTOMaTUUYECKM OTMNPaBAAOTCA Ha
3NEKTPOHHYIO NMOYTY POAUTENS.

Ucnonb3oBaHue cBegeHum

Windows n Beb-canT ceMeltHom 6e3onacHocTy MankpocodT
MCMOSb3YHOT COBPaHHbIE CBEAEHUS AN NPEAOCTaBNIEHMS] KOMMOHEHTA
"CeMeliHast 6e3onacHocTh". Koprnopauus MankpocodT MoXxeT
aHaNM3MpoBaTb CBEAEHUS XXypHana akTUBHOCTU B LIENTIOM, YTOObI
obecneunTb KauecTBO AaHHbIX, HO HE UCMONb3YET 3TN CBEAEHNS ANS
YCTaHOBNEHMUS! IMYHOCTM NOJNb30BaTeNS, CBA3M C HUM UK
HanpaBleHNs eMy peKnambl.

Bbi6op u ynpaBneHue

KoMnoHeHT "CeMelHasi 6e30MacHOCTL" MO YMOMYaHUIO BbIK/OYEH. Bbl
MOXXETE MONY4YUTb AOCTYN K KOMMOHEHTY, OTKpbIB pa3aen "CemelHas
6e3onacHocTb" Ha NaHenu ynpasneHus. TONbKO agMUHUCTPATOPbI
MOTYT BK/THOYUTb CEMENHYIO 6E30MACHOCTb, @ MOHUTOPUHT U
OrpaHMYEeHNst MOXXHO NPUMEHUTb TONTbKO K Mosib3oBaTensiMm 6e3 npas
aAMMHUCTpaTopa. [leTn MoryT BMAETb CBOM MapaMeTpbl, HO HE MOryT
N3MeHUTb MX. Ecnn cemenHas 6€30MacHOCTb BKJIKOYEHA, NMPU KaXXaoM
Bxoae B Windows pebeHok nony4aeT yBeAOMIEHME O TOM, YTO
KOMMOHEHT CeMelHON 6e30MacHOCTM OTCNIEXUBAET €ro YYETHYHO
3anucb. Ecnn Bo BpeMsi co3aaHmsi YH4ETHOW 3anuncu Bbl YKa3biBaEeTE,
YTO 3TO YYeTHas 3anucb pebeHKa, TO MOXETE BKIOYNTb CEMENHYIO



6e30nacHOCTb A7l 3TON YYETHOW 3aruncK.

Ecnv aagMUHMUCTpATOp, HacTpamBatoLWMI YYETHYIO 3anuch pebeHka,
Bowen B Windows ¢ yyeTHon 3anucbto MankpocodT, byaet
aBTOMaTUYECKN BKTHOYEHO BED-yNpaBneHne, a 0T4YeTbl 06 aKTUBHOCTU
pebeHka 6yayT OTNpaBnATbLCS eXeHeaenbHO. YUYEeTHbIe 3anmncu
poauTenen MoXHo AobaBuUTb MM yaanuTb Ha Be6-calTe CEMENHON
6e3onacHocT MairkpocodT. Jlloboi nonb3oBaTenb, A06aBNEHHbIN B
KauyecTBe poauTens Ha Beb-canTe, MOXET NPOCMATPUBATb OTYETHI 06
aKTMBHOCTU pebeHKa U U3MEHSITb NapaMeTPbl CEMENHOW
6e30nacHOCTH, AaXke ecnv poanTesb He SIBNSETCS aAMUHUCTPATOPOM
Ha KOMMbOTEpPE, KOTOPbIM MCNOSb3YyeT pebeHoK.

[Ans Haanexallero Ucrnosib30BaHns ceMenHon 6e3onacHoCTn
aAMUHUCTPATOPaMM KOMMbIOTEPA A0/MKHbI BbITh TOMIBKO poauUTeNH, a
JETAM He cneayeT NpeaocTaBnaTb NpaBa aAMUHUCTpaTopa. O6paTtute
BHMMaHWeE, YTO MUCMO/Ib30BaHME 3TOr0 KOMMOHEHTa A1 MOHUTOPUHIa
ApYrux nonb3oBaTteniein (HanpuMep, B3pOC/ibiX) MOXET NMPUBECTU K
HapyLIEeHWIO NPUMEHUMOIO 3aKOHOAATENbCTBA.

K Hauany cTpaHuubl

dakc

OnucaHue pyHKUMMU

DTOT KOMIMOHEHT NO3BOMSET BaM CO34aBaTb U COXPAHATb TUTYJIbHblE
CTpaHuUbl ()aKCoB, @ TAKXKe OTMPaBAATb M NoAy4vaTb akchl C
MOMOLLbIO KOMMbIOTEPA W BHELLHEro UM BCTPOEHHOro hakc-MoaemMa
nnu akc-cepeepa.

Co6paHHble, 06paboTaHHbIE UM NepefaHHble CBeAeHUs

Cobupaemast nHdopMaums BKIOYaAET B cebst BCe NepCcoHanbHble
[aHHbIE, YKa3blBaeMble Ha TUTY/IbHOW CTpaHuLEe akca, a Takxke
NAEHTUPUKATOPbI, KOTOPbIE COAEPXKATCA B CTaHAAPTHbLIX NPOTOKOMAX
hakcMnnbHOM CBA3M, HanpuMep koA nepeaatowlero aboHeHTa (TSID)
n koA nNpuHuMatowero aboxHeHTa (CSID). Mo yMonyaHuio B
onepaumoHHon cucteme Windows mcrnonb3yetcs 3HaveHue "dakc" ans
Ka)xaoro naeHtndunkaTopa.

MUcnonb3oBaHue cBegeHUMn



NHbopMaums, ykasaHHas B AManoroBOM OKHe OTrpaBuTens,
npeacTaBieHa Ha TUTYNbHON cTpaHuue dakca. aeHTudbmkaTopsl
TSID un CSID MoryT coaepaTb NPOU3BOJIbHbIN TEKCT U 06bIYHO
NCMosb3YyOTCA NPUHUMAOWNM (haKCUMUIbHBIM annapaToM Wiu
KOMMNbIOTEPOM ANS MAEHTUdUKaUMK oTnpasuTens. [JaHHole He
OTNPaB/sATCS B Koprnopauuto Makpocodr.

Bbi6op 1 ynpaBneHue

[locTyn K dhakcy onpeaensieTcs npaBaMu, NpeaoCTaBEHHbIMU YYETHOM
3anuncu nonb3oBaTesNs Ha KoMNbloTepe. Bce nonb3oBatenv MoryT
OTNPaBAATb M NOMyYaTb (aKcbl, €CN aAMUHUCTPATOP (PaKCoB He
NM3MEHUT NapaMeTpbl A40CTyna K HUM. 10 yMon4YaHuio Bce
nosb30oBaTeNny MOryT NpPoOCMaTpuBaTh OTMPAB/EHHbIE UMU JOKYMEHTHI,
a TaKxe Bce (aKcbl, NOSTyYeHHbIE Ha KOMMNbIOTEPe. AAMUHUCTPATOPSI
MOryT NPOCMAaTpuBaThb BCE AOKYMEHTbI, OTMPaB/IEHHbIE UK
NosTly4yeHHble C NOMOLLbIO (bakca, HacTpauBaTb 3HaveHus TSID u CSID,
a TaKXXe napaMeTpbl (pakcoB, B TOM YMC/IE YKa3blBaTb NOSIb30BATENEN,
NMEIOLLMX pa3peLleHnst Ha NPOCMOTP MK ynpasreHne dakcamu.

K Hayany cTpaHuubl

MepcoHanu3aumsa pyKonMCHOro TEKCTa — aBTOMATUYeCcKoe obyyeHne

OnucaHue PpyHKUUMN

ABTOMaTUYeCKOe 0by4eHne — 3TO CPEeACTBO HACTPOMKM
pacrno3HaBaHWsi PyKONMCHOIO BBOAA, AOCTYMHOE Ha KOMMbIOTepax C
CEHCOPHbIM BBOAOM MM NepoM. dTa MYHKUMS HaKanaMBaeT CBeaeHus
0 YacTO MCNOMb3yEMbIX CIOBaxX M cnocobax Mx HanmMcaHus. 3To
MoMOraeT NporpaMmMe pacrno3HaBaHUs YAyylluMTb MHTEpNpeTaLmio
BaLLlero noyepka u cnosaps, a TakxKe MoBbICUTb KA4YeCTBO aBTO3aMeHbI
N TEKCTOBOrO NpeasnioXxeHns Ans A3blIkoB 6e3 pefakTopoB MeToaa
BBoga (IME).

CobpaHHble, 06paboTaHHble WM NepeAaHHble CBeAEeHUS

CBeaeHusi, cobupaeMble CUCTEMOW aBTOMaTUYECKOro 0by4deHus,
COXpaHsATCa B Npodwune Kaxxaoro nonb3oBaTesns KoMmbloTepa.
[laHHble XpaHATCS B 3aliMLaeMoM cdopMaTte, KOTOpbIN HEBO3MOXHO
npo4yectb 6e3 NpUNoXeHns Ans NpocMoTpa TekcTa (Hanpumep,
Notepad nnn WordPad), n 4oCcTynHbl ApyrMM Nosb30BaTesNsaM TONbKO B



TOM CNy4yae, eC/IN OHU SIBNAIOTCS aAMUHUCTPATOPaMM BaLLEro
KOMMbtoTepa.

BbinonHsieTca c6op cneayroLmx CBEAEHUN.

e TeKCT coObLLIEHNI 1 3anncen KaneHaaps, Co3aaHHbIX
Nosb30BaTENEM B NOYTOBLIX NPUNOXEHUAX, Takmx Kak Office
Outlook unu Mouta Windows Live, B TOM uucne Bcex
OTMPaB/IEHHbIX COOOLLEHNIA.

e PykonucHble hparMeHTbl, UCNOb3yeMbIE A1t MUCbMa Ha MaHenu
BBO/AA.

e Pacno3HaHHbIN TEKCT U3 PYKOMUCHOMO hparMeHTa, BBEAEHHOIrO
Ha naHenun BBOAA WS C NMOMOLLbIO CEHCOPHOM KNaBuaTypbl.

e AnbTepHaTMBHbIE 3HAKMW, Bbl6paHHbIe anga ncnpasneHuns
pPacCno3HaHHOIro TeKCTa.

Wcnonb3oBaHue cBeaeHUi

CobupaeMble CBEAEHNS UCMONb3YOTCA ANS NOBbILEHUS
3(hPEKTUBHOCTM pacrno3HaBaHUS PYKOMWCHOMO BBOAA MyTeM CO34aHus
BEPCUM NMPOrpaMMbl pacrno3HaBaHWsl, HACTPOEHHON B COOTBETCTBUM C
NHANBUAYANbHbLIM NOYEPKOM U C/TIOBApEM Mob30BaTeNs, U ans
BKJIIOYEHMSI @aBTO3aMEHbl M TEKCTOBbIX MPEANOXEHU NpU BBOAE C
MOMOLLbIO CEHCOPHOW KlaBMaTypbl.

O6pasubl TEKCTa UCMOb3YHTCA ANS CO3AaHUS pacLUMPEHHOrO
cnoapsl. Obpasubl PYKOMUCHbIX (dparMeHTOB MPUMEHSIIOTCS AN
ynyJleHns pacno3HaBaHMs NoYepKa KaXkaoro nosnb3osatens
KoMnbloTepa. [aHHble He OTNPaBNSAOTCS B Koprnopauuio MakpocodT.

Bbi6op u ynpasneHue

ABTOMaTM4ecKkoe 0byyeHne BKJIKOYEHO MO YMOYaHUIo. BKIounTb nnm
BbIK/IIOYUTb (DYHKLMIO aBTOMATMYECKOro obyyeHns MoXHO B noboe
BpeMsi, BbIbpaB Ha naHenu ynpasneHus [lonosHUTEsIbHble
napameTpsbl B pasgene A3biku . OTKIOYeHe aBTOMaTU4eCcKoro
obyyeHunsa NpuBeaeT K yAaneHMIo BCeX AaHHbIX, HAKOMIEHHbIX U
COXPaHEHHbIX 3TON CUCTEMON.

K Hayany cTpaHuubl



[JloMallHsis rpynna

OnucaHue pyHKUMMU

Windows no3BonsieT C NerkoCTblo COEANHSATb KOMMNbIOTEPBI B
[AOMaLLHEN ceTn, YTobbl COBMECTHO UCMO/Ib30BaTb M306paXkeHus,
My3blKY, BUAE03aNNCK, AOKYMEHThI U ycTporcTBa. OC Takxke
obecneunBaeT Mx roOTOBHOCTb K MOTOKOBOW nepeaadye annos
MynbTUMEeAna Ha YCTPOMCTBA B AOMALLUHEN CETU, TakMe Kak
MeaManpucTaBka. ITU KOMMbIOTEPLI M YCTPOMCTBA SIBNAIOTCS BalLEN
AOMaLLHEN rpynnon. Mo)HO 3alMTUTb AOMALLUHIO rpynny NaposeM, a
TaKxe BblbMpaTb MaTepuansl Ans obuwero gocTtyna.

Co6paHHble, 06paboTaHHble UM NepefaHHble cCBeAeHUs

Bbl MOXETE NONy4MTb AOCTYN K CBOMM halnaM, TaknM Kak
n306paxkeHns, BUAEO, My3blKa U AOKYMEHTHI, C 1toboro KoMnboTepa B
AoMaluHen rpynne. Koraa Bbl NPUCOEANHSIETECH K AOMALUHEW rpynne,
cBefeHust 060 Bcex y4eTHbIX 3anmcsax MakpocodT Ha BalleM
KOMMbIOTEPE, BK/IOYAs aapec 3/1EKTPOHHOM NoYThl, 0TobpaXkaeMoe
MMS1 U aBaTap, NepeaalnTcs APYrMM KOMMNbIOTEPaAM B AOMaLLHEN
rpynne Ansi BKAYEHUs obLero 4ocTyna Anst X nosb3oBaTenen.

WUcnonb3oBaHue cBegeHuin

CobpaHHble CBEAEHNS MO3BOMSIOT KOMMNbIOTEPAM B AOMaLUHEN rpynne
onpeaenuTb, KOMy crneayeT OTKPbITb 06LMIA AOCTYN K COAEPXXMMOMY U
KaK ero npeacTtaBuTb. [laHHble HE OTNPaBNSIOTCA B KOPMOpaLmIo
MaWikpocodrT.

Bbi60p u ynpaBneHue

Monb30BaTeNo NPeAOCTaBNeEHa BO3MOXHOCTb 106aBNEHUS UK
yAaneHus KOMMbOTEPOB M3 AOMALLHEN IPynMbl, @ TaKXe OnpeaeneHns
NepeyHsi AaHHbIX, UCMOJIb3YEMbIX COBMECTHO C APYrMMU YNIEHAMM
AOMaLLHeN rpynnbl. Bbl MOXeTe co3AaTb AOMALLHIOW FPYny K1
yNpaensiTb €e NapaMeTpamu, Nnepenas Ha CTpaHuly JloMaluHas
rpynna B pasgene CeTb NapaMeTpoB KOMMbOTEpa.

K Hauany cTpaHuubl

Pepnaktop MeTona Beoga (IME)



PefakTopbl METOAOB BBOAA OT kopriopauun MarikpocodT (IME)
NCNoNb3YTCa ANns NnpeobpasoBaHMs CUMBOJIOB KlaBuaTypbl B
naeorpaMMbl BOCTOYHOA3UATCKMX A3bIKOB. ITOT pa3fen MnocssLLeH
HECKOMbKUM KOMIMOHEHTaM, BK/Il04asi aBTOMATUYECKYO HAaCTPOMKY U
nporHo3upoBaHue IME, otueTbl 06 ownbkax npeobpazosaHus IME n
perncrtpaumio cnos IME.

KanHgnaatbl IME 13 obnaka

OnucaHue pyHKUMMU

Ecnvn ans BBoga CMMBOJIOB KUTaNCKOro s3bika (YNpoLeHHOe MMCbMO)
ncnonb3yetcs pegakTop Microsoft Pinyin IME, To 3TOT peaakTop
MOXET UCMoNb3oBaTb Be6-cnyxby ans noncka
naeorpaMM-KaHanAAToB, COOTBETCTBYIOWNX BBOANMOMY TEKCTY,
KOTOpbI OTCYTCTBYET B JIOKaSIbHOM C/I0OBape Ha BallEM KOMMbIOTEPE.

CobpaHHble, o6paboTaHHble UM NepeAaHHble CBeAeHUs

Koraa cMMBOJbI KUTANCKOro s3bika (YNpOLWEHHOE MMCbMO) BBOASTCS B
nomoLbto peaaktopa Microsoft Pinyin IME, oH npegnaraet
BO3MOXHble naeorpammbl. Ecnn pepaktopy IME He yaaeTcs Hantu
noaxoasilee COOTBETCTBMUE B JIOKASIbHOM C/I0Bape, TO OH OTNpaBnseT
AaHHble, BBEAEHHbIE C KNaBMaTypbl, B KOpriopaumio MankpocodT,
4yTObbI ONpeaennTb, CyWeCcTBYIOT Nn bonee noaxoasiwme
naeorpaMMbl-kaHanAaTbl ANna BBeAEHHbIX AaHHbIX. O6Hapy>XeHHble
naeorpaMmMbl 0TobpaxkatoTcs B CNMCKE KaHANAATOB, U B Cly4dae
Bbl6Opa 3aHOCATCS B JIOKAJIbHbIN CIOBapb. TakXXe OTNpaBnseTcs
CNyYaliHO CO3AaBaeMbIN YHUKANbHbIN MAEHTUDUKATOP, KOTOPbIN
MOMOraeT B aHa/IM3e UCMOSIb30BaHUS 3TOW yHKUUKU. DTOT
MAEHTUDUKATOP He CBSA3aH C YY4ETHOMN 3anucbio MankpocodT 1 He
NCMONb3yeTcs ANa YCTAaHOBIEHUS NIMYHOCTWU NOJSIb30BaTeNs, CBSA3MU C
HUM W HarnpaBneHUs peKambl.

Ucnonb3oBaHue cBefeHun

Kopnopauus MaiikpocodT Mcnonb3yeT cobpaHHble AaHHbIE AN
nomcka naeorpamm B obnake 1 ynyudlleHnst CBOMX NpoayKToB U ciyxb6.
ST CBEAEHUSI HE UCMNONb3YOTCS ANSl YCTaHOBMIEHUS IMYHOCTU
nosib30BaTens, CBA3N C HUM UNN HanNpPaBiEHNS EMY pPeKSaMbl.

Bbi6op 1 ynpaBneHue

KaHamaatel IME 13 obnaka BbIK/IOUYEHbI MO YMOAYAHUIO A1S



penakTopa Microsoft Pinyin IME ansi kuTanckoro sisbika (ynpoLeHHoe
NMCbMO). YTO6bI NPOCMOTPETbL MU U3MEHUTb 3TOT NapameTp,
OTKpOWTE NapaMeTpbl KOMMNbIOTEPA, WENKHUTE Bpems n A3blku
S13bIK M permoHanbHble CTaHAAPTbI, BbibepnTe CBON SA3biK U
wenkHuTe MapaMeTpbl, 1 YNpasnsaTb UMM,

ABTOMaTM4YeCKast HaCTpoMKa U
nporHo3npoBaHue IME

OnucaHue pyHKuUMH

B 3aBucmMMocTu oT ncnonbsyemoro IME 1 napaMeTpoB KOMMOHEHTHI
aBTOMATUYECKOM HACTPOMKN 1 NporHo3npoBaHus IME mMoryT
3anMCbIBaTh CI0Ba UM NOCeA0BaTENIbHOCTM C/I0B, YTO6bI Yy4dlWNTb
BblI6Op 0TO6paXkaeMbIx aeorpamm.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

ABTOMaTM4eckas HacTpovika IME (camoobyyeHune) n TEKCTOBbIE
NPeAnoXeHNs 3anucbiBaloT C/I0BO UM MOCNEA0BATENbHOCTb CI0B U
4acToTy, C KOTOPOW OHW MCNonb3ytoTcsl. CBEAEHMS aBTOMATUYECKON
HaCcTPOMKM (3@ UCKITIOYEHMEM NOCNEAOBATENbHOCTEN LGP UK
CMMBOJIOB) COXpPaHAOTCS B paliax KaXxaoro nonb3oBaTens Ha
KOMMblOTEpe.

MUcnonb3oBaHue cBegeHUMn

[aHHble aBTOMaTUYeCcKoro obyyeHns n TEKCTOBOMO NpeasioXeHNs
ncnonb3ytotcs IME Ha BawweM koMnbtoTepe, YTobbl yNy4lmTb Bbi6op
naeorpamm, otobpaxkaembix Npu ncnonb3osaHmn IME. Ecnu Bbl
pewmnTe oTNpaBnaTb AaHHbIE B ManikpocodT, OHM ByayT
MCNONb30BaHbl Anga ynydweHnsa IME n cBA3aHHbIX C HUM NPOAYKTOB U
cnyx®6.

Bbi6op 1 ynpasneHue

ABTOMaTM4yeckoe obyyeHne 1 TEKCTOBOE NMpeanoXeHne BKAYEHbI Mo
ymonuyaHuio B Tex IME, koTopble noaaep>xmatoTt nx. CobpaHHble
CBEAEHMUS1 HE OTNPABNSAIOTCA aBTOMaTMYeCckn B MankpocodT. Bbl
MoXeTe BblbpaTb, coObMpaTb AaHHbIE MW HET U OTNPABASATL /N MX, HA
CTpaHuue "SA3bIkn" Ha NnaHenu yrnpasneHus.

OT14yeTbl 06 owmnbkax npeobpasosaHuns IME

OnucaHue pyHKUMMU



MNpn BO3HNMKHOBEHUM OWMOOK NMpeacTaBneHns naeorpaMmm unm
npeobpa3oBaHns BBOAA C KaBMaTypbl B MAEOrPaMMbl STOT KOMMOHEHT
MOXET cobupaTb cBeAeHUst 06 owmnbKkax, YTo NoMoxeT MankpocodT
YAYULWNUTb CBOM NMPOAYKTbI U CYX6bI.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHuUs

OtueTbl 06 owmnbkax npeobpazosaHns IME cobupaloT ceefneHnst 06
owmnbkax npeobpasosaHns IME, B 4aCTHOCTM TEKCT, KOTOPbIN Bbl
BBE/M, MEPBbIM pe3ynbTaT NpeobpasoBaHUs AN NPOrHO3NPOBaHUS,
CTPOKY, KOTOPYIO Bbl Bblbpanu BMeCTo Hero, ceeaeHust 06
ncnonb3yemoM IME n cnocobe ero ncnonb3osaHus. Kpome Toro, ecnm
Bbl MCMOMb3YyeTe SANOHCKMIN IME, TO MOXETE BKIIOYMTbL CBEAEHUS 06
aBTOMaTU4eckoM obyveHun B oTHeTbl 06 owmnbkax npeobpazoBaHums.

MUcnonb3oBaHue cBeAeHUin

MalikpocodT UCMONb3YET 3TW CBEAEHUS ANS YYyULEHUS NPOAYKTOB U
cnyx6. Kopnopaumsi MaikpocodT He UCMONb3yeT 3T CBEAEHUS NSt
YCTQHOB/NEHUS IMYHOCTY NONb30BATENS, CBSA3U C HAM UIU
HaMNpaB/IEHNS EMY PEK/IaMblI.

Bbi60p u ynpaBneHue

Mocne coxpaHeHns onpeaeneHHoro Yncna ownbok npeobpasoBaHms
CpeacTBo oT4eToB 06 owmnbkax npeobpa3oBaHUs BbIBEAET 3anpoc,
XOTUTE NN Bbl OTNPaBNATb oTYeT 06 owmnbkax npeobpasoBaHus. Bbl
TaKXxXe B 1060 MOMEHT MOXETE OTMNPaBUTb OTYET 06 oLmMbKax
npeobpa3oBaHnsa U3 CpeacTBa O0TYETOB 06 Owmnbkax npeobpa3oBaHus.
Mpexpae YeM NpuHATb pelleHne 06 oTnpaBke OTYeTa, MOXXHO
NPOCMOTPETH COAEpKALLMECS B HEM AaHHble. Bbl Takke MoxeTe
BK/IIOUYMUTb aBTOMATUYECKYIO OTNPaBKy OT4eTOB 06 owmnbkax
npeobpa3oBaHusa B napameTtpax IME.

Pernctpauua cnos IME

OnucaHue pyHKuUMMU

B 3aBucmMMocTu oT ncnonb3syemoro IME Bbl MOXETe NPUMEHATH
perncTpaumio cnoB, 4Tobbl CO34aTh OTYET O HEMOAAEPKMBAEMbIX
cnosax (cnosax, KOTopble MOryT HEBEPHO Npeobpa3oBbIBaTLCS B
naeorpamMmbl Npu BBOAE C KnasnaTypsbl).

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs



OTYeTbl O PEMUCTPUPYEMBIX C/TIOBaX MOMyT coaepXaTb MHMOPMaLMIO O
CNoBax, NPeAoCTaB/IEHHYIO MO/b30BATENIEM B ANANIOFOBOM OKHE
A06aBNeHNs COB, @ TaKXe CBeIEHUsI O HOMepe BEPCUM peaakTopa
MEeToJa BBOAA. DTN OTYEThI MOTYT BK/OUYATh NEPCOHaNbHbIE AAHHbIE,
€Ccnv, Hanpumep, Bbl 406aBUAN NIMYHbIE UMEHA C NMOMOLLbIO
pernctpauum cnos. Monb3oBaTeNb MMEET BO3MOXHOCTb
NpoCMaTpMBaTh aHHbIE B OTUYETE Nepea ero OTrnpaBKOW.

Ucnonb3oBaHue cBegeHum

MaikpocodT NCNONb3yeT 3TN CBEAEHNS ANS YYYLLEHUS NPOAYKTOB U
cnyx6. Kopnopauusi MakpocodT He UCNONb3yeT 3T CBEAEHMS Anst
YCTaHOBNEHMS! IMYHOCTM NOJNb30BaTENS], CBA3M C HUM U
HanpaB/IEHUs eMY peK/iaMbl.

Bbi6op 1 ynpaBneHue

Mpy KaXKaAOM CO3AaHMM OTUYETA O PErMCTPUPYEMBIX CloBax 6yaeTt
OTOBpaXkeH 3amnpoc Ha ero OTNpaBKy B KOpropaumio Mainkpocodr.
Mpexae YeM NpPUHATb pelleHre 06 OTrnpaBKke OTYETA, MOXXHO
MPOCMOTPETH COZIEPXKALLNECS B HEM [IaHHbIE.

K Hauany cTpaHuLbl

O6LmMi aocTyn K noaknto4veHuto MHTepHeTa

OnucaHme pyHKLUMN

O6wni oCTyN K NoAKNoYeHMI0 HTEpHETa NO3BONISIET BaM
npeaocTaBuUTb APYrMM YCTPOMUCTBAM OBLMIA AOCTYN K
BbICOKOCKOPOCTHOMY MOBMNbHOMY UHTEPHET-MOAKTIOYEHUIO
nocpeacteoM Wi-Fi. Bbl Takxe MOXeTe yaaneHHO BKIHUNUTb 06LLMI
AOCTYN K MNOAKMOYEHNIO MIHTEpPHETa Ha YCTPOMCTBE C
BbICOKOCKOPOCTHbIM MO6WU/IbHBIM MOAK/IIOYEHNEM CO CBOEMO
KOMMbOTEPA, €C/IM Ha YCTPOMCTBO M KOMMbIOTEP Bbl BOLLIN C OAHOMN U
TOW e YYeTHOM 3anucbio Mankpocodr.

Co6paHHble, 06paboTaHHble UM NnepefaHHble CBeAeHUs

Korpaa Bbl BNepBble NpeAoCTaBAseTe 06LmMi AOCTYN K NOAKIHOYEHNIO
NHTepHeTa, Windows aBTOMaTUYECKN CO3AAET U XPaHUT CETEBOE NMS
1 Naposib. Bbl MOXeTe U3MEHUTb UX B NOOON MOMEHT.



Ecnu Baww KOMMbIOTEP NOAAEPXKMBAET 3Ty (DYHKUMIO U Bbl 406aBunm
€ro B CBOK YYETHYI0 3anvMcb MakpocodT B kKa4ecTBe AOBEPEHHOIO
ycTpovicTtBa, Windows CMHXPOHM3WUPYET CETEBOE MMS U Maposib C
y4yeTHoM 3anucbto MarikpocodT. Windows Takxe CMHXPOHU3MpPYeT
Apyrue ceefeHust, YTobbl Bbl MOMM yAANEHHO 3aMnyCTUTb 06LLuiA
AOCTYN K NoAKMoYeHMI0 IHTEpHETa C ApYyrux AOBEPEHHbIX YCTPOMCTB.
K 3TMM cBeAeHUsIM OTHOCSTCS annapaTHbIN aapec paaMoMoayns
Bluetooth 1 cnyyainHoe uncno, ncnonb3yemoe Anst 3aWuThl
NOAK/IOYEHNS.

Ucnonb3oBaHue cBeaAeHUM

STW cBeAeHUs1 NCMONb3YIOTCS A5 YCTAaHOBKM 06LLero 4ocTyna K
noakntoyeHnto MHTepHeta. Kopriopaumst MaikpocodT He Ucrnonb3yeT
3TN CBeAeHUs ANS YCTAHOBMEHUS IMYHOCTM MOb30BaTeNs, CBSA3MU C
HWM MW HanpasfeHUs eMy pekiaMmbl.

Bbi60p u ynpasneHue

Mpun BXOAE Ha YCTPOMCTBO, KOTOPOE MOAAEPXKMUBAET 0OLWMIA AOCTYN K
noaktoYeHnto IHTepHeTa, C YYETHOM 3anmcbio MankpocohT MOXHO
A06aBUTb 3TO YCTPOMCTBO B KAYeCTBE AOBEPEHHOr0. B 3TOM cnyyae
[aHHble, HeobxoanMble Ans yAaNeHHOro 3anycka obuiero 4ocTyna K
noakntoyeHnto HTepHeTa, 6yayT CMHXpOHU3NpoBaTbcs ¢ OneDrive.
YT06bl NpekpaTUTb CUHXPOHU3ALMIO 3TUX AAHHBIX, MOXXHO OTKa3aTbCA
OT CMHXPOHM3auun naponen. [ononHuTenbHyo MHhOPMaLMio CM. B
pa3aene "CUHXpoHM3aumsa napaMeTpoB" Ha 3TOM CTPaHULIE.

K Hauany cTpaHuubl

MNeyaTb yepe3s NHTepHeT

OnucaHue pyHKUUMU
MNeyaTb yepe3 MIHTepHET NO3BONSET BaM neyaTaTb Yepe3 VIHTepHeT.
CobpaHHble, 06paboTaHHble WM NepeAaHHble CBeAeHUs

Mpy NeYaT C NOMOLLbIO 3TOFO KOMMOHEHTA HEO6XOANMO B NEPBYIO
oyepeb NOAKMOYUTLCA M NOATBEPAUTL NOASIMHHOCTL Ha Be6-cepeepe
nevyaTu. 3anpaliMBaeMble CEpBEPOM AaHHbIE 3aBUCST OT YPOBHS
6e30MacHOCTY, KOTOpbI NOAAEPXUBAET cepBep nevaTu (Hanpumep,
MOXXET NoTpeboBaTbCA BBOA UMEHM MNoMb3oBaTens 1 napons). Mocne



MOAK/IIOYEHNS HA 3KPaHe MOSIBUTCS CMMUCOK COBMECTUMbIX MPUHTEPOB.
Ecnn Ha KoMMbloTEpe HET ApariBepa Anst BbIOpaHHOMO NpUHTEpa,
MOXHO CKauyaTb €ro c cepepa neyatu. MocKonbKy 3aaHns neyaTm He
3alMLLaoTCa WdpPoBaHNEM, CTOPOHHME NNLA MOTYT MOy4YnTb
AOCTYN K OTMNPaBASEMbIM AaHHbIM.

Ucnonb3oBaHue cBegeHun

CobpaHHas nHdopMauus NO3BONSET NevaTaTb Ha YAaneHHbIX
npuHTepax. Ecnun BbibpaH cepeep neyaTtn MakpocodT, NONyYEHHbIE
cBefeHust He ByayT MCnonb30BaTbCs Kopriopaumein MankpocodT ans
NAeHTUMMKALUMKN IMYHOCTM NONb30BaTENS!, MOMbITOK YCTaHOBUTbL C HUM
CBSI3b MM HaMpaB/IEHUs MY peK/laMHbIX MaTepuanos. Mpu oTnpaBke
[AaHHbIX CTOPOHHEMY CEpBEpPY NeYaTh UCNosb30BaHMe MHMOpPMaLnn
perynupyeTcs npaBniamMmm KOHGUAEHUMaNbHOCTHN, YCTaHOBEHHbIMMU
COOTBETCTBYIOLNMM KOMMAHUSAMW.

Bbi60p u ynpaBneHue

YT06bI BKIIOUNTD UM OTKIKOUYNTL KOMMOHEHT neyvaTtn Yepe3 VIHTepHeT,
Ha naHenu ynpaeneHus oTkpouTe pa3aen NMporpaMmmbl n
KOMIMOHEHTbI 1 BblbepuTe NyHKT BKIlOUEeHUEe WK OTKJIIouEeHue
koMnoHeHToB Windows, 1 ynpaBnisitTb UMMW.

K Havany ctpaHuubl

HaCTDOVIKM A3blKa,

OnucaHMe KOMMNOHEHTa

Bbl MOXeTe A06aBUTb S3bIKM, KOTOPbIE XOTUTE UCMONb30BaTb, B
cnmcok s3bikoB B Windows 8.1. MpunoxeHus n Beb-canTol
0oTOBpaXkatoTCA Ha NepPBOM B 3TOM CMUCKE A3bIKE.

Co6paHHble, 06paboTaHHble UM NnepeaaHHble CBeAeHUs

Koraa Bbl nocellaeTe Be6-caiThl U YyCTaHaBNMBAETE NPUIIOXKEHUS Ha
CBOV KOMMbIOTEP, Balll CMMCOK NPEAnoYNTaEMbIX S3bIKOB
OTNPaBNSAETCS HA NOCELIEHHble BE6-CaiiTbl U AOCTYMNEH UCMOMb3YEMbIM
NpUNoXeHnsM, 6rarogaps YeMy OHM MOryT NPEAOCTABUTh
coAepXXMMoe Ha NpeanoYMTaeMoM BaMu si3blKe.

Ucnonb3oBaHue cBegeHum



Ball cnmMcok npeanoynTaeMblx Si3bIKOB UCMONb3YETCS Beb-caTaMm U
NPUNOXEHUAMU MalkpocodT TONbKO ANs NpeaoCTaBNeHMs!
COAEPXXMMOro Ha 3TUX si3blkaX. MalkpocodT He UCMonb3yeT
Kakue-nmbo cBeaeHus 0 A3blKaxX Al YCTaHOBEHWUS IMYHOCTU
nosb3oBaTeNs Uan cBssu ¢ HUM. OTnpaBKka UM UCMOJSIb30BaHKe
CBEAEHMN O SA3blKax CTOPOHHUMU BED-CanTaMm 1 NPUNOXKEHNSAMM
onpeaensieTcs npaesuiaMn KoHPUAEHUManbHOCT n3aaTenen
CTOPOHHMX BEG-CAUTOB MM MPUTOXKEHUN.

Bbi6op u ynpasneHue

Baw crnncok npeanoynTaemblx S3bIKOB AOCTYMNEH YCTAHOB/IEHHbIM
MPUNOXEHMSIM 1 NOCELLIAeMbIM Beb-caliTaM. Bbl MoxeTe obaBuTb Unn
yAanUTb S3bIKW U3 3TOro Cnmncka B pasaene "HacTpoiku s3bika" Ha
NaHenun ynpaeneHus. Ecnv B 3TOM CNUCKe HET S3bIKOB, NOCeLlaeMbIM
Be6-caviTaM byaeT oTnpaBeH A3blK, KOTOPLIN Bbl BbibepeTe Ha
Bkiagke "®opmatbl" pasgena "PervoH" Ha naHenu ynpasieHus.

K Hauany cTpaHuubl

Cnyx6bl onpeaeneHns MecTonosioXXeHUs

Cnyx6bl onpeaeneHust mectononoxeHnss Windows no3sonsioT
BblbpaTb NpunoXxenusi, Beb-caiTbl U KOMMNOHEHTbI Windows, KOTOpbIM
byneT paspelueH A0CTyn K AaHHbIM O MECTOMOIOXEHNN BaLlero
komnbtoTepa. Cnyxbel onpeaeneHnsa mectononoxeHns Windows
BK/TOHAIOT ABa KOMMOHeHTa. Onpeaenutenb MeCTONoIoXeHNs
Windows noakntoyaeTcs k Beb-cnyx6e MavikpocodT ans
onpeaeneHuns Ballero MecToHaxoxaeHus. MnatdhopMa pacnonoxeHun
Windows onpefensietr MecToHaxoXxaeHue Ballero KoMrbioTepa ¢
nomoLLblo 060pyaoBaHMs, Takoro Kak aatymk GPS, nnm nporpamMMHOro
obecneyeHns, HanpuMep onpeaenuTenst mectononoxexHms Windows.

Mnatdopma pacnonoxeHmnn Windows
OnucaHue pyHKUUMU

Ecnu Bbl BkItounTe nnatdopmy pacnonoxenuni Windows,
NPUNOXeHUs, YCTaHoBNEeHHbIe U3 Mara3snHa Windows, a Takxe
HekoTopble KOMMOoHeHTbl Windows cMoryT 3anpalunBaTb paspeLleHve
Ha onpeaeneHve pacnosioXXeHUs Bawero KoMmnbkotepa. Ecnu Bbl
pa3peLLaeTe NpUIoXKEHUIO UCMONb30BaTh AAaHHbIE O BalleM



pacnosioXXeHuu, To, KpoMe NpefocTaB/ieHnsl Ballero
MEeCTOHax0XAeHUs1 BO BPeMSI UCMOMb30BaHUS NPUIOXEHUS,
nnatgopma pacnonoxennii Windows MoxeT MHDOPMMPOBaTb
NpunoXeHue 0 NepemMeLLeHnn Balero KOMMboTepa BHYTPU Uaun 3a
npeaensl onpeaeneHHbIX NpuoXeHnem reorpadmyeckmx rpaHn.
HanpuMep, npunoXxeHne NOMOXeT BaM YCTaHOBUTb HAarNnoMMHaHue
3abpaTb NpPoAYKTbl, Koraa Bbl byaete yxoauTb € paboTbl. B
3aBMCMMOCTM OT KOHUIypaumm cuUcTeMbl NiaTdopMa pacrnonoXeHnin
Windows MoxeT onpefensitb MECTOnosI0KEHNE KOMMbOTEPa C
nomoLLblo obopyaosaHusa (HanpuMep, aatyunka GPS) unm
nporpamMMHoOro obecrneveHusi (Hanpumep, onpeaenuTens
mMecTtononoxeHuns Windows).

Mnatdopma pacnonoxenn Windows He 3anpeLlaeT NpunoXKeHUsIM
onpeaensTb MEeCTOMNOSIOXKEHNE KOMMNbIOTepa ApYyrMMu cnocobamu.
HanpuMep, MOXXHO YCTaHOBUTb YCTPOUCTBO (Takoe Kak
GPS-npueMHuK), KoTopoe byaeT OTnpaBnsaTb CBEAEHNS O
MECTOMOOXEHNN HEMOCPEACTBEHHO B MPUIOXEHUE, MUHYS
nnatdopmy. BHe 3aBUCMMOCTM OT NapaMeTpoB NnaTgopmbl
pacnonoxeHun Windows Be6-cny6bl MOryT UCrnosib30BaTh Balll
IP-agpec ansa onpeaeneHns NpUGAN3NTENLHONO MECTOMOTOXEHNST —
06bI4HO ropoAa, rae HaxoaAMTCs Ball KOMMbHOTEP.

Cob6paHHble, 06paboTaHHble UK NepeaaHHble CBeAeHUs

Cama no cebe nnatdopma pacnonoxeHunn Windows He nepegaet
HUKAKNX CBEAEHWUIM C KOMMbIOTEPA, HO HEKOTOPbLIE ONpeaenUTenu
MECTOMOJIOXEHUS, HarnpuMep onpeaenuTenb MECTOMONOXKEHNS
Windows, MoryT nepegaBsaTb CBeAeHUs, Koraa naatdopmMa
pacnonoxeHun Windows 3anpalumBaeT onpeaeneHne
MECTOHAXOXAEHMS Balero KoMnbtoTepa. MpunoxeHus, Beb6-canTbl 1
KOMIMOHEHTbI, KOTOPbIM pa3peLleHo UCNosb30BaTb NaTdopMy Ans
onpeaeneHns pacnonioXXeHus KOMMbloTepa, TakxKe MoryT nepeiaBaTb
NN COXPaHSATb Takune ceeaeHns. ECnm B NpunoXeHnn ycTaHOB/EHDI
reorpauyeckme rpaHnubl, KOTopble HeobXoaNMO OTCNEXUBaTb, 3TU
rpaHuLbl XpaHATCS B 3anMdpOBaHHOM BUAE Ha BalleM KOMIMbOTEpe.
XpaHsiwmecs ceegeHust 06 3TUX rpaHMLax BKIKOYAKOT UMS,
pacnonoXeHne n MHOPMaLMIO O TOM, HAXOAMCS Ball KOMMbOTEP
BHYTPUW WA 3a Npeaenammn rpaHnL B MOMEHT NOCNEeAHEro
onpeaeneHns MecToHaxoxaeHus. MNpunoxeHus, B KOTOPbIX MOXHO



YCTAQHOBUTb reorpaduyeckme rpaHuLibl, MOryT nepeaaBaTb UK
XPaHWUTb 3TU CBEAEHUS.

Ucnonb3oBaHue cBegeHuu

Ecnu Bkntountb nnatdopmy pacnonoxeHuit Windows,
aBTOPW30BaHHbIE NPUIOXKEHUS, BED-CalTbl U KOMNOHEHTbI Windows
noslyyat AOCTYN K CBEAEHUSAM O MECTOMOJIOXKEHMM BaLLEero
KOMMbOTEPA N CMOryT MCNOSIb30BaTb MX, YTOObI NPefoCTaBNsATbL BaM
nepcoHann3npoBaHHOE coaepXxunmoe. Ecnmn ncnonbsyeTcs npunoxexHve
nnn onpegenuTeslb MeCTOMNONIOXEHUS CTOPOHHUX pa3paboTunKoB, TO
CBEeZIeHNS 0O MECTOMOJIOXKEHNN KOMMbIOTEPA UCMOSb3YIOTCS B
COOTBETCTBUM C NpaBnaaMm KOHOUAEHLUMANbHOCTHN, YCTaHOBEHHbIMU
3TMMKM pa3paboTumkamu. Mepen 3arpy3kor NpunoxeHus MarasmHa
Windows B onncaHum rnpuioXXeHns MOXHO Y3HaTb, yYUTbIBAET /I OHO
MECTOMOJI0XKEHNE MONb30BaTeNS.

Bbi60p u ynpaBneHue

Ecnm npu yctaHoBke Windows BbibpaHbl CTaHAAPTHbIE NMapaMeTpsbl, TO
nnatdopMa pacnonoxeHut Windows BkitodeHa. Ecnm Bbl Bbibpanu
HaCTpOWMKYy NapaMeTpPoB, Bbl MOXETE YNpaBnaTb niaTgopmMon
pacnonoxeruin Windows, BbibpaB "Pa3pewwmnts Windows u
NPUNOXEHMAM 3anpalunBaTb MOE MECTOHAXOXAEHME Yy NnaTdopMbl
pacnionoxeruin Windows" B pa3zaene "MoaennTbca CBEAEHUSIMU C
MavikpocodT u apyrumm cnyxbamn”. Koraa kakoe-nmbo npunoxxeHune
MarasvHa BrepBble 3anpallmMBaeT pPacronoXXeHne KOMMbIoTepa,
Windows npeanaraet nonb30BaTento pas3pewmnTb UK 3anpeTuTb
AOCTYN NPUNOXKEHUS] K CBEAEHNSIM O PaACcroNoXXeHUn. 3TOT napameTp
MOX>XHO NMPOCMOTPETb U U3MEHUTb B pa3aene "PaspelueHns” B
napameTpax npunoxexHust MarasuHa.

Knaccuueckoe npunoxeHue, ncnonbaytollee nnatgopmy
pacrnonoxeHuin Windows, JO/MKHO CnpaluMBaTh pa3peLleHne
NoNb30BaTeNs; a Kor4a OHO MOJTyYaeT AOCTYN K PacrofioXKeHMIO
KOMNbOTepPa, B 0651aCTW yBEAOMEHMIN NOABNSETCS 3HAYOK. Kaxablii
NOSb30BaTENb MOXET CAMOCTOSATENIbHO U3MEHSITb MapaMeTpbl
PacrofioXXeHust Ans NpuoXxeHuin B pasaene KoHdunaeHuManbHOCTb
napamMeTpoB KOMMbloTepa. AAMUHUCTPATOPbI MOMYT OTKOUUTD
nnaTchopMy pacnonoXeHWn Ans BCex Nosb30BaTenen B pasaene
MapameTpbl pacnono)XeHus Ha NaHenu yrnpasneHus. YTobbl



OTMEHUTb YBEAOMJIEHUE NMPUIIOXKEHUI NPU NepeceyeHnm
reorpachMyecknx rpaHuL, onpeaeneHHbIX B NMPUIOXKEHNH,
MoJib30BaTesb C NPaBaMy aAMUHMUCTPATOPA MOXET BbIK/TOYUTb
cnyx6bl NnaTdopMbl onpeaeneHns Mectononoxeruns Windows Ha
NaHenNu ynpaeneHusl.

Onpeaenutenb MectononoxeHnss Windows
OnucaHue pyHKUUMU

OnpepenuTens Mectononoxxenus Windows noakntoyaercs K
Beb-cnybe onpeaeneHns MectononoxeHns MamkpocodT, KoTopast
NnoMoraeT onpeaenstb NpUbnM3nTebHOe MeCToMNoIOXKEHNe BaLlero
KOMMbOTEPA Ha OCHOBaHWMM bnvkanwmx cetein Wi-Fi nnu IP-agpeca
KOMMbloTepa.

CobpaHHble, 06paboTaHHbIe UK NepeaaHHble CBeAeHus

Koraa npunoxeHue, KOTOPOMY Bbl pa3peLumnnn nosy4yaTb CBeAEeHUs O
BalleM MeCTOMOoIOXKEHNN, 3anpallnBaeT Takme ceeaeHus, nnatdopma
pacronoxeHuin Windows obpallaeTcst KO BCEM YCTaHOB/IEHHbIM
onpeaenuTensam MectononoxeHuns (BkYas onpeaenutenb
mMecTononoxeHns Windows) ans onpeaeneHus TekyLero
pacnonioXXeHus Ballero KoMmnbtoTepa. CHayana onpegenvrens
MecTononoxxeHns Windows npoBepsieT, COXpaHeH SN CNCOK
6nuxkaniumx Todek goctyna Wi-Fi U3 npeapiayLuero 3anpoca,
BbIMNO/IHEHHOrO MPUIOXKEHNEM C YHYETOM pacnosnioxeHus. Ecnv B
onpeaenuTene MEeCTOMOMOXEHNS ELLE HET CNMCKa 6amXanwmx Touek
poctyna Wi-Fi unu cnucok ycrtapen, onpeaenvutens HanpasnseT
CBeAEHUs1 0 BV KalwmX ToYkax AoCTyna U (Mpu HanM4YuM) CBeaeHns
GPS B cnyx6y onpeaeneHust MectononoxeHust MankpocodT. Cnyxba
BO3BpalLaeT npnbnunsntenbHoe pacnonoXeHue Balero KoMnbTepa
onpeaenuTento MeCcTornosIOXKeHUsl, KOTOPbIM NepeaaeT 3TN CBEAEHUS
nnatgopme pacnonoxenun Windows, a oHa B CBOIO o4epesb
NpeaocTaBnseT UxX NPUIOXeEHUAM, 3anpallnBaBLUMM pacrnofioXeHne
Ballero KomnbloTepa. Onpeagenutens MectononoxeHms Windows
MOMXET TaKXXe 0OHOBNSATb CBON CMMCOK COXPAHEHHbIX TOYEK AOCTYmNa
Wi-Fi. Onpepenutens MectononoxeHunss Windows coctaBnsieT 3ToT
CMKUCOK, 4TOBbI UMETb BO3MOXHOCTb OrpeaenuTb NpuMmepHoe
pacnonoXxeHue KoMmnbloTepa 6e3 nogkntoyeHns K NHTepHeTy. Cnncok
TO4YeK A0CTyna WudpyeTcs npu COXpaHEHUN Ha ANCKE, MOSTOMY
NPUIOXEHUS HEe MOryT NOYYUTb AOCTYN K 3TOMY CMUCKY HanpsiMylo.



B kauecTBe MHdOpPMaummn o bamkaniumx Toukax goctyna Wi-Fi
nepegatotcsa naeHtndmkatop BSSID (MAC-agpec Toukm goctyna Wi-
Fi) n ypoBeHb curHana. B gaHHble GPS BXOASIT M3MEpPEHHbIE LWMpPoTa,
[AONroTa, HanpasneHne, CKOPOCTb M BbicoTa. YTobbI 06ecneunTb
KOHMAEHUNANbLHOCTb, onpeaenuTenb Mectononoxenns Windows He
OTNpaBnseT Kakne-nnmbo ceeaeHns ans MaeHTUdMKaummn Ballero
KOMMbOTEPA, 3@ UCKTIOYEHMEM CTAHAAPTHbLIX CBEAEHUN O
KOMMbOTEPe, OTMNPaB/ISEMbIX BCEMU NOAKIOYEHNAMN K VIHTEpHETY.
YTo6bl 06ecneunTb KOHpUAEHUManbHOCTL BnaaenbLes ceten Wi-Fi,
Windows He oTtnpasnseTt ceeaeHunst 06 naeHtudmkartopax SSID
(umeHnax Touek goctyna Wi-Fi), a Takke cBeeHMs O CKPbITbIX CETAX
Wi-Fi. lna obecneyeHnss KOHPUAEHUNANBHOCTU U 3aLUMTbI AAHHbIX
cBefeHust o cetax Wi-Fi oTnpaBnsioTca B 3allMdpoBaHHOM BUAe no
npoTokony SSL.

Ecnu Bbl Bblbpanu napameTtp "MomMoub ynydwnTb Cnyxoy
pacnonoxeHun (MarikpocodT)", Windows MOXeT NOBTOPHO
nepeaaBaTb CBeEHMS 0 bavkanwmnx Toukax goctyna Wi-Fi B
MaikpocodT nocne Toro, Kak NpUIoXXeHMe 3anpocunio
MECTOMNOJIOXXEHWE Ballero KoMnbloTepa. MNpu ncnonb308aHmm
NIMMUTHOrO noakntoveHns Kk NHTepHety Windows ycTtaHaBnnBaeT
OrpaHM4yeHne Ha YMCo Takux nepedad B AeHb, YTObbl He co3aaBaTb
60nbLUYO HAarpy3Ky Ha MHTEPHET-NOAK/IIOYEHME.

Ucnonb3oBaHue cBegeHUun

CeefeHunst UCnonb3yoTes onpeaenuTenem mectononoxeHus Windows,
yTObblI NEepeaaTb Nnatdopme pacnonoxeHun Windows npuMepHoe
pacnonoXeHne KOMMbloTepa, Koraa ero 3anpallnBaeT NpuioXeHue
(KOTOpPOMY 3TO pa3peLleHo).

Ecnu Bbl Bblbpanu napameTtp "MomMoub ynydwnTb Cnyxoy
pacnionoxeHuin (MankpocodT)", ceeaeHns Wi-Fi n GPS,
oTnpasnsieMble B MaikpocodT, MCMONb3YTCS ANs
COBEPLLEHCTBOBAHNSA CNY>6 onpeaeneHnst MECTOMOIOXEHNS
MaikpocodT. 3T0, B CBOKO 04Yepelb, MOMOraeT yNyULlnTb ClTyXObl
onpeaeneHnst MecTonosioXeHUs, NpeaocTaBsieMble BalwmM
npunoxeHnaM. Kopnopauns MankpocodT He COXpaHSIET AaHHbIE,
MoNy4YeHHbIE OT 3TON CNyXObl, KOTOPbIE MOIYT UCMOb30BATLCS ANS
naeHTUhMKaLUMM NMMYHOCTU NOSIb30BATENS, MOMbITOK YCTAHOBUTb C HUM



CBS13b, HAMpPaBNEHNA eMy peKNaMHbIX MaTepUanoB, OTCIEXUBAHUS UK
CO3/[]aHUS XXYPHaNa PacronoXXeHN KOMMbIoTepa.

Bbi60op u ynpaBneHue

OnpepenuTenb Mectononoxernms Windows Mcnonb3yeTcs, TONbKO
€CNN PacnosioKeHNe KOMMbIOTEPa 3anpalLumMBaeTCs NPUIOXKEHNEM,
KOTOPOMY 3TO pa3peLLeHo. [JonosHUTeNbHble CBEAEHMS O pa3peLleHnn
ANS NPUNOXXEHUI 3anpaluMBaTb CBEAEHNS O MECTOMOJIOXKEHMMN BaLLEro
KoMnbloTepa cM. B pa3aene "lMNnaTtdhopma pacnonoxenni Windows".
Ecnu Bbl pa3peluaeTe NpuioXKeHUsM 3anpalimBaTb MECTOMOIOKEHME
BaLLEr0 KOMMbIOTEPA, TO K3LUMPOBAHHBIN CIMCOK 6AMXanLWnX ToYek
poctyna Wi-Fi, 3alwmdpoBaHHbIN U COXPaHEHHbIV OnpeaenvTenem
mectononoxenns Windows, nepuoanyeckn byaet yaansitbCa u
06HOBNATBLCA.

Ecnv npu yctaHoBke Windows BbibpaHbl CTaHAAPTHbIE NApaMeTpbl, TO
nporpamma ynydweHus cryobl onpeaeneHns MectononoXeHus
MavikpocodT 6yaeT BktodeHa. Ecnv BbibpaHa HacTpoiika
NapaMeTpoB, TO Bbl MOXETE peLnTb, NnoMoratb M MarikpocodhT
YCOBEPLUEHCTBOBATb CyX06y onpeaeneHns MectonosnoxeHus, Bblbpas
OtnpaBnatb B MakpocodT gaHHbIE 0 PacnosIoXKEHNU Npm
MCNOJIb30BaHUM NPUJIOKEHUN, ONpeaensatoMX ero B pasgene
Momorute MaiikpocodT ynyuwnTb NPOAYyKTbl U CYX6bI. Mocne
yctaHoBkuM Windows 3TOT napaMeTp MOXHO U3MEeHUTb B pa3gene
"MapameTpbl pacrnonoxeHus" Ha naHenu ynpasneHus. Ecnu bl
pelnnn He y4acTBoBaTb B MporpamMmMe ynydleHust cnyxbsl, To Bce
PaBHO CMOXETe MUCMO/b30BaTb OnpeaenuTesb MECTOMNOMOXEHUS
Windows ans onpeaeneHns npUMepHOro pacronoXXeHUs KoMMbloTepa.

Bbl MOXeTe BKIOUMTb WK BbIKOUYMTL Onpeaenutenb
MecTtononoxeHust Windows, oTKpblB pa3aen BknroueHue mnm
oTK/IroueHue koMnoHeHToB Windows Ha naHenu ynpasneHus.
Ecnu Bbl OTKIIOUUTE onpeaenutens MectononoxeHuns Windows, ato
He NOBJIMSIET HA BO3MOXKHOCTb MCMOJIb30BaHNA APYrUX onpeaenvTenen
MecTononoxeHus (Hanpumep, GPS) ¢ nnatdhopMon pacrnonoXeHun
Windows.

K Hauany cTpaHuubl

AQMUHUCTPUPOBAHME YYETHBIX AaHHbIX



OnucaHue pyHKUMMU

Windows no3BonsieT nogknoyaTtb npunoxeHns MarasmHa Windows k
YYETHbIM 3anuncaM, KOTopble Bbl MCNOMb3yeTe Ans Beb-cantoB. Ecnu
Bbl paHee coxpaHwnu naponb ans seb-canta B Internet Explorer,
Windows MOXET MCMonb30BaTb COXPAHEHHbIM Naposib Npu
MOAK/IIOYEHNM MPUTOXKEHUS K 3TOMY BeG-CanTy.

Co6paHHble, 06paboTaHHble NN NepefaHHble CBeAeHUs

Korga npunoxeHue 3anpawmBaeT yYeTHble AaHHbIe AN BXO4A Ha
Be6-CanT, MX MOXHO COXpaHUTb. ECnin Bbl yXke BXoanM Ha Be6-canT B
Internet Explorer 1 Bbibpanu coxpaHeHue yyeTHbIX aaHHbIX, Windows
BBOAWUT COXPaHEHHbIE YYETHbIe aHHbIe aBTOMAaTUYECKN. YUYeTHble
[aHHble XpaHATCS Ha KOMNbloTepe B 3awmndpoBaHHOM BUAE.
[ononHUTENbHY MHGMOPMALMIO O BO3MOXHOCTSX CUHXPOHM3aLNN
3TUX U APYrnX y4eTHbIX AaHHbIX ¢ OneDrive cM. B pasgene
"CUHXpOHM3aLUMa napaMeTpoB" Ha 3TOWN CTpaHULE.

Ucnonb3oBaHue cBegeHUMn

Windows 1cnonb3yeT COXpaHEHHbIE YYETHbIE AaHHbIE, TONbKO YTOObI
NMOMOYb BaM BXOAUTb Ha BblbpaHHble BaMun Be6-canTbl. EC/in Bbl
COXpaHsieTe YYETHbIE JaHHbIE BO BPEMS MOAK/IIOYEHUS MPUNOXEHUS K
Beb-calTy, 3TU AaHHble He ByayT ucnonb3oBaThes B Internet Explorer
N Apyrux NpUNoXeHusx.

Bbi6op u ynpaBneHue

[Ans ynpaBneHnsi COXpaHEHHbIMU YYETHBIMU AaHHBIMU CIYXXUT
AMCNETYEP YYETHbIX AaHHbIX HA NaHenu ynpaBieHus.
JononHuTenbHy0 MHMOPMaLUIo 0 BOSMOXXHOCTSX CUHXPOHU3aUnn
3TUX N ApYrux y4eTHbIX AaHHbIX ¢ OneDrive cM. B pa3aene
"CUHXpOHM3aLusi napaMeTpoB" Ha 3TON CTpaHuLe.

K Hayany ctpaHuubl

NmMa n aBaTap

OnucaHue pyHKUMH

[Ansi NnpegocTaBneHnst NEPCOHaIN3MPOBaHHOIO COAEPXKMMOTO
NPpUIoXeHUs MOryT 3anpawmeaTb Y Windows uMs n aBatap



nonb3oBatens. iMa u aBaTap oTtobpaxatoTcs B pa3gene Bawa
yuyeTHas 3anuchb B pasjesie YYeTHble 3arucu napamMmeTpos
KoMmnbtoTepa. Ecnu BbinonHUTL BXxoa B Windows € yY4eTHOM 3anmncbto
MawkpocodT, To Windows 6yaeT Mcnonb30BaTb UMS U aBaTap,
CBsI3aHHble C 3TOM YYEeTHOM 3anucbto. Ecnm Bbl He Bbibpanu aBaTap
Ansi cBoen yyeTHon 3anmcun, Windows ncnonb3yeT aBaTtap no
YMOJTYaHMIO.

Cob6paHHble, 06paboTaHHble UK NepeafaHHble CBeAeHuUs

Ecnv npunoXxxeHusiM pa3peLleH A0CTYN K UMEHWU U aBaTapy, TO
Windows npenoctaBnsieT 3TM CBeAEHNUS BCEM MPUIIOXKEHNAM, KOTOpPble
UX 3anpalwmBatoT. MpUNoXeHMst MOryT COXPaHsiTb U NepeaaBaTb 3TK
[aHHblE.

Ecnun BbinonHWTb BXoA B Windows ¢ y4eTHOM 3anucbio OMEHA U
pa3peLwmnTb NPUIOXKEHUSIM UCNONb30BaTb MMS U aBaTap, TO
NPUIOXeHKUs!, UCNOb3YIOLWME YYeTHbIE AaHHbIE NOMb30BaTeNs
Windows, nony4aTt A4OCTyn K HEKOTOPbIM APYrMM AaHHbIM 06 YUYETHOM
3anMcu IOMEHa, HanpuMep MMeHWN y4acTHUKa-NobL30BaTens
(artem@contoso.com) n DNS-uMeHn fgomMeHa
(corp.contoso.com\artem).

Ecnu BbinonHuTb BXoA B Windows ¢ yyeTHoOM 3anucbio MankpocodT
WKW C YYETHOW 3annCbio AOMEHA, COEAMHEHHOM C YYETHOMN 3annCbio
MaitkpocodT, To Windows MOXET aBTOMaTUYECKM CUHXPOHMU3NPOBaTb
aBaTap Ha KOMMbIOTEPE C aBaTapoM B YYETHOM 3anucu Maiikpocodr.

Ucnonb3oBaHue cBeaeHum

Ecnu ncnonb3yeTcs npunoXKeHne CTOPOHHMX pa3paboTymKkoB, TO
MCMNONb30BaHNE MMEHN N aBaTapa B 3TOM NPUSIOXKEHUU perynmpyeTcs
npasuiamMm KoHbOUAEHUNANbHOCTHN, MPUHSATLIMU 3TUMU
paspaboTunkamu. Ecnm ncnonb3yetcs npunoxerHve MankpocodT, To
npasunia KOH(pUAEHUMANbHOCTM ONUCLIBAKOTCS B 3asiBfIEHUU O
KOH(MAEHUMANBHOCTYM, NpUiaraeMoM K NpUIOXKEHMIO.

Bbi60p u ynpaBsieHune

Ecnu npu yctaHoBke Windows BblibpaHbl CTaHAapTHbIE NapaMeTpbl, TO
Windows paspeLuaeT npunoXXeHnsm AoCcTyn K UMeHW 1 aBatapy
nonb3oBaTtens. Ecnun BbibpaHa HacTpovika NapaMeTpoB, TO ANst
ynpasneHns AOCTYNOM K MMEHU U aBaTapy MOXHO MCMOJb30BaTb



naxok PaspewumTb NPpUIOKEHUAM UCMNOJIb30BaTb MOE UMS U
aBartap B pa3agene OTnpaBka AaHHbIX B MaitkpocodT n gpyrue
cnyx6bl. Mocne ycraHoBkn Windows 3TOT napaMeTp MOXHO
n3MeHnTb B pasgene KoHdunaeHuManbHOCTb NapamMeTpoB
KoMnbtoTepa. MI3MeHUTb aBaTap MOXHO Ha CTpaHuLE Y4YeTHble
3anucK B NapamMeTpax KoOMMbloTepa. MOXHO TakxKe pa3peLunTb
onpeaeneHHbIM NPUNOXKEHUSM MeHATb aBaTap.

K Hayany cTpaHuLbl

Cnyx6a cBeieHWNIA 0 NOAKIIIOUYEHHbIX CETSX

OnucaHue pyHKUUMU

Ecnun y Bac ecTb nnaH NOANUCKU Ha AOCTYN K CETU (Hanpumep, vepe3
BbICOKOCKOPOCTHOE MOBUSIbHOE MOAKNIYEHME), STOT KOMMOHEHT
NpeaoCcTaBnsieT CBeAEeHUS O BalleM MiaHe NOANUCKU MPUNIOXKEHNSM U
KoMnoHeHTaM Windows Ha BalueM KoMnbioTepe. KOMMOHEHTHI U1
npunoxeHns Windows MOryT MCnonb30BaTh 3TN CBEAEHUS A4
onTUMM3aunm cBoer paboTbl. HanpumMep, ecnun y Bac TapudHbIA NiaH
c onnaTou 3a Tpaduk, LleHTp obHoBneHns Windows oTnoxuT
OOHOBMIEHNS C HU3KUM NPUOPUTETOM A0 TOFO MOMEHTA, KOraa Bbl
NOAK/IOUYMTECH K CETU APYroro TMna. STOT KOMMOHEHT TakxXe
NpeaoCcTaBnsieT CBeAeHNS O BalleM CETEBOM MOAK/IOYEHMM, B
YaCTHOCTM O CU/Ie CUIHaNa M O TOM, MOAK/OYEH /M Ball KOMMblOTEp K
NHTepHeTy.

Co6paHHble, 06paboTaHHble UK NepefaHHble cBeAeHUs

3Ta cnyxba cobUpaeT CBeAEHUS O CETEBbLIX MOAK/TIOUYEHUAX K
MHTEpHETY M MHTpACceTH, KOTOpbIE MOrYT BK/OYaTb B cebs cyddukc
cnyx6bl AOMeHHbIX UMeH (DNS) Ha KOMMbIOTEpE, CETEBOE UMS U
aapeca LLI030B CETEN, K KOTOPbIM MOAK/IIOYEH KOMMbIOTED
NoJSb30BaTeNS. DTOT KOMMOHEHT TAKXe MOJy4YaeT CBEAEHMUS O MiaHe
NOAMNWUCKM, HaNpUMEP KOJTMYECTBE [aHHbIX, OCTABLUMXCA HA CYETY.

Mpodunun ceTeBoro NOAKIHEHNS MOMYT COAEPXKATb XXYPHan Bcex
MOCELLEHHBIX CETEN, @ TaKXXe AATy U BPEMS MOCNEAHErO
NOAK/TOYEHNS. DTOT KOMMOHEHT MOXET BbIMOMHUTL MOMNbITKY
NOAK/IOYEHNS K cepBepy MaikpocodT, YTobbl OnpeaenuThb,
NOAKOYEHBI NN Bbl K MHTEpHETY. Mpyu npoBepke CETEBOro



noakayeHns B MankpocodT OTNpaBAstoTCS TOMIbKO CTaHAAPTHblEe
CBEAEHUSI O KOMMbIOTEPE.

Ucnonb3oBaHue cBegeHuu

Ecnu cBefieHns oTnpaBnsoTcs B MalikpocodT, OHM MCNOb3yoTcs
TONbKO ANt NPEAOCTAB/IEHNS COCTOSIHUS CETEBOrO MOAK/OUEHMSI.
COCTOSIHME CETEBOrO NOAK/IOYEHUS NPEAOCTABNSETCS MPUNOXEHNUSM U
KOMMOHEHTAaM Ha BalleM KOMIMbIOTEPE, KOTOPbIE 3amnpallnBaloT
CBEEHMS O CETEBOM MOAK/IOYEHUN. Ecnm Bbl Mcronb3yeTe
MPUNOXEHNE CTOPOHHErO pa3paboTumnka, 1CNosb30BaHNe cO6paHHOM
MHOPMaLIMK BYZIET OCYLLECTBNATLCA COMNACHO NpaBuiaMm
KOH(UAEHLMANBHOCTM CTOPOHHErO pa3paboTumka.

Bbi60p u ynpaBneHue

Cnyx6a cBeaeHU 0 NOAKIIIOYEHHbBIX CETSX BK/IFOYEHA MO YMOTYAHMIO.
AOMWHUCTPATOP MOXET BbIK/TIOYMUTb €e C NOMOLLbIO NapaMeTpoB CyXX6
B pa3gene "AAMUHUCTpMpOBaHME" Ha NaHenu ynpasneHuns. He
pPEKOMeHAYETCS OTKNKYATb 3TOT KOMMOHEHT, TaK KakK 3TO MOXET
noMelLLaTb NpaBubHOM paboTe HEKOTOPbLIX KOMMOHeHTOB Windows.

K Havany ctpaHuupbl

YBEAOMNEHMSI, NPUSIOXKEHMSI Ha KpaHe B6/TOKMPOBKM M OBHOBEHMS
MANTOK

MNpunoxeHusa Mara3uHa Windows MOryT aBToOMaTM4YeCcKu nosy4vaTb
coaepXxunMoe 1 oTobpa)kaTb YBeAOMSIEHUSI HECKONbKMMK Criocobamu.
Hanpumep, oHM MOryT nosyyaTb YBEAOMEHUS], KOTOpble Heaoaro
oTobpaXkaroTcs B Yy 3KpaHa WK Ha NAUTKax NPUIoXKEHUN, ecnv 3Tu
MJNTKM 3aKpenyieHbl Ha HayaslbHOM 3KpaHe. [pu kenaHun Bbl Takxe
MOXKEeTe Nnony4yaTb 3TU yBEAOMIEHNS Ha 3KpaHe 61okmpoBku. Kpome
TOro, Ha 3KpaHe 6/10KMPOBKM MOXKET O0TODpaXKaTbCa KpaTKas Uin
noapobHas MHGpopMaLmsi O COCTOSIHUWN ONpPeAENeHHbIX NMPUIOXKEHUI.
M3paTenn npunoxeHui MOryT oTNpaBnaTb COAEPXKMMOE BaLLUM
npunoxeHusM MarasunHa Windows yepes cnyx6y push-yBeaoMneHui
Windows, paboTatoluyto Ha cepepax MankpocodT, UK NPUIOXKEHNUS
MOryT 3arpy>aTb CBeAEHNS HenocpeaCcTBEHHO CO CTOPOHHUX
cepBepoB.

YBegomsieHus



OnucaHue pyHKUMMU

MpunoxeHna MarasmHa Windows MOryT nepuoamyeck nnm B pexmnMe
peanbHOro BpeMeHu NpeaoCcTaBnsaTb CBEAEHWNS, KOTOPble HEHAAo/ro
oTobpaXaloTca B BUAE YBEAOMIEHUNA B YI/y 3KpaHa.

Co6paHHble, 06paboTaHHble UK NepeaaHHble cBeAeHus

MpunoXxeHust B yBeAOMIEHNSIX MOTYT OTObpaXkaTb TEKCT,
n3o06paxkeHns unm n 1o n apyroe. CoaepXXvmMoe NpUNoXKEHUA MOXET
6bITb NPeAOCTaBNEHO NIOKANbHO NpuioXeHneM (Hanpumep, 6yannbHUK
B MPUIOXKEHUN YaCcoB). YBEAOMIEHNS TAaKXKE OTMNPaBASIOTCA U3
Be6-Cnyx6bl NpunoxeHust yepes cnyxby push-ysegomnenunin Windows
(HanpuMep, 0bHOBNEHNE coLmanbHoM ceTh). M3o6paxkeHuns,
oTobpa)kaeMble B YBEAOMEHUSX, MOIYT ObITb CKaYaHbl
HernocpeACTBEHHO C CcepBepa, yKa3aHHOro ulgatenem npunoxeHus. B
3TOM C/y4ae Ha cepBep OTNPaBSOTCA CTaHAAPTHbIE CBEAEHUS O
KOMMbtoTEpe.

Mcnonb3oBaHue cBegeHUin

MalikpocodT UCMONb3YyeT CBEAEHUS YBEAOMIEHUIN TONbKO ANs
AOCTaBKW BaM yBeIOMJIEHUIA OT NPUNOXeHUI. Cryxba
push-yBeaomneHuin Windows Mo)eT BpEMEHHO XPaHUTb YBEAOMIIEHNS
nepen Mx AOCTaBKOW Ha Balll KoMnbioTep. Ecnin yBegomnexve
HEBO3MOXXHO A0CTaBUTb HEMENIEHHO, OHO BYAET XPaHUTLCS NULLb
HECKOJ/IbKO MUHYT Nepes yAaneHueM.

Bbi6op u ynpaBneHue

Bbl MOXETE OTKIIOUNTL YBEAOMEHNUS ANSt BCEX MPUNOXEHUIN UK
OTAENbHOro NPUIOXKEHUS Ha CTpaHuLE YBEeAOMJIEHUSA B pa3aese
Mounck u NnpunoXxeHus B NapaMeTpax KomnbioTepa. Ecnu Bbl
OTK/IlOYaEeTe YBEAOM/IEHUS ANS NPUTOXEHNS UNN yaansieTe
nocneaHee, u3aaTtenb MOXET NO-MPEXHEMY OTMNPaBNATb 0BHOBNEHMS
cnyx6e push-ysegomnernnin Windows, HO 3TU YBEAOMNEHUS! HE
0OTO6paXKalTCA Ha BalIeM KOMMblOTepe.

anﬂO)I(EHVIFI Ha 3KpaHE 6ﬂOKVIpOBKVI
OnucaHue pyHKUMHU

HekoTopble npunoxeHns MarasmHa Windows MoryT otobpaxaTb
COCTOSIHWE M YBEAOM/IEHNS HA 3KpaHe, Koraa KOMMbloTep



3a610KkMpoBaH. MpunoXxeHns Ha akpaHe 6/10KMPOBKM TakXke MOryT
BbIMO/HATL 3a4a4n, Koraa KomnbtoTep 3abn0KMpoBaH, HanpuMep
CUHXPOHWU3MPOBATb 3/IEKTPOHHYIO NOYTY B (DOHOBOM pexuMme Unm
Nno3BONSATb BaM OTBeYaTb Ha TenedOoHHble 3BOHKU. KpoMe Toro, Bbl
MOXeTe MCNOb30BaTb KaMepy KOMMbloTepa HEMOCPEACTBEHHO C
3KpaHa 6/10KMPOBKMU.

CobpaHHble, 06paboTaHHble UK NepeaaHHble CBeAeHuUs

MpunoxeHust Ha akpaHe 610KMPOBKN MOTYT NoNyYaTb O6HOBNEHMS
COCTOSIHUSI OT M3aaTensl NPUNOXKEHUS Yepe3 cnyxby
push-yBegomneHnn Windows mnm HeNOCpeaCTBEHHO C cepBepa
nspartens npunoxenns (MnNn gpyroro CTOPOHHEro cepeepa).
MpunoxxeHnsa Ha sKpaHe 610KMPOBKU MOTYT Takxke nepeaasaTb UK
obpabaTtbiBaTb Apyrne cBeaeHuns, He CBA3aHHble C YBEAOM/IEHUSMU U
06HOBNEHUSAMM.

Ucnonb3oBaHue cBegeHum

Windows ncnonb3yeT cBeeHNst 0 COCTOSIHUMN N yBEAOMIIEHUSIX,
NpeaoCTaB/EHHbIE MPUNIOXEHNSMIN Ha 3KpaHe 61OKMPOBKK, ANS
0bHOBMEHNS 3KpaHa 6/10KMPOBKM.

Bbi6op 1 ynpaBneHue

Mocne HacTpovikn Windows Ha 3kpaH 6/10KMPOBKW aBTOMATUYECKM
yCcTaHaBnmBatoTcs npunoxxenus "Mouta”, "Kanengapb" u Skype. Bbl
MOXETe yAaNnUTb 3TN U APYrue NPUNOXEHUs C 3KpaHa 610KMPOBKM
nnm no6aBMTb MX HA HEro, @ TaKXKe OTKIIYNUTb UCMOSIb30BaHNe
KaMepbl Ha CTpaHuLe dkpaH 6N10KMPOBKHM B pasaene Komnbrotep
M YCTPOMCTBA B NapaMeTpax KoMnbloTepa. MOXHO Takxxe BblbpaTb
OQHO NMpUoXeHne, KoTopoe byaeT NOCTOSAHHO OTobpaXkaTb
noapobHoe cocTosiHMe (HanpuMep, CBEAEHNS B KafleHAape O Ballen
creaytoLlen BCTpeye) Ha akpaHe 6/10KMPOBKU.

Bbl MOXETE ynpaBnsaTe 0TOOpaXKeHNEM yBEAOMIEHWUI NPUIOXKEHUIA Ha
3KpaHe 6I0KMPOBKM Ha CTpaHuLe YBepoMneHus B pasgene Mouck n
NPUIOXKEHUA NapaMeTpoB KOMMbIOTEPA.

O6HOBNEHUa NIINTOK
OnucaHme pyHKLUMN

MpunoxeHnsa MarasmHa Windows MOryT nepuoamyeckn nnm B pexmnMe



peanibHOro BpEMeHW NpeoCTaBsATb CBEAEHUS, KOTOpbIE
0TOBpaxaloTcs B BuAe OOHOBNEHNS HA MIUTKAX MPUNOXKEHWUH,
pa3MelleHHbIX Ha HaYa/lbHOM 3KpaHe.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

MpunoxeHnsa MarasuHa, 3aKpensieHHble Ha HavyaslbHOM 3KpaHe, MoryT
0OHOBNATb CBOW NMINTKN TEKCTOM, N306parkKeHusaMn niam n TeM u
apyrnuM. Cogepxxnmoe, otobpa)kaeMoe Ha ManTKe NPUIoXKEHUs, MOXET
NpeaoCTaBnATbCA NPUIOXKEHNEM NTOKANbHO, NEpUOANYECKM
3arpy»aTtbCsl C CcepBepa, YKa3aHHOro nsgaTteneM npuioXeHusl, unm
OTNPaBAATLCSA U3 BEO-CNYXKObI MPUIOXEHUS Yepe3 CryXby
push-yBegomneHnn Windows. Ecnv cogepxmmoe ckadaHo
HenoCpeaACTBEHHO C CepBepa, YKa3aHHOro nsaatenem npuioXeHus, Ha
cepBep OTNPaBAAOTCA CTaHAApPTHbIE CBEAEHUS O KOMMbloTepe.

MUcnonb3oBaHue cBegeHun

MaikpocodT NCNONb3yeT CBEAEHUS MANTOK TONbKO AN AOCTaBKW BaM
0OHOBNEHMS NNIMTOK OT NpunoxeHui. Cnyxba push-yBegoMneHuii
Windows MoXeT BpeMeHHO XpaHWUTb 3TU CBeAEHUs nepes ux
[IOCTaBKOM Ha Ball KOMMNbloTep. Ecnn 06HOBNEHME NANTKM
HEBO3MOXXHO AOCTaBUTb HEMEASIEHHO, OHO ByAeT XpaHUTLCS NnLb
HECKONbKO AHEW nepes YAaneHUeM.

Bbi60p u ynpaBsieHue

Mocne Toro Kak NpuIoXKeHWe Ha4YHeT NosyyYaTb O6HOBEHNS, Bbl
CMOXETe OTK/IIOUUTL MX, BblIOpaB NAUTKY NPUIOXKEHUS HA HaYalbHOM
3KpaHe n napaMeTp OTKJIFOYUTD XKMUBbIE MNJIMTKMU B KOMaHAaX
npunoxeHus. ECnn Bbl 0TKpenuTe NAUTKY NPUIOXKEHUs C HayYanbHOro
3KpaHa, 0bHOBNEHNS MNIMTKM OTobpaxaTbcs He byayT. ECnu Bbl
yaansiete nNpuioXxeHue, nsgatenb MOXET NO-NpeXXHeEMY OTApPaBisTb
obHoBNeHMs cnyxbe push-yBeaomneHnin Windows, HO OHU He
oTobpaXkatoTCs Ha BalleM KOMMbloTepe.

YT06bl OUNCTUTL TEKYLUME OBHOBNEHMS, OTOBpaXkaeMble Ha NANTKax,
KOTOpble 3aKpern/ieHbl Ha HavyasibHOM 3KpaHe, MPOKpYyTUTE OT NMpaBoro
Kpasi 3KpaHa My HaBeauTe yKa3aTeslb Ha NpaBblii BEPXHUIA yron
Ha4yasbHOro 3KkpaHa, HaxxmuTe MapameTpsbl, 3aTeM MANTKUHaXKMUTE
KHONKY O4YMCTUTD Ha CTpaHuUe YAAsIMTb JINYHbIE CBeieHUs C
nanTok. O6HOBNEHUS NANUTOK, AOCTaBEHHbIe NOC/e yaaneHns



TEKYLUMX 06HOBNEHUI, ByayT NO-NpeXxHeMy oTobpaXkaTbCs.

K Havany ctpaHuubl

3aka3 oTneyaTkoB

OnucaHue pyHKUUMU

KOMMOHEHT 3aKa3a OTneYyaTkoB MO3BOJISIET OTNPaBUTb LMGPOBbLIE
cdoTorpadum, coxpaHeHHblE Ha KOMMbIOTEPE UM CETEBOM [MUCKE, B
Tpebyemyto cnyx6y doTonedyatv B HTEpHETE. B 3aBMCMMOCTM OT
YCNTOBWI NpeaoCTaBneHMs YCITyTr MOXHO 3aKas3aTb nevatb doTorpadui
M MX NOCNEAYHOLLYIO OTMNPaBKy Mo noyTe UM 3abpaTtb HaneyaTaHHbIe
CHUMKW B MECTHOM MaraswuHe.

CobpaHHble, 06paboTaHHble WK NepefaHHble CBeAEeHUS

Ecnv ana nevatn BolibpaHa cnyb6a doTonevaTn B ceTu, undposble
doTorpadumn 6yayT otrnpasneHsl Yepe3 VIHTEpHET B BbibpaHHYyO
cnyx6y. YTobbl 0TNpaBuTb B ClyXby BbibpaHHble LUMdpoBbIe
doTorpacmm, nonb3oBaTeNto HEO6X0AMMO YKasaTb MNOSHbIM NyTb K
dannam (OH MOXET BKJIOHaTb Balle MMs nonb3oBaTens). Lndposbie
n306paxkeHns MoryT coaepxaTb ceefieHus 06 n3obpaxkeHnu,
COXpaHEeHHble KaMepon BMecTe ¢ ¢ai/ioM, Takme Kak AaTa U BpeMs
nony4yenuns cotorpacdmm nam Mecto CbeMKK, ecnm Kamepa
pacrnionaraet ¢yHkumMaMu GPS. dalinbl Takke MOryT coaepXaTb
nepcoHasnbHble AaHHble (Hanpumep, NOANUCK K U306paxxeHusiM),
KOTOpbIE MO BbITb CO3AaHbl C MOMOLLIbIO NPUIOXKEHUIA ANst
ynpaBneHns umppoBbIMU N306paKeHnsIMN U NPOBOAHMKA.
[lononHuTenbHble CBeAeHMsa CM. B pa3aene "CBOMCTBa" HMXe.

Mocne Bbibopa Be6-CNy6bl poTONEYaTN KOMMOHEHT "3aKas
0TMeYaTKoB" nepeHanpaBuT NosIb30BaTeNs! HA BEG-CAWUT CNyxbbl B
OKHe "3aka3 oTne4yaTkoB". CBeaeHUs, YKa3aHHble Ha Be6-calTe,
nepeaatoTcs B BblbpaHHyo cnyxby doToneyaTu.

Ucnonb3oBaHue cBegeHum

CBeaeHus, coXxpaHeHHble kamMepow B dannax undposbix poTorpaduin,
MOryT UCMob30BaTbCs BE6-CNyH0M B npouecce neyaTun, Hanpumep
ANSt HACTPOWMKM LBETA MM PE3KOCTM M306paXkeHnst nepes ero
OTNpaBKOM Ha NpuHTep. Beb-cnyxba oToneyaT MOXET TaKxkKe
NCrnosb30BaTb MHOPMaLMIO, COXPAHSEMYIO MPUNOXKEHNSMN ANS



ynpasneHns uMdpoBbIMU N306paxkeHnsaMn, YTobbl HanevaTaTb
noAnMCKU Ha nepeaHen unn 3agHen CTopoHe konuu. Micnonb3oBaHue
Beb-cny>x6amu poToneyaTn sTUX U Apyrux CBEAEHUN,
NpeaoCcTaBnsieMblX NOb30BaTENEM ANS OKa3aHWs YCIyr, HanpuMmep
CBefEeHUN, yKa3biBaeMbIX Ha Beb-cante, onpeaensiercs npuHUMnamm
3aLWMTbl KOHPUAEHUMANBHOCTU B AaHHbIX Cy>6ax.

Bbi60p u ynpaBneHue

Y106kl HanevaTaTb hoTOrpadmm, MOXHO MCNOL30BATb KOMMOHEHT
"3aka3 otneyaTkoB" Ans Bblbopa TpebyeMbIX CHUMKOB U CIyXObl.
HekoTopble NpunoXeHns ans ynpaeneHns n3obpaxeHusimm
MO3BONISAKOT YAANSATb XpaHsilwmecs B (arnax n3obpaxxeHun
NepcoHasnbHble AaHHbIE Nepea OTNpPaBKoW Ha neyaTb. YTobbl yaanuTb
NepCcoHasbHbIE AaHHbIE, MOXHO TaKXXe U3MEHUTb CBOMCTBa (aina.

K Hayany cTpaHuubl

MpenBapuTenbHas 3arpyska U NpeaBapuUTesbHbIN 3amnyck

OnucaHue pyHKUMHU

Windows yckopsieT 3anyck NpunoXeHni n komnoHeHToB Windows,
oTcnexusas MHpopMaLmnio 0 BpeMeHu 1 cnocobe 1Crnonb3oBaHMs 3TUX
NPUNOXXEHMUIN N KOMMOHEHTOB, @ TaKXXe O 3arpy>aembiX UMK
CUCTEMHBIX (hannax.

CobpaHHble, 06paboTaHHble WM NepeAaHHble CBeAEeHUS

Mpy nCnonNb30BaHUN NPUOXKEHUS UNK KOMNOHeHTa Windows cuctema
Windows coxpaHsieT Ha KOMMboTepe HEKOTOpble AaHHble 06
MCNOMb3yeMbIX CUCTEMHBIX (hainax, a TakkKe 0 BPEMEHU U YacToTe
NCMONb30BaHNSA MPUTOXEHUS UX KOMIMOHEHTA.

Ucnonb3oBaHue cBegeHun

Bnaroaapsi MHdopMaLummn 06 NCnob30BaHUM NPUIOXKEHUIA K
komnoHeHTOB Windows yckopsieT ux 3anyck. B psge cnyyaes
NPUIOXeHMS MOryT aBTOMaTUYeCKM 3anyckaTbCs B MPUOCTAaHOB/IEHHOM
COCTOSIHUW.

Bbi6op 1 ynpaBneHue

MpunoXeHus, KOTopble aBTOMaTUYECKM 3amnyCKatoTCs U



NPUOCTaHAB/IMBAKOTCSA, OTOBPAXKAKOTCA B AMCNETUYEPE 334a4, U UX
paboTy MOXHO MpepBaThb. B COCTOAHNM NPUOCTAHOBKM 3TU
NPUNOXEHNS HE UMEIOT [I0CTYNa K Be6-KaMepe unv MUKPOdOoHy, noka
Bbl HE 3aMyCTUTE UX, AAXE EC/IM COOTBETCTBYIOLAA dhyHKUMA 6bina
BKJIIOUYEHA paHee.

K Hauany cTpaHuubl

MOMOLLHMK MO COBMECTUMOCTM NPOrpamMM

OnucaHue pyHKUUMU

Ecnun B KNaccMyeckoM NpUNoXKeHUU, KOTOPOE MbITAeTCs 3anyCTUTb
nonb30BaTesNb, 06HAPY)XMBAETCS HECOBMECTUMOCTb, MOMOLLHUK MO
COBMECTMMOCTM MPOrpamMM MomMbITAaETC YCTPAHUTL ee.

Co6paHHble, 06paboTaHHbIE UM NepefaHHble CBeAeHUs

Ecnun obHapyxeHa npobnema ¢ COBMECTUMOCTbIO MPUNOXKEHMS,
KOTOPOE Bbl MbITAETECH 3aNyCTUTb, CO3AAETCA OTYET, KOTOPbIN
BK/IIOYAET TaKMe CBEAEHUS], KaK UMS NMPUNOXEHWS, ero Bepcus,
HeobxoAnMble NapaMeTpbl COBMECTUMOCTU, @ TAaKXXe BalUN AEUCTBUS C
npuno)xeHmeM. OTYeTbl 0 Npob1emMax COBMECTUMOCTM MPUOXKEHUN
oTnpaBnstoTcs B MaikpocodT yepe3 cnyxby otyeToB 06 oLmbkax
Windows mnu nporpamMMy ynydlleHust Ka4ecTBa NporpaMmMHoOro
obecneyeHns Windows.

Wcnonb3oBaHue cBegeHUin

OTueTbl 06 oWwmMbKax UCNONb3YTCA ANS NPEeAOCTaBNEHNS PeLIEHUI
npobnem ¢ npunoxeHusiMu. MNMoaobHble 0TBETLI coaepXaT CCblnku (Npwu
HanMumMM) Ha Be6-CaWUT M34aTens NpPUIoXKeEHUs, rae MOXXHO NoyYnTb
[AONOSHUTESNbHbIE CBEAEHMS O BO3MOXHbIX pelleHusix. OtyeTbl 06
olmbKax co3aatoTcs Npy BO3HUKHOBEHUM COOEB MPUIOXKEHNS U
MCNONb3YIOTCS ANsl ONpeaeneHnsl TOro, Kakon napameTp cneayet
M3MEHUTb B C/ly4ae NpobnemM COBMECTUMOCTU MPUSIOXKEHWUI B AAHHOW
Bepcun Windows. CeefeHus, coobliaemble Yepes nporpamMmMy
yAy4lleHusl Ka4yecTtBa NporpaMMHOro obecrnedeHust, UCNob3yTcs Ans
BbIsSIBNIEHMS MPO6/EM COBMECTUMOCTU MPUSIOXEHWUMN.

Koprnopauus MakpocodT He Ucrnonb3yeT cBeAeHUsi, cCobpaHHble
yepe3 3TOT KOMMOHEHT, AN YCTaHOBEHUS TMYHOCTU NOMb30BaTeNs,
CBSI3X C HUM WX HaNpaB/IEHNS EMY peKiaMbl.



Bbi6op 1 ynpaBneHue

MNpobnembl, oTNpaBnsieMble Yepes cnyxbbl 0TYETOB 06 owmnbKax
Windows, BKIOHAIOTCS B OTYET, TOIbKO €CMK Bbl BbiOpanu nouck
pewennit B IHTepHeTe. Ecnm nonb3oBaTenb He Bbipa3wil Corniacust
aBTOMaTM4YeCKM OTNpPaBAsATb OTYETHI O HEMOMAAKaxX A5 Noucka
peweHns, emy byaeT npeanoxeHo oTNpaBuUTb OTYET 06 ownbkax.
JononHutensbHble cBeaeHns cM. B pasgene "OTyeTbl 06 owmnbkax
Windows".

HekoTopble npobnembl 6yayT aBTOMaTUYeCKn OTNPaBnsaTbCs Yepes
nporpamMmy Windows CEIP, ecnu Bbl ee BkAounnn. [ononHuTeNbHble
CBE[IeHUs CM. B pa3fenie O NporpaMMe yryylleHuUs KayecTsa
nporpamMMHoro obecrieveHns Windows.

K Hauany cTtpaHuubl

CeowcTBa

OnucaHue pyHKUMH

CeonctBa — 310 MHpOopMaumsa o daiinax, No3BonsoLas 6bICTPo
HaUTK 1 yNnopsiaounTb Ux. HekoTopble CBOWCTBA NPUCYLLM BCEM
davinam (Hanpvmep, pasMep), a Apyrue MoryT NPUMEHSTLCS TOMBKO
ANsi oNpeaeneHHOro NPUIoXEHUs! UK YCTPOUCTBa (HanpuMep,
napamMeTpbl KaMepbl Npu MOYyYEHUU CHUMKA MU CBEAEHMS O MecTe
CbEMKM, 3anuncaHHble kamepou ans dotorpadun).

Co6paHHble, 06paboTaHHble NN NepefaHHble CBeAeHUs

Tun coxpaHsieMbIX CBEAEHMI 3aBUCUT OT TuMa daiina u NPUIoXeHUN,
ncnonb3yowmx ero. Nprmepamm CBONCTB SBNSOTCA MMA dalna, AaTa
N3MeHeHus, pa3mep ¢aiina, aBTop, KHOYEBbLIE C/TIOBA M KOMMEHTapUM.
CBOMCTBa XpaHATCs B (hainie n nepeMeLlarnTcs ¢ HUM, ecnm damnn
NnepeMeLLaeTcs UM KONMUPYETCs B APYroe pacrofioXXeHWe, Hanpumep
alnnoBbI pecypc, Unn oTNPaBASIETCS MO 3MEKTPOHHOWN NoYTe B
KauyecTBe BJIOXXEHUS.

Ucnonb3oBaHue cBegeHum

CBOWCTBA YCKOPSAIOT NPOLIECC NOUCKa M yrnopsiaodeHus daiinos. Ux
TaKXXe MOryT UCMOJIb30BaTh NPUNOXEHUS ANS BbINOMHEHWUS CBOMX



cneumanbHbIX 3aaad. [laHHble He OTNPaBNSOTCS B KOPNoOpaLuto
MaikpocodrT.

Bbi60op u ynpaBsieHune

Bbl MOXETE U3MEHATb UK yAansTb HEKOTOPbIE CBOMCTBA danna,
BbI6paB (ain B NPOBOAHMKE W LWENKHYB NyHKT CBOMCTBA.
HekoTopble BCTPOEHHbIE CBOWCTBA, HanpuMep AaTy U3MEHEHWS,
pa3Mep 1 nMsa darnna, a TakKe HEKOTOPbIE CBOWCTBA, CBSI3aHHbIE C
MPUNIOXEHNUAMM, HENb3S YAANUTb TakKnMM crnocoboM. CBOMCTBa,
CBSI3aHHbIE C MPUIOXKEHUSIMU, MOXXHO U3MEHSITb UM YAANATb, TOIbKO
eCnv NpUNoXeH1e, B KOTOPOM 6bin co3aaH dain, NoaaepXXnBaeT 3Tu

yHKUMMN.

K Hayany ctpaHuubl

Bnu3koe B3anmoaencTeune

Cnyx6a 6113Koro B3aMMoaenCcTBmS
OnucaHme pyHKLUMN

Ecnv Ha BaleM KoMMbloTepe ecTb 060pyA0BaHME C NOAAEPKKON
6nuskoro B3ammoaencTens (NFC), Bbl MOXETE pacnoNnioXnUTb
KOMMbOTEP B HEMOCPEACTBEHHOW 6M30CTU OT ApYroro ycTponcTea (B
TOM umcne nepudepunHoro) ¢ o6opyaosaHmeM NFC, 4Tobbl
0bMeHMBaTbCS CCbiNkaMu, annamMm U ApyrumMmmn CBEAEHNUSMM.
CywecTByeT aBa Buaa 6nunskoro Bzanmogenctams: "MogHectu u
caenatb" n "KocHyTbcs 1 yaepxxumeatb". C NOMOLLbIO (DYHKLMK
"MoaHecTn 1 caenaTb" Bbl MOXKETE CO3A4aTb KpaTKoe Wiu AnvTenbHoe
NoAKYeHne Mexay ycTponcteamm nocpeactsom Wi-Fi, Wi-Fi Direct
nnu Bluetooth. B cnyyae dyHkumm "HaxaTtb 1 yaepxmsaTtb"
MOAK/TIOUYEHNE OCTAETCS aKTUBHBIM, TOJIbKO MOKa YCTPOWUCTBA
HaxoAasTCa psiAOM Apyr C APYroM.

Co6paHHble, 06paboTaHHble UM NepefaHHble cBefeHUs

Koraa Bbl pacnonaraete psiioM yCTPOMCTBa C BO3MOXHOCTbIO 6111M3Koro
B3aMMOAENCTBMS, OHN 0BMEHMBAIOTCSA CBEAEHWNAMM, YTOObI CO34aTb
noaK/toYeHne. B 3aBUCMMOCTUN OT KOHUIypaummn yCTpomUCTB 3Tu
CBeAEeHNs MOryT BKJIOYaTb AaHHbIE O CBSA3bIBAHUKM Yepe3 Bluetooth,
ceTeBble agpeca Wi-Fi n uMs Bawero KoMmnbloTepa.



Mocne co3aaHnst NOAKIOYEHNS YCTPOMCTBA MOryT 0BMEHMBATHLCS
Apyroin nHdopMaumnein B 3aBUCUMOCTM OT KOHKPETHOMO KOMMOHEHTA
6113Koro B3aMMoaencTens unu npunoxenns. Windows mMoxet
nepeaasaTb hansbl, CCbIAIKN U Apyrve CBeAeHUs Mexzay YCTPOMCTBamMm
npyu NoMoLmM 65IM3KOro B3auMoaencTaus. MNpunoxeHus,
ncnonb3ytoLme 6nn3koe B3anMoaencTBMe, MOryT OTNPaBNATb U
nonyyaTb Ntobble CBeAeHMS!, K KOTOPbIM Y HUX €CTb AOCTYM. ITU
CBEAEHMS MOTYT OTNPaBNSTLCA Yepe3 Bally CETb UM MOAKTHOYEHUNE K
MHTepHETY, a TakXKe HenocpeacTBEHHO Yepe3 6ecnpoBoHoe
NOAK/OUYEHNE MeXY YCTPOUCTBaMM.

MUcnonb3oBaHue cBegeHUMn

CBeneHunsl 0 CceT 1 KOMNbloTepe, nepeaasaemMble Npy 65IM3KoM
B3aUMOAENCTBMWN, UCMOSb3YIOTCS ANl YCTAHOBKN CETEBOMO
NOAKOYEHNS N NAEHTUDMKALMU NOAKIOYAEMbIX YCTPONCTB.
CBeaeHus, nepeaaBaemble nNpy 611M3KOM B3aMMOAENCTBUM,
MHULMNPOBAHHOM NPUIOXEHNEM, MOTYT 6bITb MCNOIb30BaHbI 3TUM
npunoXxeHuem nobbiM 06pasoM. [laHHble He OTMPaBASOTCS B
Kopnopauuto Mankpocodr.

Bbi60op u ynpaBneHue

Cnyx6a 6113Koro B3anMoAeNCTBUSI BK/IKOYEHA MO YMOMUYaHUIO.
AAMUHUCTPATOP MOXET BbIK/IKOUYUTL €€ C NOMOLLbIO NapaMeTpoB B
pa3aene "YCTpPoMCTBa U NpUHTEpPLI" Ha NaHENW ynpaB/ieHUs.

KOCHYTbCA 1 OTNpPaBUTb
OnucaHue pyHKUMMU

®OyHkumnsa Windows "KOCHYTbCS 1M OTpaBuUTh" NO3BONSIET NIENKO
noaenuTbCs BbibpaHHOM MHMOPMaUMEN C APY3bSaMK, KOTOPbIE
HaxoasaTcs psiAOM, UK C OQHMM U3 BalLMX YCTPOWUCTB, HanpuMep
MobunbHbIM TenedoHoM. Ecnn Bbl HaxoauTech B bpay3epe, TO MOXeTe
3anycTuTb PYyHKUMIO "KOCHYTbCS 1 OTNpaBuTL" C NaHenu
"YcTpoictea". CneaytoLlee YCTPOMUCTBO, KOTOPOrO Bbl KOCHETECH,
MOMYYUT CCbISIKY Ha OTOBpaXXaeMyto CTpaHuUy. 3Ta MYyHKUNS TaKKe
paboTaeT CO MHOMMMM MPUNOXKEHUSIMW, NOAAEPXKMNBAOLLMMU
npeaocTaBneHne obLiero 4ocTyna K MHopMaunm, Hanpumep
n306paXxkeHnsM, TEKCTY 1 (annam.

Co6paHHble, 06paboTaHHble UIN NepefaHHble CBeAeHUs



®OyHKUMA "KOCHYTbCS M OTNpaBUTb" UCMONb3yeT CBEAEHUS], K KOTOPbIM
Bbl NpefocTaBnsieTe 06LWmMin 4OCTYM, U MHGOPMALMIO, ONMUCAHHYIO B
pasgene o cnyxbe 61M3Koro B3anMoaenCTBuSI.

Ucnonb3oBaHue cBegeHun

3TV CBeAeHUs UCMONb3YIOTCA TONbKO A5 YCTAaHOBKM MOAK/TIOYEHMS
Mexay ycTpoucTBaMu. OyHkumMst "KOCHYTbCS M OTNpaBUTL" HE XpaHWUT
CBEZIEHMS], K KOTOPbIM NpeaocTaBnsieTcss 06wmii aocTtyn. [aHHble He
OTNPaB/SATCS B Koprnopauuto Makpocodr.

Bbi6op 1 ynpaBneHue

Ecnu BkntoyeHa cnyx6a 61mM3Koro B3anMoaencTBusi, cnyxba
"KOCHYTbCS M OTNPaBUTL" TakXKe BK/OYeHa. [JononHuTeNnbHble
CBefEeHMs1 CM. B pa3gene o cnyxbe 651m3koro B3aMmMoaencTems.

K Hauany cTpaHuubl

MoaknoveHnsa yganeHHoro Aocrtyna

OnucaHue pyHKUMH

MoaknoyeHns yaaneHHoro AoCTyna no3BonsioT NOAKIYaTLCS K
YaCTHbIM CETAM C MOMOLLbIO BUPTYyanbHou YacTHol cetn (VPN) u
cnyx6bl yaaneHHoro goctyna (RAS). RAS — 3T0 KOMMOHEHT, KOTOpbIW
MO3BOJISIET MOAK/IOUNTL KITMEHTCKUIM KOMMNbIOTEP (0ObIYHO 3TO
KOMMbIOTEP MOJIb30BaTENS) K cepBepy yAaneHHOro AocTyna
NMOMOLLbIO CTaHAAPTHbLIX NPOTOKOOB. TexHonorun VPN no3songaoT
NOJSIb30BATENIO NOAKMOUMTLCA K YacTHOW ceTu (Hanpumep,
KoprnopaTueBHon) Yyepes3 MHTepHeT.

MNoaknoyeHne yaaneHHoro Aoctyna, KOMMyTupyemas CeTb, No3BosiseT
nony4aTb AOCTYN K MIHTEpHeTYy C NOMOLLbIO MoAeMa Mo
KOMMYTUPYEMOWN NIMHWM CBA3W U LUMPOKOMONOCHbIX CPEACTB CBSI3U,
TaKUX Kak kabenbHbii MoaeM n nuHusa DSL. MoakntoyeHne yaaneHHoro
AOCTyNa K CeTU BK/IOYAET B cebs KOMMOHEHTbI YCTaHOBMIEHUS
NOAKNIOYEHNS, TaKNe Kak KnmeHT RAS, aucnetyep NoAKIOYEHUI U
TenedoH RAS, a Takxe CpeacTBa YCTaHOB/IEHWUS MOAKNIOYEHMS U3
KOMaHAHOW CTpoku, Hanpumep Rasdial.

CobpaHHble, o6paboTaHHble WM NepeAaHHble CBeAeHUs

KOMMOHEeHTHI Ha6mpaTer|ﬂ HOMEpa C06MpalOT CBeAEHNA O BalleEM



KOMMbIOTEPE, B YAaCTHOCTM Balle MMS MONb30BaTeNs, Naposb U
JIOMEHHOE UMS. DTN CBEAEHUS OTMNPABSAOTCA CUCTEME, K KOTOPOW
TpebyeTcs NoaKNIUNTLCS. YTO6bI 06ecneunTb KOHDUAEHUNANbHOCTb
1 6e30nNacHOCTb KOMMNbIOTEPA, AdHHbIE, UMEKOLLME OTHOLIEHME K
6e30nacHOCTK, HanNpuUMep MMS NMosib30BaTeNs U Naposb, WNHPYOTCS U
COXPaHAIOTCS Ha KOMMbIOTEpE.

Ucnonb3oBaHue cBegeHuM

CeepneHus, cobnpaemble HabupaTeneM HoMepa, UCMOoNb3YTCSA ANs
noaktoYeHns KomnbtoTepa K MHTepHeTy. CepBep yaaneHHoro
AOCTYNa MOXET XpaHWUTb CBeAeHUs1 06 MMEHN NOb30BaTENS U
IP-agpece B uensx yyeta n obecneyeHnst COOTBETCTBMS, OAHAKO
HUKAKNE CBEAEHUSI HE OTNpaBNAOTCS B MalikpocodT.

Bbi6op 1 ynpaBneHue

B cnyyae HabupaTens Homepa 6e3 KOMaHAHOM CTPOKW Bbl MOXETe
COXpaHUTb CBOM Naporib, Bbibpas COXpaHUTb 3TO UMS
NnoJsib30BaTesNs U Naposib. Bbl B 11060 MOMEHT MOXETe OTK/IOUNTD
3Ty DYHKUMIO, YTOObI yAQNIUTb COXPAHEHHLIN paHee naposb 13
HabupaTtens HoMepa. MocKosbKy 3Ta BO3MOXHOCTb MO YMOMYaHMUIO
OTKJIt0YEHA, MOXET OblTb OTOOpaXkeH 3anpoc Ha BBOA Napons Ans
NoAKIoYeHns K UHTepHeTy unmn ceTu. B cpeactesax ycTaHOBEHUS
NOAK/IIOYEHNS U3 KOMaHAHOM CTPOKM, TakuX Kak Rasdial, BO3MOXHOCTb
COXpaHeHus Napons OTCYTCTBYET.

K Hayany cTtpaHuubl

MoaknoyeHns K yaaneHHbIM pabounM CcTonaM 1 NpUIoKeHNIM
RemoteApp

OnucaHue pyHKUUMU

KoMnoHeHT "lMoaknoveHns K yaaneHHsiM pabounm ctonam u
npunoxeHnsiM RemoteApp" NpeaocTaBnsieT AOCTYN K NPUIOXKEHUAM U
paboymM CToNaM Ha yaaneHHbIX KOMMNboTePax, K KOTOPbIM bbina
npeaocTaBieHa BO3MOXHOCTb yAaneHHOro aoctyna B MHTepHeTe.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

Mpun HacTpovike NoakoHeHns darnbl KOHPUrypaumm CKaunBaoTCa Ha
KOMMbIOTEP C YKa3aHHOro yaaneHHoro URL-agpeca. 311 daiinsl



KOHUrypaumm cBsA3bIBAOT NPUIOXKEHUS U paboune CToMbl Ha
yAaneHHbIX KOMMbOTePax, YTobbl Bbl MOTM 3aMyCTUTb UX CO CBOErO
KoMnbtoTepa. KoMnbloTep nonb3oBaTenst 6yAeT aBTOMaTUYeCKu
NpoBepsiTb Hannumne 06HOBNEHMI Ans 3TUX alnioB U CKaumBaTb UX.
3TV NpUNOXeHWs1 paboTaloT Ha YAaNEHHbIX KOMMbIOTepax, 1
CBEAEHWS, KOTOpble Bbl BBOAUTE B NMPUSIOXKEHUS, NEpeaaloTcs Mo CeTH
Ha yaneHHble KOMMbIOTEPbI, K KOTOPbIM Bbl MNOAKOUUANCD.

Ecnun Bbl MOAKMOUMANCE K KOMMBIOTEPY WIN MPUNOXEHUIO, KOTOPOE
pa3MeLLEHO Ha cepBepe MaikpocodT, BO3MOXHA OTrpaBka
AOMNOSTHUTENBHbIX CBEAEHUI O BalLEM NOAKMOUYEHUN B MaikpocodT C
LIeNbO NOAAEPXKKM.

Ucnonb3oBaHue cBeaeHum

O6HoBneHust ans annos KOHUrypaumm MoryT coaepxaTb
M3MEHEHMS NapaMeTpoB, B TOM YNC/e NpeaoCcTaBnsiowme 4oCTyn K
HOBbIM MpuNoXeHusiM. OAHAKO HOBble MpuNoXeHust 6yayT 3anyLleHbl
TONbKO NPV MX BbIGOpPE NOSIb30BaTENEM. DTOT KOMMOHEHT TaKXe
obecneunBaeT O0TNpaBKy MHMOPMaUNK Ha yYaaneHHbIEe KOMMbIOTEPHI,
rAe 3anyckatoTcs yaaneHHble NPUIoXeHus. Mcnonb3oBaHne 3Tux
[AAHHbIX yAaneHHbIMU NPUNOXKEHUSIMU ONpeaenseTcs NoaMTUKamm
obecneyeHnss KOHPUAEHUMANBHOCTH, YCTAHOBNEHHBIMW NOCTaBLUMKaMM
MPUIOXEHUN U aAMUHUCTPATOPaMK yaaNIEHHbIX KOMMbIOTEPOB.
CBeaeHus He oTnpaBnsitoTcsa B MankpocodT, eCv yAaneHHbIN
KOMMbIOTEP He pa3MeLLeH Ha cepBepe MankpocodT.

Bbi60op u ynpaBneHue

Mcnonb3oBaHWe KOMMOHeHTa "lMNoaKNioYeHns K yaaneHHblM pabounm
CTONMaM 1 npunoxeHnsm RemoteApp" MOXHO HacTpOUTb.
MoakntoveHns K yaaneHHbIM pabounM CTonam 1 NpunoXeHUsM
RemoteApp A06aBNA0TCA Unn yaansioTca B 3TOM KOMMOHEHTE Ha
naHenu ynpasneHus. Bol MOXeTe 06aBUTb HOBOE NOAKIOYEHNE,
WwenkHyB [locTyn K yaasZieHHbIM NpuoXeHnsasM RemoteApp u
pa6bouum cronamu Beeas URL-agpec NoaKAOYeHNs B ANanoroBoM
OKHe. Bbl Takke MOXeTe MCNob30BaTb aapec NEKTPOHHON MOYThI
Ang nonyyeHua URL-agpeca noaknoyeHus. YaanuTb NOAKIHOYEHNE U
Bce (halinbl, CBSA3aHHbIE C HUM, MOXKHO C NMOMOLLIO KHOMKN YAANUTb B
[AMANOroBOM OKHE C OnMcaHneM noaksodeHun. Ecnm nogknoyeHve
npepbiBaeTcs 6e3 3aKpbITUS BCEX OTKPbITbIX MPUIOXKEHUA, OHU



OCTaHYTCS OTKPbITbIMU Ha yAANIEHHOM KOMMblOTEpE. B crincke
"YcTaHOBKa M yaaneHne nporpamMM” Ha naHenu ynpasBieHns
KOMMOHeHT "lNoaKnto4eHunst K yaaneHHbIM pabouynm ctonam m
npunoxeHusaMm RemoteApp" oTcyTCTBYET.

K Hayany cTpaHuubl

MoaknoYeHne K yaaneHHoMy paboueMy cTony

OnucaHue pyHKUUMU

MNoaknioyeHne K yaaneHHoMy paboyeMy CTony AaeT BO3MOXHOCTb
YCTaHOBWUTb yAaneHHoe NOAKIYEHNE K FNaBHOMY KOMMbIOTEpY,
paboTatoLleMy noa ynpasneHneM cnyxb6 yaaneHHbIX pabounx CTONoB.

Co6paHHble, 06paboTaHHble UK NepeaaHHble cBeAeHus

MapaMeTpbl NOAKNIOYEHUS K YAANEHHOMY paboyeMy CTOMy XpaHSTCS B
NOKaNbHOM XpaHMWULLE NPUIOXEHNS UK B daine NpoToKona
yAaneHHoro paboyero crona Ha BalleM KOMMbIOTEPE. ITW NapaMeTpbl
cofepyXaT UMsI IOMEHA U NapaMeTpbl HACTPOMKK MOAK/IOYEHUS], Takme
KakK UM$ NONb30BaTeNsl U yAaNIeHHOro KOMMbloTepa, CBEAEHMS O
MOHWUTOPE, NTOKasIbHbIX YCTPONCTBaX, 3ByKOBOW MiaTe, NapaMeTpbl
bydepa obMeHa 1 NOAKNOYEHMS, @ TaKKe Ha3BaHMS yYaaneHHbIX
MPUNOXKEHUIN U 3HAYOK CeaHCa UM 3CKU3.

YyeTHble AaHHble A5 STUX NOAKIYEHNM, YYETHbIE AaHHbIE LWK03a
yAaneHHbIX paboymx CTONI0B N CMNCOK UMEH CepBEPOB A0BEPEHHbIX
L0308 YAaNIeHHbIX paboymx CTOMOB XPaHATCS SIOKaNbHO Ha Ballem
KoMmnbloTepe. CrnCOK XpaHUTCS B peecTpe. ITOT CMUCOK XPaHUTCA
NMOCTOSIHHO, €CNM aAMUHUCTPATOP He pewunT yaanuTb ero. CeeaeHus
He oTnpaBnstoTca B MakpocodT, eCcnv yYAaneHHbIN KOMMbIOTEP He
pa3MeLleH Ha cepeepe Maiikpocodr.

Mcnonb3oBaHue cBefeHumn

CBeaeHusi, cobrupaeMble NOAKIIOYEHNEM K yaaneHHOMY pabouyeMy
CTOJTy, NMO3BONSAIOT NOAK/OYATLCA K MABHOMY KOMMbIOTEPY, Ha
KOTOPOM paboTatoT Cyx6bl yaaneHHbIX paboumx CTOMoB, C
npeanoyMTaemMbiMM napameTpamu. CeBeaeHust 06 UMEHM NoNb30BaTeNs,
naporsie 1 AoMeHe cobmpatoTcsi, YTOObl NO3BOSIMTbL BaM COXPAHUTb
napameTpbl NOAKIIOYEHNS M ABAXAbI LENKHYTh halin NpoTOKoN
yOaneHHoro paboyero ctona unn WenkHyTb n3bpaHHoe, YTobbl



3anyCTUTb NOAKSIIOYEHNE, He BBOAS 3TN CBEAEHMUS MOBTOPHO.
Bbi6op u ynpaBneHue

Mcnonb3oBaHne KOMMNoHeHTa "MoakntoyeHmre K yaaneHHoMy paboyemy
CTONy" MOXHO HacTpouTb. [pu ero ncnosnb3oBaHMK hansbl NPOTOKOMA
yAaneHHoro paboyero crona v pasgen n3bpaHHoOro B nporpaMme
NOAKNIOYEHNS K yaaneHHoMy paboyeMy ctony 6yayT coaepxatb
cBeAeHuns, HeobxoanMble ANs NOAKIYEHUS K yaaneHHOMY
KOMMNbIOTEPY, B TOM YMCNe NapaMeTpbl, HACTPOEHHbIE MpK
aBTOMAaTUYECKOM COXPaHEHMWN NoakoYeHns. ns dannos NnpoTokona
yaaneHHoro pabo4yero crona v n3bpaHHOro, B ToM yucne ¢ainnos,
MOAK/IOYAEMBIX K OAHOMY KOMMbIOTEPY, MOXHO HAaCTpPOUTb pa3Hble
napaMeTpbl NOAKIYEHUS. YTOObl N3MEHWUTL COXPAHEHHbIE YYETHbIE
AaHHble, OTKpoWTe "[IMcneTyep yYeTHbIX AaHHbIX" B pasaene
"YyeTHble 3anucK nosb3oBaTenen” Ha NaHenun yrnpaBieHus.

K Hayany cTpaHuubl

Bxoa ¢ yueTHom 3anucbio MaiikpocodpT

OnucaHue pyHKUMH

YyeTHas 3anucb MankpocodT (HasbiBaeMas npexae Windows Live
ID) — 3TO coyeTaHme apeca 3NEeKTPOHHOM MNOYTbl U Napons, KOTopble
CnyXaT ANs BXoAa B MPUSIOXEHMS, Ha CalTbl, @ TakXke B CyXObl
MaikpocodT 1 HEKOTOPbIX €e NapTHEPOB. Bbl MoxeTe
3aperncTpupoBaTh YYETHYIO 3anmcb MankpocodT B Windows nnm Ha
Be6-cariTax MankpocodT, Anst KOTOpbIX TPeBYETCS BXOA C YYETHOM
3anucbio Marikpocodr.

MO>HO BbINONHATb BXxoA B Windows ¢ yyeTHoM 3anucbio MankpocodT
nnn (4Ns NpoayKToB, KOTOPbIE 3TO NOAAEPXMBAIOT) CBA3aTb
NOKAsNbHYIO YUYETHYIO 3aMUCb UM YYETHYIO 3aMNMCb AOMEHA C YYETHOM
3anucbto MarikpocodT. B 3ToM cnydae Windows obecneumBaeT
€ANHO0bpa3HbI MHTEPMdENC BCEX KOMMNbIOTEPOB, aBTOMATUYECKM
CUHXPOHU3MPYS NapaMeTpbl U ceegeHust B Windows 1 NpunoXeHusix
MawikpocodT. Mpun nocelieHnn Beb-canta, rae ans BXoaa
Mcnonb3yeTcs yyeTHas 3anuck MankpocodT, Windows obecneunT
aBTOMaTUYECKUIA BXOA Ha BEG-CaWT.

Co6paHHble, 06paboTaHHble UM NepefaHHble CBeAeHUs



Korzga nonb3oBaTesib BO BPpEMS HACTPOMKM KOMMbIOTEPA UK B
pasaene YueTHble 3anmMcKm B okHe "[lapamMeTpbl KOMMNbOTEpa" BBOAUT
aApec 3N1IEKTPOHHOM MOYTbI A1 UCMOSIb30BaHUSI B KAYECTBE YUYETHOM
3anucun MarikpocodT, Windows oTrnpaBnsieT 3TOT aipec B KOpriopaLmio
MaikpocodT, YTObbl ONpeaenunTb, CBsi3aHa /M C HUM Apyrast y4eTHas
3anucb MankpocodT. Ecnm 3TOT aapec 3NeKTPOHHOM NOYThI YXe
NCMOJb3YETCS B KQYECTBE YYETHOWN 3anncu MankpocodT, TO MOXHO
MCNoNb30BaTb €ro BMeCTe C NaposieM y4eTHoOM 3anncu MankpocodT
ans Bxoaa B Windows. Ecnv ans yyeTHom 3anmcn MankpocodT
HeAoCTaTOYHO CBeAeHM 6€30NacHOCTM, TO CHaYaa MoXeT
NoHaA0bUTLCA BBECTU AOMOSMHUTENbHbIE AAHHbIE, HAaNpuMep HoMep
MObuNbHOro TenedoHa. 3T0 NO3BOMUT NOATBEPANTL NPUHAANEXHOCTb
YUYETHOM 3anncu npv BO3HNMKHOBEHUW Npobnem co BxoaoM. Ecnun
y4YeTHOM 3annucyu MankpocodT elle HET, ee MOXHO COo3/aTb Ha OCHOBE
noboro agpeca 3NEKTPOHHOW MOYTbI.

Mpu BXOAE B CUCTEMY C YYETHOM 3anucbio Makpocodt Windows
TakXXe oTrnpaBnseT B MankpocodT CTaHAAPTHbLIE CBEAEHUS O
KOMMbIOTEPE, B TOM Yncie 06 M3roToBUTENE YCTPONCTBA, Ha3BaHUM
MOZENN U BEPCUM.

Mpu kaxkaom Bxoge B Windows ¢ yyeTHoM 3anmcbio MankpocodT m
npu Hanuummn noaktodeHuns K MHTepHety Windows ceepsieT agpec
3N1EKTPOHHON MOYTbI M MAPOsb C AaHHBIMU, XPaHSALWMMUCA Ha cepBepax
MawikpocodT. Mpu Bxoae B Windows ¢ y4eTHON 3anucbio MankpocodT
WM YYETHOMN 3aMMCbio AOMEHA, NOAKIIOYEHHON K BaLEN YYETHOWM
3anucu MaiikpocodT:

e HekoTopble napameTpbl Windows CUHXPOHWU3MPYIOTCS MexXay
KOMMbIOTEPAMU, Ha KOTOPbIE BbINOJIHAETCS BXO/ C YY4ETHON
3anucbio MarikpocodT. [lonosHUTENbHbIE CBEAEHMS O
CUHXPOHM3MPYEMBIX MapaMeTpax M ynpaBleHUN UMK CM. B
pasaene "CUHXpOHM3auUmMsa napaMeTpoB" Ha 3TOM CTPaHULIE.

e [punoxenns MankpocodT, NCMONb3YIOLME YUETHYIO 3aMUCh
MaikpocodT anst nposepkn noanmHHocty (MoyTa, Kanenaaps,
Jioan, Microsoft Office n apyrve), MoryT aBTOMaTU4eCKu
3arpy>aTb AaHHble Nonb3oBaTens (HanpuMep, NpuioXeHue
"MoyTta" 6yaeT aBTOMaTUYECKM 3arpy»kaTb COO6LLEHNS,
oTnpasneHHble Ha Baw agpec B Outlook.com nnn Hotmail.com,



€Cn TaKoBOM eCTb). Beb-6pay3epbl MOryT BbINOMHATb
aBTOMaTUYECKU BXOA Ha BeG-CcalTbl, A1 BXOAA Ha KOTOpble
HeobxoaMMa ydeTHas 3anucb MankpocodT (Hanpumep, npu
noceweHnn Beb-canta Bing.com MoxeT 6bITb BbINOSIHEH
aBTOMaTMYeCcKui Bxoga 6e3 HeobxoaMMOCTM BBOAA Napons K
BaLLEW y4yeTHOM 3anucu MarikpocodrT).

Windows 3anpaluvBaeT pa3peLleHne nonb3oBaTens Ha AoCTyn
MPUIOXEHNI CTOPOHHMX pa3paboTumMKOB K CBEAEHUAM U3 Npoduns u
APYrM MEepPCOHabHbIM AaHHbIM, CBSI3aHHbIM C YYETHOM 3anuncbio
MawikpocodT. Ecnm BbINoNHWUTL BXoa B Windows € y4eTHOW 3anmcbio
JIOMEHa, NOAK/IOYEHHOW K YYETHOW 3anuncu MankpocodT, TO
BblOpaHHbIE BaMWU MapaMeTpbl U AaHHble 6yAyT CUHXPOHU3UPOBATLCS C
YYETHOM 3anncbio AoMeHa M ByaeT BbIMOMHATLCS aBTOMATUYECKUM
BXOZ B NPUIOXEHNS N Ha Be6-CanTbl, Kak ONUCaHO Bbilwe. Tak Kak
aAMWHUCTPATOPbl AOMEHA MOryT MONYYMTb AOCTYN K O6bIM
CBEAEHMSIM Ha BalleM KOMMbIOTEPE, OHU TaKXKe CMOryT MONy4YnUTb
AOCTYN K NtobbIM NapamMeTpaM M AaHHbIM, KOTOPbIE Bbl PELLNIM
CMHXPOHU3MPOBATb C APYrMMMU KOMMbIOTEPAMMN C MOMOLLbIO YYETHOMN
3anucy MarikpocodT. K HAM OTHOCSTCS TakuMe NapaMeTpbl, Kak uMs,
aBaTap W XypHan 6pay3epa. JononHUTENbHbIE CBEAEHNS O
CUHXPOHU3MPYEMBIX NapaMeTpax U yrnpaBfeHnM UMK CM. B pa3dene
"CUHXpOHM3aLMsi NapaMeTpoB" Ha 3TON CTpaHULIE.

Ucnonb3oBaHue cBegeHUu

Korza Bbl co3aaeTe HOBYHO YUYETHYI0 3anmcb MarikpocodT B Windows,
NpefocTaBisieMble BaMU CBEAEHUS MCNOSb3YIOTCA ANS CO34aHNS U
3alMTbl YYETHOWN 3anmcn. Hanpumep, NpeaocTaBneHHbIE CBEAEHUS O
6e3onacHocTu (HoMep TenedoHa UK AONONHUTENbHbIA aapec
3M1EKTPOHHON MOYTbI) MCMONL3YKOTCS TONbKO B CllyYae, KOraa He
YAQETCS BbINOSHUTL BXOA, B YYETHYIO 3anuCb. pun BbINOHEHNN BXOAA
B Windows ¢ yueTHol 3anucbio MarikpocodpT Windows ncnonb3yet
[l@HHble 3TOM YUYETHOM 3annucK MaiikpocodT Anst NOAAEPKKM
aBTOMATMYECKOro BXOAa B NPUIIOXKEHNS U Ha BEG-calnTbl. YTOOLI
MoNy4YnTb AOMNOSTHUTENbHBIE CBEAEHWUS O BAUSIHUM HaNNYUSl YYETHOM
3anucy MaikpocodT Ha KOHMAEHUMANBHOCTb, CM. 3asIB/IEHME O
KOH(MAEHUMANBHOCTM YY4eTHON 3anucu MankpocodTt. CBeaeHus o
TOM, KaK OTAeNbHbIE NPUIOXeHUs MakpocodT NCMONb3YIOT AaHHbIE,
CBSI3aHHble C Baller YY4eTHOM 3anncbio MankpocodT, CM. B 3asiBlIEHNSX
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0 KOH(WAEHUMANBHOCTM COOTBETCTBYHOLLNX NMPUIOXEHUI. Bbl MoXeTe
HalTK 3asBneHne 0 KOHDUAEHUMANBHOCTU NPUNoXeHUs MaikpocodT,
OTKPbIB U3 NpuioxeHus pasaen "MapameTpbl" nan ananoroBoe OKHO
"O nporpamme".

CTaHaapTHble cBeaeHus 06 YCTPOMCTBE MOryT UCMOMb30BaThCs Ast
nepcoHanM3aunm HEKOTOpPbIX COOBLLEHNI ANst Bac, Hanpumep
3NEKTPOHHbIX NMUCEM C MHCTPYKLUMAMM MO Hayany paboTbl C
YCTPOWCTBOM.

Bbi60p u ynpasneHue

Koraa nonb3oBatenb BxoauT B Windows € y4eTHOW 3anncbto
MankpocodT, HEKOTOpbIE NapaMeTpPbl CUHXPOHU3UPYHOTCS
aBTOMaTu4yeckn. CBeaeHMs O TOM, KaK M3MEHUTb NapaMeTpbl, KOTOpble
CUHXpoHM3MpyeT Windows, 1 Kak OCTaHOBUTb CMHXPOHU3aLMIO, CM. B
pasaene "CUHXpoHM3aLmMs napaMeTpoB" Ha 3TON CTpaHuLE.
JlononHUTENbHbIE CBEAEHMS O AAHHBIX, COBUPAEMBIX MPUNOKEHNSMU
MaikpocodT, KOTopble ANt NPOBEPKU MOASIMHHOCTU UCMONb3YOT
YUYETHYIO 3anMcb MalKkpocodT, CM. B 3asBNIEHUSIX O
KOH(UAEHUNANbHOCTN COOTBETCTBYIOLNX NMPUTOXXEHNIA.

B npoaykTax, KOTopble 3TO NOAAEPXXUBAIOT, MOXHO B Ntoboe BpeMsi
CO34aTb JIOKANbHYIO YYETHYIO 3aMMCb U YUYETHYIO 3anucb
MaiikpocodT B pa3aene YueTHble 3anucKu B OKHe NapaMeTpoB
KoMmnbtoTepa. Ecnn BoinonHUTL BXoA B Windows € y4eTHON 3anmncbto
AOMEHA, TO MOXHO B /10601 MOMEHT MOAK/IHOYUTDL UM OTKIOUNTD
YYETHYI0 3anmcb MalkpocodT B pasaene YYeTHble 3anucu
napaMeTpoB KOMMblOTepa.

Mpu ncnonb3oBaHnn npocMoTtpa InPrivate B Internet Explorer
aBTOMATUYECKUIA BXOA Ha Be6-CalTbl, MCMONb3YOLWME YHETHYHO 3anuncb
MaiikpocodT, BbINOMAHATLCA He byaeT.

K Hayany cTpaHuubl

O6nayHoe xpaHunuuie OneDrive

OnucaHue PyHKUMUH

Koraa Bbl BXOAWUTE B CUCTEMY Ha CBOEM YCTPOMCTBE, UCMOJb3YS
YYETHYIO 3anmcb MankpocodT, TO MOXXETE aBTOMATUUYECKN COXPaHUTb
onpeaeneHHoe COZIEPXXMMOE U NapaMeTpbl Ha cepBepax Mainkpocodr,



yTObbI Y Bac bblnla pe3epBHas KONMS Ha CrlyyYat BO3SHUKHOBEHMS
Npob/eM C yCTPONCTBOM,

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

Ecnu Bo BpeMs HacTpoviku B KayecTBe 06/1a4HOro XpaHunumiua
BblbpaHo OneDrive, To Windows 6yaeT aBToMaTn4eCckn oTnpaBnsTb Ha
cepBepbl MaikpocodT HEKOTOPOE COAEPXKMMOE, B TOM YKCIE:

e (hoTorpadum n BuAeo, coxpaHeHHble B nanke NMneHka Ha BalleM
YCTPONCTBE;

e napaMeTpbl, cneunduyeckme Ans Ballero yCTPoNCTBa, He
SABNSIOWMeECs o6WwmMMmN C APYrMMK yCTPOUCTBaMu;

e onucaTesibHble AlaHHbIe YCTPOMCTBa (Ha3BaHWe, TUM U TOMY
noaobHoe).

Bbl MOXETE TaK)Xe COXPaHsTb COAEPXXMMOE Ha cepBepax MankpocodT,
a NpUNIOXEHMS MOryT BblbpaTb cepBepbl MalikpocodT B KayecTBe
PacrofIoOXXEHWs1 NSl COXPaHEHMS BalimX (alinoB No YMOMYaHMIO.

Mcnonb3oBaHue cBegeHum

Windows Mcrnonb3yeT 3To Coaep)XmnMoe A1l NpeaoCTaBeHus
06/1a4HOr0 XpaHeHUs AaHHbIX. Kopriopauus MankpocodT He
MCMNOJb3YET COAEPXKMMOE UNN CBEAEHUS AN YCTAHOBNIEHUS IMYHOCTU
NO/Sb30BaTENS, CBA3UN C HAM UMW HaMNpaBleHUsI eMY peK/iaMbl.

Bbi60p 1 ynpaBneHue

Ecnu npu HacTpolike KoMnbloTepa BbibpaH napaMeTp "Mcnonb3oBaTb
OneDrive", cuctema Windows 6yaet coxpaHaTb B OneDrive
COAEpXXUMOe, ONMMCaHHOE B 3TOM pasjene. TN napaMeTpbl MOXHO B
ntoboe BpeMsa U3MeHUTb B pasaene OneDrive napaMeTpos
KOMnMbloTepa.

K Hauany cTpaHuubl

CHXpOHM3aUmMs NapamMeTpoB

OnucaHue PyHKUMUH

Mpu BbINONHEHMN Bxoda B Windows C yyeTHoM 3anmcbio MankpocodT



Windows CMHXpOHU3MPYET HEKOTOpPbIE NapaMeTpbl 1 CBeAEeHUS C
cepBepaMun MalkpocodT, 4Tobbl 06ecneunTb NepCcoHaNM3NpoOBaHHOE
B3aMMOAENCTBME Ha HECKOMbKMX KOMMNbloTepax. ECnn Bbl yxxe BXoAnIM
Ha OZMH W/IM HECKOJIbKO KOMMbIOTEPOB C YYETHOMN 3amnmncbto
MaiikpocodT 1 nocne 3TOoro BriepBble BhINOMHAETE BXOA C TOM Xe
y4yeTHOM 3anucbio MarikpocodT Ha Apyrov komnbtoTep, Windows
3arpy3uT U NPUMEHUT napaMeTpbl U cBeAeHUs, BbibpaHHble BaMu AN
CUHXPOHM3aUNN C APYrMMn KOMMNbloTepaMn. MapameTpbl, BbibpaHHble
AN CUHXPOHM3aumK, 6yayT aBToMaTMyYeckn 06HOBNATLCS Ha cepBepax
MaikpocodT 1 ApyrMx UCMOSb3yEMbIX BaMU KOMMbIOTEPaX.

Co6paHHble, 06paboTaHHble UM NepefaHHble CBeeHUs

Ecnu Bbl Bbibpanu Bxoa B Windows € y4eTHOM 3anuncbto Maikpocodr,
Windows cMHXpOHM3NpYET onpeaeneHHble NapaMeTpbl C cepepamu
MankpocodT. CUHXPOHU3NPYIOTCS:

e CTPYKTYpa Ha4yasibHOro 3KpaHa;

e MPUIOXEHNS, YCTAHOB/IEHHbIE 13 MarasnHa Windows;
e HACTPOWMKM SA3bIKa;

e MapaMeTpbl CneunasnbHbIX BO3MOXHOCTEW;

e MapaMeTpbl NepcoHann3aunn: aBatap, n30bpaxeHune akpaHa
610KMpOBKK, POH, NapaMeTpbl MbILLK;

e MapaMeTpbl NpUIoXeHnn MarasumHa Windows;

e (C/I0Bapu AN NpoBepku rpasonucaHus, cnosapu IME u nuyHble
cnosapwm;

e XypHan Be6-6pay3epa, U36paHHOE M OTKPbITblE BaMU CTPaHULIbI;
e COXPaHEHHbIE Mapony AN NPUOXKEHWUI, BEG-CANTOB U CETEN;

e aapeca o6LEea0CTYMHbIX CETEBLIX NMPUHTEPOB, K KOTOPbIM Bbl
NOAK/OYEHDI.

B uenax obecneyeHnst KOHOUAEHUMANBHOCTU BCE CUHXPOHU3NPYEMbIE
napaMeTpbl OTNPaBAAIOTCS B 3aLLIMMPOBAHHOM BMAE MO NPOTOKONY

SSL. HekoTopble 13 3TUX NapamMeTpoB He ByayT CUHXPOHU3MPOBATLCS,
Moka KOMMbOTep He byaeT AobaBneH B yUYeTHYHO 3anuck MaikpocodT



B Ka4eCcTBe AOBEPEHHOIO.

Mpu Bxoae B Windows € y4eTHON 3anncbio AOMEHA, NOAKIIOYEHHOM K
yyeTHoM 3anucu MakpocodT, BblbpaHHble BaMy NapaMeTpbl U
cBefieHnst 6yayT CMHXPOHU3MPOBaHbI C BaLLEN YYETHOW 3aMmnChbio
AoMeHa. Maponu, coxpaHsieMble npu Bxoae B Windows ¢ yyeTHow
3anucbio OMEHA, NOAK/IIOYEHHOM K YYETHOM 3anmcu MaikpocodT,
HMKOrAa He ByayT CMHXPOHU3MPOBATLCS. Tak Kak aAMUHUCTPATOPbI
AOMEHa MOryT MONy4MTb AOCTYN K NO6bIM CBEAEHNAM Ha BalleM
KOMMbIOTEPE, OHWN TaKXXe CMOryT MONy4MTb AOCTYN K J106bIM
NnapaMeTpaM 1 CBeAEHWUSIM, KOTOPbIE Bbl PELLUMAIN CUHXPOHU3NPOBATb C
APYrMMU KOMMNbIOTEPAMM C NMOMOLLbIO YYETHOM 3annucu MainkpocodT.

MUcnonb3oBaHue cBegeHun

Windows 1cnonb3yeT 3Tn napaMeTpbl U NPeAOoCTaB/IEHHbIE CBEAEHMS
AN BbINOJTHEHMS CUHXPOHM3aUMK. Kopnopaums MaikpocodpT He
MCNONb3YEeT CUHXPOHU3MPYEMbIE MapaMeTpbl U CBeAEHUS ANns
YCTAHOB/IEHUSI IMYHOCTU NOSIb30BATENS, CBSA3U C HUM UIU
HanpasfieHMs eMy peK/iaMmbl.

Bbi60p u ynpaBsieHune

Korga nonb3oBatenb BxoanT B Windows ¢ y4eTHOM 3anmcbio
MankpocodT, ero napaMeTpbl CUHXPOHU3UPYIOTCS MO YMOMYAHUIO.
BKIOUNTBL MW BBIKIKOUUTb CUHXPOHM3ALIMIO NMapaMEeTPOB, a TaKkxXe
BbIOpaTb CMHXPOHU3MPYEMbIE NAapaMeTpbl MOXXHO B pasaene
CuHXpoHM3auuMsa napaMeTpoB B okHe OneDrive napameTpoB
koMmnbtoTepa. Ecnm Boritn B Windows ¢ y4eTHOW 3anmcbio AOMEHa U
MOAKNIOYUTL €€ K YYeTHOM 3anucu MarkpocodT, To Windows cnpocuT,
Kakue rnapaMeTpbl HY>XHO CUHXPOHM3MPOBATb Nepea NOAKIYEHNEM
y4eTHOW 3annucm Mankpocodr.

K Hayany cTpaHuubl

TexHonorunsa Teredo

OnucaHue pyHKUMH

TexHonorus Teredo obecneunmBaeT B3aMMOAENCTBME KOMMbIOTEPOB U
CeTen No pasNYHbIM CETEBLIM MPOTOKO/IAM.

CobpaHHble, o6paboTaHHble WM NepeAaHHble CBeAEeHUS



Kaxkabl pa3 npu 3anycke komnbtoTepa Teredo NbITaeTcs HaUTy
obwenocTynHyto cnyxoy IPv6 B MHTepHeTe. TO NpoMCxoauT
aBTOMaTM4YeCKu, KOraa Ball KOMMbIOTEP NOAKIYAETCS K
061Le0CTYNHOM MM YaCTHOM CETU, HO HE B C/lyYae ynpaBisieMon
CeTW, HanpuMmep AOMEHOB KOMMaHuW. Ecnn ncnonb3yeTcs
npunoXxexue, ans Kotoporo Tpebyetcs noakntoyeHne Teredo no
npotokony IPv6, nMbo nonb3oBaTtenb HacTpanBaeT 6paHaMayap C
NMOCTOSIHHBIM NOAKoYeHneM no npoTtokony IPv6, koMnoHeHT Teredo
Ha KoMnbloTepe ByaeT perynspHoO CBS3bIBaTbLCS CO Cy60m
MawmkpocodT Teredo yepe3 MHTepHeT. B kopnopaumto MankpocodT
6yayT oTnpasneHbl TONbKO CTaHAAPTHbIE CBEAEHMS O KOMMbIOTepe, a
Takxke ums Tpebyemon cnyx6bl (Hanpumep,
teredo.ipv6.microsoft.com).

Ucnonb3oBaHue cBegeHUMn

CeeneHus1, oTripasnsieMble C KOMMbOTEpa KOMMNOHEHTOM Teredo,
MCNoNb3yTCs, YTOObI oNpeaenuTb, NOAKIIOYEH NI KOMMNbIOTEp K
NHTEpHETY 1 MOXET M OH HaUTK 06LeaoCTYrnHY0 Cryx6y IPv6.
Mocne HaxoxaeHus cnyxobl cBeaeHUs OTNPaBASAIOTCA ANS NOAAEPXKKN
NOAKIOYEeHUs K cnyxbe IPv6.

Bbi60p u ynpaBneHue

C noMoLbto CpeacTBa KOMaHAHOM CTPOKK netsh MOXHO M3MEHUTb
3anpoc, KOTopbIv cnyxx6a oTnpaBnseT no MHTepHETY ans
MCMNONb30BaHNS CTOPOHHUX CepBEPOB, MO0 BOOBLLE OTKOUUTD
YKa3aHHYyI0 PyHKUMI0. MoapobHble MHCTPYKUMKM CM. B pasaene
"Mpotokon IPv6, Teredo n cBsi3aHHbIE TEXHONOMMU" AAHHOIO
TEXHUYECKOro JOKYMeHTa, U yNpaBnsaTb UMMU.

K Hayany ctpaHuubl

Cnyx6bl goBepeHHOro nnatdopmMeHHoro moayns (TPM)

OnucaHue pyHKUMMU

JloBepeHHbIN nnatdopMeHHbIi Moaynb (TPM) — 3To 3awwmuTHoe
obopyaoBaHue, BCTPOEHHOE B KOMIMbIOTEP, KOTOPOE B ClyYae Hanuuus
NMO3BOJISIET KOMNbIOTEPY MOJSIb30BaTbCA BCEMU NPENMYLLIECTBAMU
LOMOTHATENbHBIX BO3MOXHOCTEN 6e30nacHocTu. B uncno
koMnoHeHTOB Windows, kKOTopble ucnonb3ytoT TPM, BxoasT
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LW poBaHme yCTpoUCTBa, BUPTYyanbHas cMapT-kapTa, 6e3onacHas
3arpy3ka, 3awmtHuk Windows n xpaHunuuie ceptudmkaTa Ha 6aze
TPM.

Co6paHHble, 06paboTaHHble NN NepeaaHHble CBeAeHUs

Mo ymonuaHuio Windows siBnsieTcs snagensueMm TPM 1 xpaHuT
nosHble cBeaeHns 06 asTopmsauun snagensua TPM, N03TOMy OHM
AOCTYMNHbI TONbKO agMmnHucTpatopaM Windows. [1ns BbINONHEHMS
CTaHAAPTHbIX AENCTBUM aAMMHUCTPATOPOB M 0ObIYHBIX MOb30BATENEN
C03[a0TCH OrpaHNYeHHbIe 3HaYeHNs1 aBTOpM3aLMm, KOTOPbIMU
ynpasnset Windows.

KoHconb ynpasneHna TPM no3BonsieT UHTEpaKTUBHO NOArOTOBUTb
TPM Kk paboTe 1 CoXpaHUTb 3HAYEHUS aBTOpU3aunn Bnagensua TPM
Ha BHELUHUA HOcKUTENb, HanpuMep USB-ycTpoicTeo dnaww-namaTu,
nocne noarotoBkn TPM k pabote. CoxpaHeHHbIM (ain TPM coaeput
CBefleHMs1 aBTopu3aumy Bnaaensua ans TPM. B daiine Takxe
coaepxuTcs MHdopMauusi 06 MEHN 1 ONepaLMOHHOM CUCTEME
KOMMblOTepa, co3aaBwieM dainn nosb3oBaTeNe U Aate co3aaHus
arna. ITa nHdpopMaums NoMoraeT pacno3HaBaTb dann.

Mpu noarotoBke TPM k paboTe B IOMEHHOW cpeae aAMUHUCTPATOP
AOMEHA MOXET HACTPOUTb MOJHBIM Naposb Bnaaensua TPM, KOTopbii
byaeTt xpaHuTbCa B Active Directory B kauectBe o6bekta TPM.

Kaxxablii AOBEPEHHbBIV NNaTHOPMEHHbBIN MOAYIb UMEET YHUKASTbHbIN
KpunTorpaduyeckmin Koy NoaTBEPXKAEHUS, UCNONb3YEMbIV ANS
NpOBEPKM MOASIMHHOCTU Moayns. Kntod noaTeepXaeHns MOXeT
CO34aBaTbCs W COXPaHATLCS B AOBEPEHHOM MnaTopMeHHOM Moayne
npoussoauTeneM KoMmnbototepa nmbo, B cnydae 6onee crapbix
KOMMbIOTEPOB, onepaunoHHon cuctemon Windows. 3akpbiTast YacTb
KNtoYa NOATBEPXAEHNS HUKOrAa He BbIXOAWUT 3a npeaenbl MoAyns v
06bI4HO He MoXeT 6bITb copolleHa nocne co3aanns. Ceptudukar
KtoYa noaTBePXAEHNS XpaHUTCS B TPM 60MbLUMHCTBA KOMMNbIOTEPOB
noa ynpasneHnem Windows. CepTudukaT Kto4a NOATBEPXAEHUS
YKa3bIBaeT, YTO K/IOY NOATBEPXKAEHUS CyLLeCcTByeT B 060pyaoBaHum
TPM. CepTudumkaT noneseH ans yaaneHHbIX CpeacTB NPOBEPKU, Tak
KakK noaTreepxkaaeT, 4To TPM oTBe4aeT COOTBETCTBYIOLMM
cneundvkaumnsiM. CeptudukaT Ktoda NoaTBepXxaeHus 0bbIYHO
noanucelBaeTcs npoussoguteneMm TPM unun npovssoanTenem



nnaTtgopMbl.
Wcnonb3oBaHue cBegeHnm

Mocne vHnumanusaumm A0BEPEHHOro NaaTopMeHHOro MOAy NS
NPUNOXEHUS MOTYT UCMOb30BaTh €ro Ans CO34aHus 1 3almThbl
AOMOSHUTENBHBIX YHUKANbHbIX KTtoYen WwudpoBaHus. Hanpumep,
W poBaHMe yCTPOMUCTBa UCNoNb3yeT TPM ans 3awmThl Ktoya
LWNpOoBaHMA ancKa.

Ecnun BbiIbpaHO coxpaHeHne napons Bnagensua TPM B davine,
[IONOSTHUTESbHbIE CBEAEHUS O KOMMbIOTEPE U Nosib30BaTene,
COXpaHEHHblE B HEM, MOMOratoT ONpeaeMTb COOTBETCTBYOLLMMI
KOMMbIOTEP M AOBEPEHHbBIMA NNaThOopMEHHbIN Moayb. Koy
noaTBepxaeHuss TPM ncnonb3yercs onepaLyoHHON CUCTEMOW
Windows B0 BpeMs nHuumanusaumm TPM gns wndposaHus Ballero
3HayeHus aBTop13aunm Bnagensua TPM nepen ero otnpaskoi B TPM.
Windows He nepegaeT KpunTtorpaduyeckme Koumn 3a npeaensl
Ballero komnbtoTepa. Windows npeaoctaBnsieT MHTepdenc ans
CTOPOHHUX MPWUIOXEHWI, HaNpUMepP aHTUBPeAOHOCHOro MO, ¢ uenbio
NCMNONb30BaHNSA Ktova NoATBEPXKAEHNS AN onpeaesieHHbIX
cueHapueB TPM, Hanpumep naMepsieMon 3arpysku c aTrectauuen. ns
aHTMBpenoHocHOoro MO KoY NoaTBEPXAEHNS U ero cepTudmkaT
TaKXXe MosesHbl, Tak Kak NOATBEPXKAAIOT, YTO U3MEPEHNS 3arpy3Ku
npoBoasaTca Mmoaynem TPM KOHKpeTHoro npoussoautens. o
YMOI4YaHMIO KNoY noaTteepXaeHnsa TPM MoryT ucnonb3oBaTh TOMIbKO
AAMUHUCTPATOPbI N NPUNOXEHUS C NpaBaMu aAMMHUCTPATopa.

Bbi6op 1 ynpaBneHue

MNonb3oBaTenu v agMMHUCTPATOPbI SIBHO COrNalLaoTcs Ha
ncnonb3oBaHne TPM npu BktOYeHUN KoMMoHeHTa Windows nnm
3anycke npunoXeHus, KOTopble UCrosb3yoT TPM.

MO>XHO OYUCTUTb MNaMSATb AOBEPEHHOr0 NAATMOPMEHHOrO MOAYS U
cObpocuTb ero napaMeTpsbl A0 3aBOACKMX 3HaUYeHWA. Oumnctka TPM
NO3BONSET yAANUTb CBEAEHNS O Bnajenble, a Takxke Bce kiwoun TPM
(3a uckIoYeHNeM KoYa NoATBEPXKAEHUS) NN KpunTorpaduyeckue
AaHHble, KOTOpble MOIrM CO34aTb MNPUIOXKEHNSA NPU NCNONb30BAHUK
mMoayns.

K Hauany cTpaHuubl



O6HoBnEeHNe KOpHEBLIX CepTUdUKATOB

OnucaHue pyHKUMMU

CepTundurkaTbl MICNONBL3YKOTCS B OCHOBHOM /151 MPOBEPKM
YAOCTOBEPEHUSI NONIL30BATENS MW YCTPOMUCTBA, NPOBEPKM
MOAJIMHHOCTM CNYX6bl UK WKdpoBaHMs dannoB. [JoBEPEHHbIE
KOpPHEBbIE LieHTpbl cepTudmKaLmMm — 3TO OpraHmM3aunmn, KoTopble
nsgatoT cepTudukaTbl. KOMnoHeHT "O6HoBNEHME KOPHEBbIX
cepTudurkaToB" obpawaeTcs k Beb-cnyxbe LieHTpa obHoBNEHMS
Windows, 4Tobbl NpoBepuTb Hannune LeHTpa cepTudmkaumm B
aKTya/IbHOM CMMCKE AOBEPEHHbIX LLEHTPOB Kopropauun Mankpocodr.
DTO NPOUCXOAUT TOJMBKO B TOM Clyyae, eciv NpUIoXeHUIo
npeaocTaBneH cepTUUKaT, BblAaHHbIA LEHTPOM cepTudukaumm,
KOTOpPbIN He ABNSIETCS HEMNOCPEACTBEHHO AOBEPEHHBLIM (CepTUdUKAT
OTCYTCTBYET B CMMCKe AOBEPEHHbIX CEPTU(PMKATOB Ha KOMMbIOTEpE).
Ecnu ueHTp ceptudpmkaumm gobasneH B CNMCOK AOBEPEHHbIX LIEHTPOB
MaikpocodT, ero ceptudukaTbl 6yayT aBTOMaTUYECKN A0OaBNEHDI B
CMUCOK A0BEPEHHbIX CepTUGDUKATOB Ha KOMMbIOTEPE.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

KomnoHeHT "O6HoBeHNe KOPHEBbIX CEPTUPUKATOB" OTNPaBseT Ha
Be6-canT LleHTpa o6HoBneHns Windows 3anpoc TekyLero cnmcka
KOPHEBbIX LIEHTPOB cepTUdUMKauun B NporpaMmme KOpHeEBbIX
ceptudmkaToB MaiikpocodT. ECnm HeaoBepeHHbI cepTUdUKAT eCcTb B
cnucke, KOMNoHeHT "OB6HOBNEHNE KOPHEBBIX cepTUduMKaToB" nonyyaet
ero n3 LeHtpa obHoBneHns Windows n nobasnsieT B xpaHunuiie
[OBEPEHHbIX CepTMUdUKATOB Ha KoMMbtloTepe. MNepenaBaemblie
CBEeAEHMS BKOYAKOT MMeHa M KpunTorpadmnyeckme Xwm KOpHEBbIX
cepTudmrKaToB.

Ucnonb3oBaHue cBegeHuM

CBefieHnst UCronb3yoTca Kopriopaumein MaikpocodT aAns 06HOBNEHMS
CMMCKa AOBEPEHHbIX cepTU(dUKATOB Ha kKoMMbloTepe. Kopnopaums
MaiikpocodT He UCMONb3YEeT 3TV CBEAEHUS AN YCTaHOBNEHNS
NMYHOCTM MOJIb30BATENS, CBSI3U C HUM WM HanpaBleHUs eMy
peKnambil.

Bbi6op 1 ynpaBneHue



KoMnoHeHT "O6HoBeHNE KOPHEBLIX CEPTUMUKATOB" BKKOYEH MO
YMON4YaHU0. ADMUHUCTPATOPbl MOMYT HAaCTPOUTb FPYNMOBYHO NOSIUTUKY
ANS ero OTK/OYEHMs Ha KOMMboTepe.

K Hauvany ctpaHuubl

Cnyx6bl 06HOBNEHUS

OnucaHue pyHKUMMU

K cnyx6am obHosneHnsa ansa Windows oTHocATcs LieHTp o6HoBneHus
Windows u LieHTp o6HoBneHns MankpocodT.

e LleHTp o6HOBNEeHuna Windows npegocrasnsieT 06HOBNEHMS
ana MO Windows 1 BcnomoratenbHoro MO, B TOM yucne ans
[paliBEPOB, KOTOPbIE NOCTaBNSAIOTCSA U3rOTOBUTENSAMU YCTPOUCTB.

¢ LleHTp 06HOBNEeHMA MaikpocodT npeaocTasnsieT
obHoBneHust ans MO Windows 1 apyrux nporpamMm Mamnkpocodr,
HanpuMep Microsoft Office.

Co6paHHble, 06paboTaHHble UM NepefaHHble CBeAeHUs

Cnyx6bl 06HOBNEHMS cOBMpaloT AaHHbIE O BalleM KOMMbIOTEpE,
KOTOpblE UCNONb3YIOTCS Anst paboTbl Ciyx6 1M no3sonaoT MankpocodT
YAYULWNTb KAYeCTBO NpeaocTaBnsieMblX YCIyr, HanpuMep:

e [porpamMMHoe obecneyeHne MankpocodT 1 npoyee
BCroMoraTesibHoe nporpaMMHoe obecneyeHne (HanpuMmep,
[ipariBepbl U BCTpoeHHoe MO, npeaocTaBnsiemMblie
N3roTOBUTENSIMU YCTPOWCTB), YCTAHOB/IEHHOE Ha BalLeM
KOMMblOTEpPE, AN KOTOPOro AOCTYMNHbI OBHOBNEHMS B Cly»bax
06HOB/EHMS. ITO NO3BONSIET KOopriopauun MankpocodT
onpeaenuTb, Kakne obHoBNeHMs TpebyeTcs yCTaHOBUTbL Ha
BallleM KOMMbloTepe.

e [lapameTpbl KOHbUrypaumm LieHTpa obHoBneHus Windows
n (nnn) LleHTpa obHoBNeHUs MaikpocodT, HanpuMep HaCTPONKM
ABTOMATMYECKOWN 3arpy3ku UM YCTaHOBKN OBHOBNEHUN.

e CBepeHust 06 ycnewwHbIx onepaumsx, cbosix n owmnbkax,
BO3HMKAIOLWMNX Npy AOCTYNne K cny>x6aM 06HOBNEHUS U NX
NCMNOJIb30BaHUM.



e VpeHtudukatopsl yctporcts Plug and Play, To ecTb koabl,
NpUCBaMBaeMbIE U3rOTOBUTENSMU YCTPOWUCTB, KOTOpble
NAEHTUDULMPYIOT YCTPONCTBO (HanpvMep, KiaBuaTypsl
onpeaeneHHoro Tmna).

e [NobanbHbIV YHMKaNbHbIN naeHTudukaTop (GUID) — cnydaiiHoe
4YMCO, He coaepXKaLlee HUKAKNX NepCcoHasbHbIX AaHHbIX.
NaeHTndpmkatopsl GUID ncnonb3yotcs Ans naeHTudukaumm
KOMMbIOTEPOB, a He Nonb30BaTeNeNn.

o HammeHoBaHue BIOS, HOMep peaakuuu, cBeaeHUs O MoCTaBLUMKe
W gaTa peaakumm — cBefeHus 0 Habope BaXKHbIX NOANPOrpamm,
KOTOpbIE BbIMOMHSIOT NpoBEpPKY 060pyaoBaHUS, 3anyCcKatoT
OornepaunoHHYI0 CUCTEMY Ha KOMIMbIOTEPE U NepeaatoT AaHHble
MEeXJy YCTPOMCTBaMM, NMOAKNIOYEHHBIMU K KOMMbIOTEPY.

e CBefieHus 06 M3roToBUTENE, MOAENN, PONK NNATHOPMbI U
HoMepe SKU — cBeaeHust 0 KOMMbIOTEPE, UCMOSIb3YEMbIE OS]
BHEZpEeHUSI CPEACTB AUArHOCTMKU B YCTaHOBKW ApaliBEpOB.

[nsi ncnonb3oBaHus ciy6 obHoBNeHWs nepenanTe B LieHTp
obHoBneHnsa Windows Ha naHenu ynpasfieHus 1 NpoBepbTe Hannume
06HOBNEHMI NNMBO N3MEHWUTE MapaMeTpbl, YTObbI paspewmnTb Windows
aBTOMaTU4eCKM yCTaHaBNMBaTb AOCTYMNHble 0OHOBNEHUS
(pekomeHayeTcs). B LieHTpe obHoBneHnss Windows MOXHO BblbpaTb
yCTaHOBKY 06HOBNEHMI LleHTpa 06HOoBNeHMs MaikpocodrT.

Ecnn nonb3oBatenb BbI6EpET NoNyYeHME BaXKHbIX 0OHOBNEHWI
NporpaMMHOro obecrnevyeHnss Ans CBOEro KOMMboTepa, B COCTaB 3TUX
06HOBNEHMI MOXET 6bITb BKOUEHO cpeacTBo Windows ans yaanenus
BPEAOHOCHbIX MporpaMM. 3TO CpeACTBO NPoBepsieT KOMMbOTEPbl Ha
3apakeHne KOHKPETHOM BPeAOHOCHON NporpaMMoN 13 Yucna
Hanbonee pacnpoCTpaHEHHbIX, @ TaKXXe YCTPaHSET HalAeHHbIe
3apaxkeHus. Ecnv aTo cpeacTBO BbINOMHAETCS, OHO ByaeT yaansTb
BPEAOHOCHbIE MPOrpaMMbl, NepedncrieHHble Ha Beb-canTe cnyxobl
TEXHUYECKON noaaep>xkn MankpocodT. B xoae npoBepku
BPEAOHOCHbIX NPOrpamMM B Koprnopaumnio MainkpocodT oTnpaBnseTcs
OTYET Co cBeAeHMAMN 06 0BHapY>KEHHbIX BPEAOHOCHbIX NporpaMmax,
owmnbKamMm 1 apyrumMmmn cBegeHnsiMM 0 Komnbtotepe. [JonosHUTeNbHbIe
CBEeAEeHWS CM. B 3asB/IEHNN O KOH(MDUAEHLMANBHOCTN CpeacTBa
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Windows ans yaaneHust BpeAoHOCHbIX NPOrpamMmM , U ynpaensitTb UMM,
Wcnonb3oBaHue cBegeHnm

[aHHble, oTnpaBnsieMble B ManikpocodT, Cnonb3ytoTcs ans paboTsbl
cnyx6 obHoBneHnsi. Kpome Toro, OHM MCNONAb3YOTCS AN CO34aHNS
CBOAHbIX CTaTUCTUYECKMX OTHETOB, KOTOPbIE NMOMOratT
aHaNM3MpoBaTb TEHAEHUMN U COBEPLUEHCTBOBATb NPOAYKTbI U YCyru
MankpocodT, BKItoYast cry6bl 06HOBNEHMS.

[Ansa nonyyeHnst CBOAHbLIX CTAaTUCTUYECKUX AaHHBIX CY>X6bl
obHOBNEHMS ncnonb3yoT naeHTudunkatTopol GUID, cobpaHHble
cnyx6ammn o6HOBNEHUSA. DTO NO3BOMSET OTCNEANTb YMCIIO
KOMMbIOTEPOB, NCMONb3YIOWNX CNY>XObl 0OHOBNEHUS, a TaKXKe
Noy4YnTb CBEAEHMSA O pe3ysibTaTaxX 3arpy3ku U YCTAHOBKW OTAENbHbIX
06HoBNEeHMI. Cnykbbl 06HOBNEHMS 3aNUCbIBAOT MAEHTUDUKATOP
GUID koMnbloTepa, KOTOPbIN NOMNbITancs 3arpy3vTb U YCTaHOBUTb
obHOBMEHWE, MAEHTUMUKATOP 3anpPOLLEHHOMo 3N1eMEHTa, CBeAEHNS O
[OCTYNHOCTVU O6HOBNEHWUM U CTaHAAPTHbIE CBEAEHNS O KOMMbIOTEPE.

OnucaHHble Bbilwe cBefeHns, cobupaemble CpeACcTBOM yaaneHNs
BPEAOHOCHbIX MPOrpaMM, UCMONb3YOTCS A1 COBEPLLEHCTBOBAHMS
aHTUBpeaoHocHoro MO n apyrmMx npoaykToB 1 cnyx6 6e3onacHoCTn oT
MaiikpocodT. Hukakune cBeaeHUst U3 OTUYETOB CPeACTBa yAaNIEHMUS
BPeAOHOCHbLIX MporpaMM He 6yayT MCnonb3oBaTbCs Ans
naeHTUPUKaLUMM TIMYHOCTU NONb30BaTeNs U NOMbITOK YCTAHOBUTDL C
HUM CBSi3b.

O6sa3aTenbHble 06HOBNEHUA

Ecnn Bkntountb cry>x6bl 06HOBNEHNS, TO ANSI MX HaAnexXallen paboTbl
notpebyeTcs nepuoanyeckn obHOBASTb HEKOTOPbIE KOMMOHEHTbI
NporpaMMHOro obecnevyeHns CUCTEMbI, KOTOpbIE BXOAST B CyXObl
OOHOBNEHNSA UM OTHOCATCA K HUM. OTU 0BHOBNEHMS HEOOXO0ANMO
BbIMNOMHUTB, Npexae YeM ciyxba CMOXeT NpoBepuTb, 3arpy3nTb UK
YCTQHOBUTb Apyrne obHoBneHus. 3Tn obs3aTtenibHble 06HOBNEHUS
NO3BONSIOT YCTPAHATb OLMOKKM, NOCTOSSHHO COBEPLUEHCTBOBATL CyXOy
n obecneumBaTb COBMECTUMOCTb C cepBepaMmn MankpocodT, KOoTopble
NOALEPXKUBAIOT CNyxOy.

Ecnun cnyx6bl 06HOBNEHMS OTKNKOYEHDbI, TO Bbl HE ByaeTe nony4yaTb
3TN 06HOBNEHUSI.
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O6HoBNEHNS NporpaMMHOro obecneyeHusi, Heobxoanmble Ans
YCTaHOBKM UK OBHOBNEHMSI NpunoXxeHui MarasmHa Windows, 6yayT
3arpy>aTbCs U YCTaHaBNMBATLCA aBTOMaTU4eckn. Takne obHOBNEeHUS
HeobXxoAMMbI Anst NpaBWUIbHON PaboTbl NPUNOXKEHWN.

®dainbl cookie n Mapkepbl

Mapkep noxox Ha arn cookie. Mapkep XpaHWUT AaHHbIE B
HebonbLIOM halne, KOTopbI 106aBNAETCS Ha XXECTKUA ANCK
cepBepoM cnyx6 06HOBIEHUS U UCMOMb3YETCS NpU NOAKIIOYEHNN
KOMMblOTEpa K cepBepy Cy>x6 0bHOBMEHWS AN NOAAEPIKKN
NoAKIYEHNS. ITOT (alin XPaHUTCSA Ha KOMMbIOTEPE, @ HE Ha
cepBepe. ®aiin cookie nnm Mapkep coaepXXuT CBeAeHUS,
NO3BOMAIOLLME HANTK NOCNeAHNE AOCTYMNHbIE O6HOBEHMSI (HanpuMep,
BpeMs nocneaHen nposepkn). OH COAEPXKUT CBEAEHNS, NOMOratoLmne
pelnTb, KaKoe CoAepXXUMoe criefyeT 3arpykaTb Ha KOMMbOTep U
Koraa, a Takxe GUID, naeHTMdbnumpyowmn Baw KOMMbOTEP Ha
cepsepe.

[aHHble, coaepxxalumnecs B (avine cookie nnm Mapkepe, wWngpyroTcs
Ha CTOpOHe cepBepa (3a UCKKYEHMEM Cydast OKOHYaHUS CpoKa
pencteus darna cookie nnu mapkepa). 1ot darn cookie nnn Mapkep
He siBnseTca dannom cookie 6paysepa, NO3TOMY UM HENb3s1 YNPaBNATb
C NOMOLLbIO NapaMeTpoB bpay3epa. Pain cookie nnn mapkep Henb3s
yaanutb. OQHaKo ecnu Bbl He ncnonblyeTe Cry>6bl 06HOBNEHMS, TO
caiin cookie nnn mapkep He 6yaeT UCNonb30BaThCS.

Bbi60p u ynpasneHue

Ecnu npu yctaHoeke Windows BblbpaHbl CTaHAApTHbIE NapaMeTpsbl, TO
LleHTp 06HOBNeHMs Windows BKtoYeH M 3aaHa aBTOMaTU4ecKas
yCTaHOBKa OB6HOBIEHWIA.

Ecnn BknounTb cnyxbbl 06HOBNEHMS, TO 0bs3aTesnbHble 0OHOBNEHUS
HEKOTOPbIX KOMMOHEHTOB CNYXbbl 6yayT 3arpy»aTtbcs u
yCTaHaBNMBaATbLCS aBTOMaTMyeckn 6e3 npeasapuTenbHOro
yBeAOMJIEHMS] HE3aBMCUMO OT 3aaHHbIX BaMWn napameTpoB. Ecnu Bbl
He XOTUTE Nnosy4daTb 0b6s13aTenbHble OOHOBNEHNS, OTKIOUUTE CYXObI
0bHOBNEHUS.

Kpome Toro, MoXHO yKas3aTb, TpebyeTcs in NpoBepKa Uin
aBTOMaTUYecKas yCTaHOBKA BaXkKHbIX M PEKOMEHAYEMbIX OBHOBIEHMI



WM TONbKO BaXXHbIX 06HOBNEHWU. Heobs3aTenbHble 06HOBNEHMS
HWKOrAa He YCTaHaBNMBAOTCS aBTOMaTMyecku. MNocne yCTaHOBKM
Windows Bbl MOXeTe U3MeHUTb napameTpbl LileHTpa obHoBneHus
Windows Ha naHenu ynpasneHus Unn B pasaene napamMeTpoB
KOMMbtoTepa.

Ecnu BbibpaH BapyaHT NPOBEPKM HAaNNUMs U YCTaHOBKU BaXXHbIX
06HOBNEHWI, a TaKkXxe nony4yeHus cpeactea MSRT B cocTaBe

06HOBNEHMI ANs KOMNbIOTEPA, NOMNb30BaTE/lb MOXET OTK/IUNTL
DyHKUMIO Nepeaayn OTYETOB NMPUNIOXKEHUSAMN, U YIPABAATb UMM,

K Hauany cTpaHuubl

BupTyanbHble YacTHblE CETU

OnucaHue pyHKUUH

TexHonorun BupTyanbHou YactHon cetn (VPN) nossonsioTt
NOSIb30BATE/O NOAKMOUMTLCA K YacTHOM ceTh (Hanpumep,
KoprnopaTueHon) yepe3 MHTepHeT. VPN-noakntoueHne MoXeT 6bITb
npepoctasneHo VPN-knneHtom Windows unm CTOpOHHUM
VPN-npunoxeHunemM.

Co6paHHble, 06paboTaHHble UM NepefaHHble cCBeeHUs

Mpu nogkntodeHnn K VPN yyeTHble JaHHble, BBEAEHHbIE B
VPN-knueHTe, nepenatoTcs B yAaneHHYo ceTb. Bbl MOXeTe XpaHuTb
3TU yYeTHble AaHHbIE HA CBOEM KOMMbloTepe. B 3aBnucnMocTu ot
KoHurypaumm VPN nocne NoAKIlo4eHMs HEKOTOPbIE UM BCE CETEBbLIE
onepaumn 6yayT HaNpaBnATbCA Yepe3 yaaneHHyo CeTb.
AQMUHUCTPATOPbI MOMYT HACTPOUTb KOHKPETHbLIE MPUTIOXKEHNS TakKNM
obpaszomM, uTobbl X Tpaduk Bceraa Hanpasnancsa Yepes VPN, a Takxe
HaCTPOUTbL aBTOMaTMyeckoe noakntoyeHre K VPN npu 3anycke Takmx
NpUNoXeHui. [lJaHHble He OTNPaBASOTCA B Kopropaumto MankpocodT.

CTopoHHee nporpaMMHoe obecrniedeHne VPN MoxeT cobupaTb
JIOMNONHUTESbHbIE CBEAEHUS; COOP M UCMONb30BaHME 3TUX CBEAEHWUMN
onpeaensitoTcs NpaBnIaMmM KOHPUAEHLNANbHOCTN TPETLEN CTOPOHBI.

Ucnonb3oBaHue cBegeHUMn

VPN-KNneHTbl NCNoNb3YyIT NpeaoCcTaB/ieHHbIe YYEeTHbIE AaHHble ANns
NnpoBEPKN NMNOATTMHHOCTU B YD,aﬂeHHOﬁ CETU N ANd MapLipyTmn3auum
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Tpaduka yepes yaaneHHyo cetb. Ecnn ctopoHHU VPN-KANEHT
cobupaeT AONONHUTENbHbIE CBEAEHMS, UCMOSIb30BAaHNE STUX CBEAEHWI
TPETbEN CTOPOHOM onpeaenseTcs NpaBuiaMn KOHMOMAEHUMANbHOCTH
TpeTbeln CTOPOHbI.

Bbi60p u ynpaBsieHue

Bbl MoxxeTe aobaBuTb nnu yaanutb VPN-nogknoyeHne, a Takxke
YBUAETb COCTOSIHUE CYLLECTBYIOLMX NOAKOYEHN B pasaene CeTb
napaMeTpoB kKoMnbtoTepa. Mocne HacTponku VPN-noakntoYeHns Bbl
MOXKETEe BPYUYHYIO NOAKOUUTL AW OTKAKOYMTL ero, BblibpaB ceTb 13
cnucka B pasgene "lMapameTpol”.

K Hauany ctpaHuupbl

MporpamMmma yny4lleHusl Ka4ectBa NpPorpaMMHOro obecrnedeHust
Windows

OnucaHue pyHKUMH

Mporpamma ynydlleHums KayecTsa NpPorpaMMHOro obecneyeHust
Windows (CEIP) cobupaeT ocHOBHble cBeieHMs 06 MCMonb30BaHUN
NPUNOXEHMIN, KOMMNbIOTEPOB, NOAK/IOYEHHBIX YCTPOMCTB U Windows.
MNporpamMmMa Takxe cobupaeT ceeaeHms 0 npobnemax
NPON3BOAMTENBHOCTM M HAAEXHOCTU. ECnn Bbl NpuMeTe yyacTue B
nporpaMmMme yJyulleHMs KayecTBa NPOrpaMMHOro obecneyeHmst
Windows, To OC Windows 6yaeT oTnpaBisTb 3TN AaHHbIE B
MaikpocodT, a Takxke nepnoanyeckun 3arpyxatb dhann ans cbopa
6onee peneBaHTHbIX AaHHbIX 06 Mcnonb3oBaHMn Windows u
npunoxeHun. OTYETLI NPOrpaMMbl YNy4LEHMS] KayecTBa
nporpaMMHoro obecneyeHnsi OTNPABASIOTCA B KOPNopaumto
MaikpocodT 1 NCNONb3YTCS ANs YCOBEPLUEHCTBOBaHMS Hanbonee
NonynapHbIX QYHKUNA 1 BbIpabOTKM pelleHnit Hambonee
pacrnpocTpaHeHHbIX Npobnem.

Co6paHHble, 06paboTaHHbIE UM NepefaHHble CBeAeHUs

B oTueTbl NporpaMMbl yNy4dLIEHNS Ka4yeCcTBa NPOrpaMMHOro
obecrneyeHunsi BXOAST creaytolme CBEAEHWSI.

e CBefieHNs 0 KOHMUIypauum, BKIOYAs KOMMYECTBO NPOLIECCOPOB
B KOMMbIOTEPE, KOMMYECTBO MCMOMb3YEMbIX CETEBbIX
NOAK/IIOYEHWUIA, pa3peLLleHst SKpaHa anst YCTPOMCTB



oTobpaXkeHus:, a Takxke ncrnonblyemyto sepcuno Windows.

e CBefleHNs 0 NPOM3BOAUTENIbHOCTU U HAAEXHOCTU, BKITOUas
MHOPMALIMIO O TOM, HAaCKOJbKO BbICTPO pearnmpyeT npunoXeHue
Ha HaXkaTWe KHOMKK, Kakune npobneMbl BO3HMKAKOT Y
NOSb30BaTeNS C TEM UMM UHBIM NPUSIOXKEHWEM UMM YCTPONCTBOM,
a TaKXKe HACKOJIbKO BbICTPO NMPOMCXOAUT Nepeaaya u Npuem
AAHHbIX MO CETU.

e CBefieHNsa 06 UCMONb30BaHUN MPUNOXEHWUIA, BK/OYAs CBEAEHUS
0 TOM, KaK YacCTO OTKPbIBAKOTCS NMPUIOXKEHMS, KaK YacTo
MCMoNb3yeTCs cnpaBka W noaaepxxka Windows, kakue cnyx6bl
MCMONb3YIOTCS ANS BXOAQ B MPUNOXEHUS U CKOMBKO Manok
06bIYHO CO3AAETCA Ha paboyeMm cTone.

B oTueTbl NporpaMMbl yny4lleHus kadecTsa NporpaMMHOro
obecneyveHns Takxke BKIOYAKOTCA CBeAeHUst 0 CobbITUSX (AaHHbIe U3
XypHana cobbITMI) Ha KOMNbIOTEPE MaKCMMyM 3a CEMb AHEN A0
MOMEHTa BCTYM/IEHUS B MPOrpaMMy yny4lleHus KadecTsa
nporpaMMHoro obecneyeHus. Mockonbky 60bLLIMHCTBO
NoSb30BaTENEN BCTYNAOT B MPOrpaMMy B TEYEHUE HECKOJIbKUX AHEN
nocne ycraHoBkn Windows, kopnopaumsi MankpocodT UCMosnb3yeT 3Tu
CBeAEeHUs ANs aHanu3a M yCOBEPLUEHCTBOBaHUS ycTaHoBKM Windows.

TN CBEAEHUSI OTNPABNAOTCS B Kopropauunio MankpocodT, koraa
NMeeTCsl NoAKYEHNE K MHTepHETY. B 0TYeTbl 3TON NporpaMMbl He
BK/1IIOYAOTCS KOHTAKTHbIE AaHHble (haMunus, aapec n TenedOoHHbIN
HOMep), OAHAKO MOryT C/ly4aliHO MonaaaTb YHUKasbHble
NAEHTUPUKATOPbI, TAKNE KaK CEPUNHBIA HOMEpP YCTPOMCTBA,
NOAKOYEHHOro K KoMnbloTepy. Kopnopauusi MaikpocodT
OCyLecTBAseT PUAbTPALMIO AAHHbIX OTYETOB MPOrpPaMMbl YyULLIEHNS
KayecTBa NporpaMMHOro obecneyveHust C Uenbto yaaneHus nobbix
CBEAEHMN, NOTEHUMANBHO YKa3biBaOLWMX Ha YYaCTHUMKOB NPOrpaMMbl.
Kopnopauusi MaikpocodT He UCNOMb3YeT NOMyYEHHbIE YHUKANIbHBIE
naeHTUUKaTopbl ANns YCTAHOBIEHMS JIMYHOCTU NOJIb30BaTENS U CBA3U
C HUM.

MporpamMmma yny4lleHus KayecTsa NporpaMMHOro obecrnieyeHus
CNlyyYalriHbIM 06pa3oM CO3AAET YMCII0, KOTOPOE Ha3blBAETCS
rnobanbHbIM YHUKanbHbIM naeHTudmkatopom (GUID), n oTnpasnseT
€ro B kopropaumtio MankpocodT BMeCTe C Ka)kabiM otyeToM. GUID



NO3BONSIET ONpeaennTb, Kakue AaHHble OTNPaBnsnCG C TOro Un
WMHOro KOMIMbloTepa B pa3Hoe BpeMs. HekoTopble OTYeTbl MporpamMmbl
yNydLlleHns KayecTBa NPOrpaMMHOro obecneyeHnst MoryT Takxe
coaepxatb naeHTudukatopsl GUID, nonyyeHHble U3 Ballen YYeTHOM
3anucu MarkpocodT.

MporpamMma ynyudlleHns KayecTBa NpPOrpaMMHOro obecneyeHmst MoXeT
TaKXe Nepuoanyeckun 3arpyxatb dann ans céopa 6onee Noapo6HbIX
CBeAEHMIN O TOM, Kak Bbl ncnosnbdyete Windows n npunoxenus. 1ot
ann nossonsietr Windows cobupaTb AONONHUTENbHbIE CBEAEHNS,
KOTOpble MOMOratoT MarkpocodT HaxoaAnTb pPeLLEHUS
pacnpoCTpaHeHHbIX NpobaeM 1 nonyyatb NOAPOSHY MHPOPMaUMIO O
cnocobax pabotbl ¢ Windows v NpunoXXeHUsMu.

Ucnonb3oBaHue cBeaeHun

Kopropauusi MaikpocodT MUCronb3yeT AaHHbIE NPOrpaMMbl
YNyYLLEHNS KayecTBa NPOrpaMMHOro obecrieyeHns ans
COBEpLUEHCTBOBAHNSA CBOMX MPOAYKTOB M YCNYT, @ Takxe
06opyaoBaHUSt U NPOrpaMMHOro 0becneYyeHnst CTOPOHHUX
pa3paboTuMKoB, NpeAHa3HaYEHHOro ANsl UCMOJIb30BaHMS C
npoaykTammn u ycnyramm MarikpocodT. Kopriopauus MaikpocodT
MOXET NPeaoCTaBNsaTb CBOAHbIE AaHHbIE, MOyYEHHbIE B paMKaXx
MporpamMmbl ynyylleHns KayecTBa NporpaMMHOro obecrneyeHnsi, CBouM
napTHepaM Ans Yy4dleHUst X NpoayKTOB U YCYr, OAHAKO 3Tu
CBEAEHMS HE MOIYT MUCMOb30BaTbCs ANst AEHTUMKAUMM IMYHOCTK
NoSb30BaTeNsl, NOMbITOK YCTAHOBUTb C HUM CBSA3b UM HanpaB/ieHUs
€My peK/TaMHbIX MaTepuarnos.

Noentudukatop GUID no3BonseT OueHUTb, HACKObKO YacTo
BCTpevaeTcs Kakas-nmbo npobnema, n onpeaenuTb NPUOPUTETSI.
HanpwumMep, ncnonb3osanne GUID no3sonseT kopropauum
MaikpocodT pas3nnynTb CTO Cly4aeB BO3HUKHOBEHWUSI ONpeaesieHHOM
Npo6neMbl y OIHOrO K/IMEHTA M OAMH C/lyyYalt BO3HUKHOBEHWUSI TOM Xe
npobnembl y cTa KIMeHToB. Kopnopauns MankpocodT He ncnonb3yeT
CBeieHus, MoslyYeHHbIe B paMKaxX MporpaMMbl yy4lleHus KadecTsa
nporpaMMHoOro obecneyvenus, Anst YCTaHOBAEHNS IMYHOCTM
NONb30BaTeNs MU CBA3N C HUM.

Bbi6op u ynpaBneHue

Ecnn npu yctaHoBke Windows BblbpaHbl CTaHAAPTHbIE NApaMeTpbI,



nporpamMmma yny4lleHusl Ka4yecTBa NnporpaMMHOro obecrneyeHus
Windows 6yaet BkntodeHa: Windows 1 npunoxeHust MankpocodT ns
Mara3suHa Windows CMOryT oTApaB/siTb OTYETbI MPOrpamMMbl
ynyudlleHns KayecTBa NporpaMMHoro obecneyeHus ans Bcex
nonb3oBaTenen komnbtoTepa. Ecnv BoibpaHa HacTpolrka NapaMeTpos,
Bbl MOXKETe YNpaBnsTb MPOrpaMMON yny4lleHUsl KauecTBa
nporpamMMHoro obecneyenus, Bbibpas OTnpaBnaTb MakpocodT
cBejeHMs1 0 TOM, KaK sl UCNOJIb3y0 KOMMNbIOTEP, B paMKax
NporpaMMbl yy4yLleHUs KayecTBa NporpaMMHOro
obecneueHus B pa3gene Momornte MankpocogT yayulnTb
NpPoAYKTbI U cnyX6bl. Mocne ycraHoBkM Windows agMUHUCTpATOpbI
MOryT U3MEHWUTb 3TOT NapaMeTp B pa3zesne LleHTp noaaep kv
naHenu ynpasfeHus.

J[lononHWTENbHbIE CBEAEHMSI CM. HA CTPaHMLE BOMPOCOB U OTBETOB O
nporpaMMe y/y4lleHns KayecTBa NpPorpaMMHOro obecneyeHust, u
YNpaBnsiTb UMW.

K Havany ctpaHuupbl

3awmnTtHMK Windows

3awmTHMK Windows BbINOAHAET NOMCK BPEAOHOCHBIX U ApYrnx
HeXXenaTesnbHbIX NPOrpaMM Ha KOMMbloTepe nosib3oBaTens. BkntovaeT
KoMnoHeHTbl Microsoft Active Protection Service n "XXypHan".

Microsoft Active Protection Service

Ecnu Bbl ncnonbayete 3awmntHnk Windows, Microsoft Active Protection
Service (MAPS) noMOXeT nyylle 3aWunTnTb KOMNbtoTep 6naroaaps
aBTOMATUYECKOW 3arpy3ke HOBbIX CUrHATYp A7 HOBbIX 06HapYKEHHbIX
BPEAOHOCHbIX MPOrpaMM U MOHUTOPUHIY COCTOSIHUS 6e30MacHOCTH
Bawero komnbtoTepa. MAPS oTnpaenseT ceeaeHns 0 BPpe4OHOCHbIX U
APYrUX NOTEHUMANBHO HEXenaTeslbHbIX NporpaMmMax B MankpocodT u
MOXET OTNpaBNATb daisbl, KOTOpblE MOryT COAEPXKaTb BPEAOHOCHbIE
nporpaMmbl. Ecnn MAPS onpegensieT, 4To Ball KOMIMbIOTEP 3apaXkeH
BPEAOHOCHOM NMporpaMMoin onpeaeneHHoro tuna, MAPS MoxeT
aBTOMATUYECKM CBA3ATbCA C BAMU Yepes3 YUYETHYHO 3arucb
MaikpocodT, 4ToObl MOMOYb PELINTL 3TY Npobnemy.

Co6paHHble, 06paboTaHHble UIM NepefaHHble cCBeAeHUs
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B otueTbl MAPS BX0AST cBeaeHMs 0 parnax, noTeHunanbHO
COAEPXKALLUMX BPEAOHOCHbIE MPOrpaMMbl, B TOM UncCie MMeHa dainos,
KpunTorpachuyeckuii Xaw, nsaaTtesib NporpaMMHOro obecrneyeHms,
pa3mep 1 0TMeTkM AaTbl. Kpome Toro, MAPS MoxeT cobupaTb NosiHble
URL-agpeca, 4Tobbl yka3aTb npoucxoxaeHune annos, a Takxe
IP-appeca, € KOTOPLIMM CBSA3bIBAIMCb NOTEHLMANBHO OMnacHble dansbl.
B URL-agpeca MoryT ciyyarHO nonagaTb NepCcoHasibHbIE AaHHbIE,
TaKue Kak yCnoBus Noucka Wnv AaHHble, BBoANMble B (hopMbl. B
OTYETbI TaKXKe MOryT BK/IOUYATbCS AENCTBUS, BbIMOSHSIEMbIE
nonb3oBaTtenem, koraa 3awnTtHuk Windows onosewlaeT 06
obHapy>xeHumn HexxenaTtenbHoro MO. 3TK CBeAeHWNS BKIKOYAOTCS B
oTYeTbI cNy»6bl MAPS, 4TO6bI NOMOYL KOpropaumn MankpocodT
oueHnTb 3 dekTMBHOCTb 3awwmTHUKa Windows B 0bHapy>xeHun u
yAaneHun BpefoHOCHOro U HexenatenbHoro M0, a Takke ans
naeHTuduKaumm Hosoro spegoHocHoro MO.

OT4YeTbl aBTOMATMYECKM OTMNPABAAIOTCS B KOpriopaumio MankpocodT B
cnegyroLwmx cnyyasix.

e 3awmTHMK Windows obHapy>xmBaeT nporpaMMHoe obecrnedeHme,
KOTOpOe eLle He NpoXoAnsIo aHanu3 Ha Hasmuune yrpos.

e 3awmTHMK Windows o6Hapy>1BaeT BHECEHWNE U3MEHEHUIA Ha
KOMMbIOTEPE CO CTOPOHbI NPOrPaMMHOI0 06ecneyeHmsi, KOTopoe
ellle He NPOXOANSI0 aHaNN3 Ha Hann4Kne yrpos.

e 3awmTHuK Windows npuMeHsieT Mepbl K BpegoHocHoMy 10 (B
paMKax aBTOMaTU4eCcKoro YCTpaHeHusl) npu obHapy>XXeHuu.

e 3awmTHMK Windows 3aBepLuaeT 3ansaHMpoBaHHOE
CKaHWpPOBaHWE N aBTOMAaTUYECKM MPUMEHSIET K 0bHapy>XeHHOMY
NporpaMMHOMyY obecreyeHnto AenCTBuUs, COOTBETCTBYOLIME
napaMeTpam nosib3osaTtens.

e 3awmTHuK Windows ckaHupyeT aneMeHT ActiveX B
Internet Explorer.

Ecnu Bbl pewumnTe npucoeamHuTbes K MAPS npu yctaHoeke Windows,
6yaet BbibpaH 6a30BbI YpOBEHb y4aCTUS. B OTYETHI y4ACTHUKOB
6a30BOro ypoBHSI BXOAST CBEAEHUS, OMNUCaHHbIE B 3TOM pasgene.
OTueTbl Y4aCTHMKOB pacCLUMpPEHHOro ypoBHs 6onee noapobHbl, U B HUX
MOryT Clly4aliHO nonaaaTh IMYHble CBEAEHUS, HanNpuMep NyTh K



arinaM n yactTu4yHble Aamnbl NAMSATU. 3T OTYETbI BMECTE C OTYETAMM
Apyrux nonb3oBaTenen 3awmTHuka Windows, npuHMMaloLmMX yYacTme
B MAPS, nomoratoT coTpyaHukam MankpocodT bbicTpee
0bHapy>XnBaTb HOBbIE Yrpo3bl. 3aTEM CO3AAIOTCA ONpPeAeeHuns
BPEAOHOCHbIX MPOrpamMM, 1 06HOBNEHHbIE ONpeaeneHnst CTaHOBATCS
AOCTYMNHBbIMU AN BCeX Nosib3oBaTenen yepes LieHTp obHoBneHNs
Windows.

Ecnu Bbl npucoeamHunuce k MAPS, 3awmntHnk Windows MoxeTt
OTNPaB/sAiTb C BalLEro KOMMNbOTEPA HEKOTOPbIE balsibl UK
BE6-COAEPXKMMOE, KOTOpPbIE MO NPeAnonoXeHnio MankpocodT
SBNAIOTCS HeXenaTeNbHbiMU. MPo6HbIN OTYET UCnonb3yeTcs ANs
aHanu3a. Ecnu dann, ckopee Bcero, COAEPXMUT NINYHbIE CBEAEHMS,
nepea oTnpaBkou 6yaeT BbiBeAeHO npeaynpexaeHune. Ecnu LieHTpy
obHoBneHnsa Windows kakoe-To BpeMsi He yAaeTCs NoayvnTb
0bHOBMEHHbIE cUrHATYpbl Ans 3awmTHuKa Windows, To 3aWwmnTHUK
Windows nonbiTaeTcs 3arpy3uTb UX U3 anibTEPHATUBHOMO
pacnosioxeHus ¢ nomoubio MAPS.

B uensx obecneyeHns KOHUAEHLMANBHOCTU UHpOpMaLus,
oTnpasnseMas B cnyxdy MAPS, wundpyeTcs ¢ NOMOLLBIO MPOTOKOMA
SSL.

Y1066l NOMOYb BbISIBUTb M YCTPaHUTb onpeaesieHHble BUabl
3apaxkeHui, 3awmnTHmk Windows perynsipHo otnpasnseT B MAPS
HeKoTOpble CBeAEHUS O COCTOSAHUM 6e30nMacHOCTU Ballero
KOMMbOTEpa. TU CBEAEHMS BKIIOYAKOT napameTpbl 6e30nacHOCTH
KOMMbtoTEpa M (haiinibl XXypHarna, OnucbIBaroLLne apanBepbl U apyrue
nporpaMMsl, 3arpy>kaeMble BO BpeMs 3arycka KoMmnbrotepa. Takke
OTNpaBnsieTcs HOMeP, KOTOPbIM YHUKaNbHbIM 06pa3oM
naeHTUduUMpyeT Ball KOMMbIOTEP.

Ucnonb3oBaHue cBegeHuu

OT1yeTbl, oTNpaBngemMble B MAPS, nomMoratoT yny4ywunTb NporpaMMHoe
obecneyenune n ycnyrn Mankpocodt. OTUETbI TaKXKe MOryT
NCNOb30BaTbCA A1 COCTaBNEHNSA CTaTUCTUKN, TECTUPOBAHUSA U
aHanu3a, a TaKxe Ans cosaanus onpeaeneHuin. Cnyxba MAPS He
cobupaeT nepcoHasnbHble AaHHbIE crieumnanbHo. Ecnun yepes cnyxby
MAPS B koprnopauuto MaikpocodT HeENpeaHaMepPEeHHO nonaaaroT
nepcoHasibHble AaHHbIe, TO OHU HE UCMOMb3YIOTCA A1 YCTAHOB/IEHNS



JTMYHOCTU MONb30BATENSA, CBA3W C HAM UMW HanpaB/eHNUs eMy
peknamsl.

CBeaeHns 0 COCTOSIHMM 6e30MacHOCTU BaLEro KOMMboTepa, KOTOpbIE
cobupaet MAPS, ncnonb3ytoTcs, YTobbl ONpeaennTb, 3apaXxeH v Ball
KOMMbIOTEP BPEAOHOCHLIMU NpOrpaMMaMmn onpeaeneHHoro Tuna. B
3TOM cny4dae MankpocodT UCMOSIb3YET KOHTAKTHbIE IaHHbIE BalLEe
YUYETHOM 3anucu MaikpocodT, YTobbl COOOLMTL BaM NOAPOGHYHO
nHdopMaumio o npobnemMe n cnocobe ee pelleHusl.

Bbi60op u ynpasneHue

Ecnu npu yctaHoBke Windows BbibpaHbl CTaHAApPTHbIE NapaMeTpbl, TO
cny>x6a MAPS BkntoyeHa. Ecnm BbibpaHa HacTpoika napaMeTpoB, TO
ANns ynpaBneHus cnyxo6on MAPS MOXHO YCTaHOBUTb (hnaxxok
YAy4qwumTb 3al4MTy OT BPEAOHOCHbIX NMpPOorpaMMm, oTnpasniss
AaHHble u ¢hanbl B Microsoft Active Protection Service, korga
BKJ1toueH 3awmutHuK Windows B pa3zaene OTnpaBka AaHHbIX B
MankpocodT u gpyrue cnyx6bl. [Tocne yctaHoBku Windows Bbl
MOXETe U3MEHUTb CBOW CTaTyC ydactus B MAPS nnn napameTpbl
cnyx6bl, B TOM yncne otknountb MAPS, B MeHio MapaMeTpbl
3awmTHmka Windows.

Ecnu Bbl nonyyaeTe cpeacTBo yAaneHust BpeAOHOCHbIX MporpaMM
yepes LleHTp 06HoBNeHMs Windows, OHO MOXET OTMNpaBnsTb
aHanormnyHble ceeaeHunst B MAPS, paxe ecnu 3awmtHuK Windows
BbIK/IIOYEH. [lononHUTENbHbIE CBEAEHNS CM. B 3asiB/IEHUN O
KOH(MAEHUNANBbHOCTN CpeacTBa YaaneHnss Bpe4oHOCHbIX NporpaMm
ans Windows , n ynpasnsitb UMM.

XypHan

OnucaHue pyHKUMMU

DTOT KOMMOHEHT NPEeAOCTaB/SIET CMMCOK BCEX NMPUNOXEHWUN Ha
KoMMbtloTepe, KoTopble 06Hapyun 3awmnTtHnk Windows, a Takxe
AEWCTBUS, BbIMNOMIHEHHbIE MPU UX 0BHAPY>KEHUN.

Kpome Toro, MoXXHO NpOCMOTPETb CNNCOK MPUIOXKEHWUI, paboTy
KOTOpPbIX Ha KoMnbtoTepe 3awmnTHUK Windows He oTcnexunBaeT
(pa3pelueHHble 06BbEKTHI). IMeeTcsl TakXKe CUCOK MPUNOXKEHUN,
3anyck KoTopbix 3awmTHMK Windows byaeT 3anpewaTtb 40 TeX nop,
NnoKa Nonb3oBaTeslb He MPUMET peLleHns 06 Ux yaaneHnn nnm
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pa3speLeHnn nx nocneaytowero 3anycka (06bekTbl B KapaHTUHE).
Co6paHHble, 06paboTaHHble NN NepefaHHble CBeAeHUs

Cnuncok nporpaMMHOro obecneveHnsi, KOTopoe HaxoauT 3alUMTHUK
Windows, NpeanpuHATLIE BaMW U APYTMMM MOMb30BATENAMU AENCTBUS,
a TaKXxe AeNCTBMSsl, KOTOpble aBTOMATMYECKN NpeanpuHUMaET
3awmnTHrK Windows, XpaHSTCS Ha BalleM KoMnbloTepe. Bce
nosb30BaTeNnu MOryT NPOCMOTPETL XypHan 3awmnTHuka Windows, rae
nepeyncrneHbl BpeIOHOCHbIE U ApYyrve NOTEeHUMANbHO HeXenaTebHble
NPOrpaMMbl, KOTOpPbIE MbITAINCb YCTAHOBUTLCA WM 3aMyCTUTLCS Ha
KOMMbloTepe nnm 6bian paspeLleHbl K 3anycKy ApyrMM Nonb30BaTesNeM.
Hanpumep, ecnv nonb3oBaTenb Y3Han 0 HOBOW BPpeAOHOCHOM
NporpaMMe, OH MOXET NMPOCMOTPETb XYpPHas. Bo3MOXHO, 3alNTHUK
Windows y>xe 3anpeTtnn ee 3anyck Ha KomnbtoTepe. [JaHHble He
OTNPaBsAOTCA B KOpriopaunto Mankpocodr.

Bbi60op u ynpaBsneHue
AOMUHUCTPATOP MOXET YAANUTb CIIMCKN XXYpHana.

K Hayany ctpaHuubl

OtyeTbl 06 owmbkax Windows

OnucaHme pyHKLUMN

Ot4eTbl 06 owmnbkax Windows nomoratoT koprnopaun MaikpocodT u
ee napTHepaM BbIsiBAATb NPobseMbl B UCNO/Ib3YEMOM MPOrpaMMHOM
obecneyeHnn 1 npegnaratb BapnaHTbl UX peweHuns. He ans Bcex
npobnem nmetTcs peleHns. Ecnn pelleHne cywecTByeT, OHO
npeanaraeTcs B BMAE NO3TanHOM npoueaypbl YCTpaHEHUSI HEMONAAKM
WK B BUAE yCTaHaBNMBaeMbIX 06HOBEHMI. HeKOTopble pelleHus
BMNOCNEACTBMM BK/THOYAIOTCS B COCTaB MAKETOB O6HOBNEHUI U1 ByayLmMX
BEpCUI NporpaMMHoro obecneyeHusi, Ytobbl NpeaoTBpaTUTL
NnosiB/IEHNE COOTBETCTBYHIOLWMX NPO6neM 1 NOBLICUTb HAAEXHOCTb
nporpamm.

Co6paHHble, 06paboTaHHbIE UM NepeAaHHble CBeAeHUs

MHorve nporpaMMHble NPOAYKTbl pacCcyMTaHbl Ha paboTy C OTYETaAMM
06 owmnbkax Windows. Ecnm B 04AHOM U3 TakMX NPOAYKTOB
obHapy>xu1BaeTcs owmnbKa, TO NONb30BaTENO NpeasiaraeTcs OTNpPaBUTb



0 HeW oTyerT.

Cnyx6a otuetoB 06 owmnbkax Windows cobupaeT ceeaeHus,
ronesHble ANa AMarHOCTUKM M pelleHnst 0bHapy»XeHHON Npobnemsl,
BK/IOYAs AaHHbIE O MECTE BO3HUKHOBEHMSI MPO6NeMbI, CBS3aHHOM C
obopyaoBaHMeM MM NporpaMMHbIM obecrneveHneM, 0 Tune unm
CepbE3HOCTM NpobneMbl, a Takxe dainbl AN onucaHns npobnemsl,
OCHOBHble cBeieHMs 06 06opyaoBaHUM U NporpaMMHOM obecrneyeHnn
N BO3MOXHbIX NpobnemMax, CBsi3aHHbIX C MPON3BOAUTENBHOCTLIO NN
COBMECTMMOCTbIO nporpamm. Ecnn B Windows pa3smeluaroTcs
BMPTYyasibHble MalUMHbI, TO B OTYETHl 06 ownbKax, oTNpaBnisieMble B
Kopnopauuto MankpocodT, MOryT BKIOYATLCS CBEAEHNS O
BMPTyasibHbIX MalUMHAX.

Otuetbl 06 owmnbkax Windows Takxe cobmpatoT cBeaeHus o
NPUNOXEHMUSIX, ApaBepax U yCTPOUCTBaX, YTobbl NoMoyb MarikpocodT
YNyYLWWUTb COBMECTUMOCTb MPUIOXEHUIN N YCTPOUCTB. CBeaeHNs o
NPUNOXEHMSIX MOMYT BK/HOYATb MMEHA MUCMOMHAEMbIX (ainos
npunoxeHui. CeegeHns o6 yCTponCTBax M apaviBepax MoryT
BK/1IOYATb MMEHA YCTPOWNCTB, YCTAHOB/IEHHBIX Ha KOMMbIOTEPE, a TaKXKe
MMEHa UCMNOMHSEMbIX (PalnoB, CBSA3aHHbIX C 3TUMU ApanBepaMu
yCTpOMCTB. MoryT cobupaTbCs CBEAEHUSI O KOMMNaHUK, KOTopas
onybnunkoBana NpUIoXXeHNe unu apamneep.

Ecnum npu yctaHoBke Windows BKIOYEHbI aBTOMATUYECKME OTYETHI, TO
cnyx6a oTyeToB 6yaeT aBTOMaTUYECKM OTNPaBATb oblume cBeaeHus
O MeCTe BO3HUKHOBEHUSI NpobnieM. B HEKOTOpLIX Criyyasx cnyx6a
OTYETOB aBTOMATUYECKN OTNPaBASET AOMNONHUTENbHbIE CBEAEHUS,
HanpUMep YaCTUYHBIA CHUMOK NaMsT! KOMMbOTepa, YTobbl MOMOYb
AMarHoCcTMpoBaTb NpobneMy. B HekoTopble oTYETbl 06 oWwKnbKax MoryT
CNy4arHO nonagaTb NepcoHanbHbIe AaHHbIE. HanpuMmep, B OTYET CO
CHMMKOM NaMaTV KOMMbOTEPA MOXET NOMacTb MMS NOMb30BaTeNs,
4YacTb AOKYMEHTA, C KOTOpbIM naeT paboTta, N AaHHble, HeAaBHO
OTNpaB/iEHHbIE Ha BEG-CaWT.

YT10o6bl MOMOYb ANArHOCTMPOBATL OMNPEAENEHHbIE TUMbI NPO6EM,
cnyx6a otyeToB 06 owwmbkax Windows co3aaeT OTUET, coaepXKalLuii
AOMNONHUTENbHbIE CBEAEHMS, HanpuMep dainbl XxypHana. MNepea
OTMNpaBKOW OTYETA, COAEPXKALLErO TaKune AONONHUTENbHbIE CBEAEHWS,
Windows 3anpocuT y nosib3oBaTens NnoATBEPXKAEHNE OTMNPaBKU 3TOro
0TYETa, AAXe €CNM BKOUYEHA aBTOMATUYECKas OTrpaBka OTUYETOB.



MNocne oTnpaBku oTyeTa cnyxba 0TYETOB MOXET 3anpoCuUTb Y
Nnonb30BaTeNs AOMOSHUTENbHbIE CBEAEHUSI 06 0BHapyXEHHOW
npobneme. ECnu B 3TUX CBeAEHUSIX YKa3aTb HOMep TenedoHa nnm
a[lpec 3N1EKTPOHHOM MOYTbl, TO OTYET 06 OLIMBKE NO3BONUT
onpeaennTb NIMYHOCTb OTNpaBuTens. Koprnopauus MankpocodT MOXET
CBS13aTbCA C BAMW U 3anNpoCuTb AOMOMHUTENBHYO MH(OpMaUKIo,
HeobxoaAnMYo NS pelleHnst NpobneMbl, ONMCAaHHOM B BalLEM OTYETe.

Cny»x6a otueToB 06 owwmnbkax Windows cnyyariHbiM 06pa3om co3aaeT
HOMep, NPeACTaBNALWNA cO60l rNobanbHbIN YHUKAbHbIN
naeHtTndmkatop (GUID), KOTOpbI OTNPaB/sIETCA B KOPNOpaLmio
MaikpocodT BMeCTe C KaxzabiM oT4eToM 06 owmnbke. GUID no3Bonset
onpeaenvTb, Kakue AaHHble OTNPaBASINCE C TOr0 UM UHOIO
KOMMbloTepa B pa3Hoe BpeMs. GUID He coaep>XUT nepcoHanbHbIX
AAHHbIX.

Ans obecneyeHns KOHGUAEHUMANBHOCTM OTMNPABASIEMbIE AAHHbIE
LUNPYOTCS C NOMOLLBIO NpOTOKOMIa SSL.

Ucnonb3oBaHue cBefeHum

Kopnopauus MankpocodT Mcnonb3yeT cBeaeHns o6 owmnbkax u
npobnemax, npegocrasnsemole nonb3osatensamm Windows, ans
COBEPLUEHCTBOBAHNSA CBOMX NPOAYKTOB U YCYr, a TaKxe
06opyaoBaHUs 1 NporpaMMHOro obecneyeHms CTOPOHHUX
pa3paboTymKoB, NpeaHa3HauYeHHOro A UCNOIb30BaHUs C
npoaykTamun n ycnyramu MaiikpocodT. GUID no3BosnisieT OLEHUTb,
HaCKOMbKO pacnpoCTpaHEHbI MNOyYaeMble OT3bIBbl M KAaKOM UM CleayeT
Ha3HaunTb NpuopuTeT. Hanpumep, ncnonb3osaHne GUID nossonser
Kopnopauun MankpocodT pasnnynTb CTO C/ly4aeB BO3SHUKHOBEHMS
onpeaeneHHon nNpobneMbl y 0OAHOMO KIIMEHTA M OAWH Crlyyal
BO3HMKHOBEHMS TOM e Npobiembl y CTa KIMEHTOB.

CoTpyaHukaM, noapsaYMkaM, NOCTaBLUMKaM U napTHepam
MaikpocodT MOXET 6bITb NPEAOCTABMEH AOCTYN K COOTBETCTBYHOLLMM
yacTsiM cobpaHHOM MHOPMaLUMKM, 0O4HAKO MM pa3peLuaeTcs
MCNOMb30BaTb 3TV CBEAEHWS TONbKO ANS UCNPABIEHNS UK
yNydLeHNs NpoAYKTOB M CNy>6 kopnopaunn MankpocodT nmbo
nporpaMmmHoro obecnedeHns u 060pyaoBaHMS CTOPOHHUX
npou3BoauTENEN, NpeaHa3HAYeHHOro A1s UCMOIb30BaHUS C
npoaykTammn u cnyxbamm MankpocodT. Ecnm otyeT 06 owmnbke



COAEPXXUT NEePCOHasbHbIE AaHHblE, TO KOpropauus MankpocodbT He
UCNONb3YET MX AN YCTAHOBMEHNS IMYHOCTY MOJb30BaATENSA, CBA3M C
HWUM UK HaNpaB/eHns eMy peknambl. Ecin e nonb3oBaTtesnb
CaMOCTOSITE/IbHO NPEAOCTABUN KOHTAKTHbIE AaHHblE, KaK OMUCaHO
BbllLE, TO KOpropaumsi MaikpocodT MOXET 06paTUTbCS K
NoJSIb30BaTENIO, UCTONb3YS 3TN AaHHbIE.

Bbi60p u ynpaBneHue

Ecnu npu yctaHoBke Windows BblbpaHbl CTaHAAPTHbIE MapaMeTpbl, TO
dyHKuMs oTyeToB 06 owmnbkax Windows byaeT aBToMaTU4eCcKu
OTNPaB/sATb NPOCTblE OTYETHI, YTOObI NPOBEPUTHL HANNUYNE PELLEHUI B
NHTepHeTe. Ecnu BbibpaHa HAcTpoMKa NapaMeTpoB, TO AN
ynpasneHus otyetamm 06 ownbkax Windows MOXHO YCTaHOBUTb
dnaxxok Ucnonb3oBaTb oT4eTbl 06 olumnbkax Windows ans
noucka peweHui npobnem B UHTepHeTe B pa3aene Mouck
peweHnin npo6nem B UHTepHeTe. Bbl MOXeTe M3MEHUTb 3TOT
napameTp nocsne ycrtaHoBkn Windows B LleHTpe noaaepXku Ha
naHenu ynpasneHus.

[lononHuTeNnbHble CBeAeHNs CM. B 3asiBIeHUM 0 KOHMUAEHLMANbHOCTH
Ans cnyx6bl oTyeToB 06 owmnbkax kopropauumn MankpocodT, 1
ynpasnsiTe UMMU.

K Hauany cTpaHuubl

ConocTtaBnenue dannos Windows

OnucaHue pyHKUMH

Cnyx6a conoctaBnexus darnos Windows nomMoraeT nosib3oBaTensiM
COMOCTaBNATb TUMbl (PanoB C onNpeaeneHHbIMU NPUNoXeHUIMU. Ecnn
Bbl MbITAETECH OTKPbITb (hai/1 TAaKOro TUMa, C KOTOPbIM HE CBSA3aHO
npunoxexue, Windows cnpocuT, XoTuTe /M Bbl UCMOMNb30BaTb
conoctaBneHue darinos Windows, 4ytobbl HanTy ansa daiina
NPUIOXEHME, YTO BKJTKOYAET MOUCK COBMECTUMOTO MPUIIOXKEHNS B
Mara3suHe Windows. Ha komMnbloTepe oTobpakatoTcs NpUioXeHus,
06bI4HO conocTaBnsieMble C AaHHbIM paclunpeHmeM hannos.

Co6paHHble, 06paboTaHHbIE MM NepeaaHHble CBeaeHUus

Ecnn ncnonb3yetca cnyxba conoctaenexust cavnos Windows, B
Kopropaumio MarikpocodT 6yayT oTrnpaBneHbl paclUMpeEHNEe UMEHN
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Tpebyemoro darina (Hanpumep, DOCX unn PDF) u A3blk nHTEpdeica
Ha KoMnbtoTepe. OCTaBLLASICA YacTb MMeHU haina OTNPaBASTLCS B
kopropauuto MamnkpocodT He 6yaeT. Koraa conoctaBneHve dainnos
OCYLLECTB/ISIETCS C ONPEAENEHHBIM NPUTOXEHNEM, OTNPABAETCS
YHUKaNbHbIN MAEHTUDUKATOP NPUTOXKEHUS, YTOObI
NaeHTUOULMPOBATL NPUIOXEHME MO YMONYAHMIO ANS KaXkaAoro Tuna
annos.

Ucnonb3oBaHue cBeaeHun

Mpu oTnpaBKke pacluMpeHns uMeHu garina cny>xba Bo3BpaLLaeT Crncok
MPUIOXEHMI, KOTOPbIE, MO AaHHLIM Kopropauun MankpocodT, MoryT
OTKpbIBaTb alsibl 3TOro TMna. Ecnm Bbl He CTaHeTe 3arpyxaTtb U
yCTaHaB/IMBAaTb NPUIOXEHME, CONOCTaB/EHNE TUMOB (haliIoB He
N3MEHUTCS.

Bbi6op 1 ynpaBneHue

Mpun nonbITKe OTKPbITb (hann TMNA, KOTOPbIA HE COMOCTABEH HU C
OOHUM NPUIOXEHNEM, MOXHO YKa3aTb HEO6X0AMMOCTb MCNO/b30BaHMS
cnyx6bl conoctasneHus garnos Windows. UHdopmaums o
conocTtasneHmmn annos HanpaenseTcs B kopnopaumio MarikpocodT
TOJIbKO NPV MCMOSIb30BAHMWN 3TON BEG-CTyXObl.

K Hayany cTtpaHuupl

Cnpaska Windows

CnpaBka 1 nogaep>xka Windows B VIHTepHeTe

OnucaHue pyHKUMMU

Koraa Bk/itoyeHa cnpaska v nogaepxka Windows, oHa no3BonsieT BaM
nony4yaTb CaMOe HOBOE AOCTYMHOE COAEPXKMMOE CNPaBKN U
NOAAEPXKKM, KOraa Bbl MOAK/TOYEHbI K IHTEpPHETY.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

Koraa Bbl ncnonb3yeTe cnpaBky u noaaepxky Windows B MIHTepHeTe,
BaLLM 3anpockl NOMCKa OTNPaBAsoTCS B MalKkpocodT, Tak Xe Kak v
3anpocbl COAEPXXMMOro CNpaBKW, KOTAA Bbl LUEKAeTe CCbIIKY.
Windows oTnpaBnsieT HekoTopble cBeAeHUs 0 KOHMUrypaumm Ballero
KOMMbtoTepa, 4Tobbl obecneunTb NOUCK Hanbonee noaxoaslero
coaepxumMoro. Cnpaska n nogaep>xka Windows B MIHTepHeTe Takxke



NCNonb3yeT CTaHAApTHblE BEG-TEXHONOMMKM, HanpuMep dannbl cookie.
Ucnonb3oBaHue cBefeHun

Kopnopauusi MaiikpocodT MCNOMb3YyEeT 3TU CBEAEHMS], YTOObI
BO3BpaLLaTb CTaTbM CMPaBKM B OTBET Ha MOUCKOBbIE 3aMnpOoChl AN
NpeaoCTaBneHNs pe3ynbTaToB NOMCKa, MaKCUManbHO
COOTBETCTBYIOLMX BBEAEHHOMY 3aMnpocy, a Takxke Ans yaydweHus
HOBOMO U Y>X€ MMEILLEroCs coaepXXmnmoro. MakpocodT MCronb3yeT
CBeAEeHMS O KOH(Urypauumn Ballero KOMnbloTepa Anst 0TobpaxkeHus
COAEPXMMOr0 CrpaBKK, NOAXOASLLEro Ansl 3TOW KOHMrypaumu.
Takke ncnonb3yroTcs dannbl cookie n apyrne Bed6-TeXHONOrMN, YTOObI
YNPOCTUTb HAaBUraumio rno CoOAEPXXMMOMY CNpaBku U Nyylle NoHUMaTb,
Kak nosib3osaTtenu ncnonb3ytoTt cnpasky Windows B UHTepHeTe.

Bbi60p u ynpasneHue

CnpaBka v nogaepxka B MHTepHeTe BKIOYEeHa No yMOoAYaHuto. YTobbl
M3MEHWTb 3TOT NapaMeTp, KOCHUTECL 3Hayka MapaMeTpbl B BEPXHEN
4YacCTW OKHa CMpaBKM U NOAAEPXKKN UMK LLENKHUTE ero, a 3aTeM
yCTaHOBUTE nnu cHuMuTe dnaxok Mosiyyatb cnpaBKy B
NHTepHeTe. YT06bl YyaanuTb ¢annbl cookie, Mcnonb3yeMble CpaBKon
Windows, oTkpoviTe "CBoKcTBa 6pay3epa” Ha naHenu yrnpaBneHus,
HaXXMUTe KHOMNKY YAanuTb Ha cTpaHuue XXypHan 6paysepa,
BbibepuTe ®ainbl cookie n AaaHHble Be6-CalToB, a 3aTeM
HaxxMuTe Yaanutb. Ecnn Bbl 3abnokupoBanu Bce dannbl cookie (B
pasaene "KoHduaeHUmanbHOCTL" CBOMCTB bpay3epa), crpaBka
Windows He 6yaeT ycTtaHaBnmBaTb ansbl cookie.

I'IporpaMMa ynyydweHns CripaBku
OnucaHme pyHKLUMN

Mporpamma ynydweHust cnpasku (HEIP) no3sonsieT kopnopauum
MaikpocodT onpeaenvTb TEHAEHUMUM B UCNOMb30BaHNM CNPaBKU U
noaaep>xkmn Windows B VIHTepHeTe, 4Tobbl YNyylWnTb pe3ynbTaThl
noncka n MHPOPMaTUBHOCTb COAEPXKUMOTO.

Cob6paHHble, 06paboTaHHbIe UM NepeAaHHble CBeAeHUus

Mporpamma HEIP oTnpaBnseT B Kopnopauuto MainkpocodT cBeaeHns o
Bepcumn Windows, paboTatoLLen Ha KOMMbOTEPE, U 06 NUCMOb30BaHNN
cnpasku 1 noaaepxkn Windows, B TOM uncne BBefeHHbIE MONCKOBbIE
3aMpochl, @ TakKXXe OLEHKM 1 OT3bIBbl, OCTaB/IEHHbIE NONb30BaTeNEM B



MPOCMOTPEHHbIX pasaenax cnpasku Windows. Bo Bpems novcka u
NMPOCMOTPA pa3fenoB CrpaBKkK, a TaKXKe Nnepeaadm oLEeHOK U OT3bIBOB
3TV AaHHbIE OTNPaBATCA B Koprnopaumio MaikpocodT.

MporpaMma yny4yweHns cnpaBku ClydalHbiM 06pa3oM co3aaeT uncio,
KOTOpOe Ha3blBaeTcs rnobanbHbIM YHUKaNbHbIM UAEHTU(HDUKATOPOM
(GUID), n oTnpaBnsieT ero B kopropaumio MankpocodT BMecTe ¢
KaxabiM otyeToM. GUID nossonsieT onpeaenuTb, Kakue AaHHble
OTNPaBSAINCL C TOFO UM MHOIO KOMMbIOTEpa B pa3Hoe Bpems. GUID
He COAEepXXUT NepCoHasbHbIX AAHHBIX. DTOT naeHTUdUKaTop
oTnn4yaeTcs ot naeHtudukatopos GUID, ncnonb3yemMobix B oT4eTax 06
owwmnbkax Windows 1 B nporpaMme ynyulleHust KadecTsa
nporpammHoro obecneveHns Windows.

Ucnonb3oBaHMe cBegeHum

CobupaeMble AaHHbIE UCMOMb3YIOTCA ANS YNYULLEHNS KayecTBa
COZIEPXXUMOr0, NPeAoCTaBAsSiEMOro kopriopaumen MankpocodT, n ans
peneBaHTHOCTU pe3ynbTaToB nouncka. GUID no3sonser oueHuTb,
HaCKOJIbKO pacrpoCTpaHeHbl noslydaeMble NPobnemMbl U Kakow UM
cnenyeT HasHauuTb NpuopuTeT. Hanpumep, ncnonb3osaHne GUID
MO3BONSIET KOpnopaunM MankpocodT pasiMunTb CTO Clly4aes
BO3HMKHOBEHMUS OnpeeNieHHON NPobneMbl Y OAHOMO KIMEHTa U OAVH
Cnyyali BO3HUKHOBEHWUSI TOM e Npo6/ieMbl y CTa KIMEHTOB.

MporpamMma ynyydleHns cnpaBku He COBMpaeT cBeaeHNs, NO KOTOPbIM
MOXHO YCTaHOBWUTb JIMYHOCTb MOSIb30BaTENsl, HaMepeHHo. Npu BBOAE
TaKoM MHGopMaLMM B Nosie NOUCKa UK oT3biBa CBEAEHUS ByayT
oTnpaeneHbl, HO MankpocodT He ByAeT UCnonbL30BaTh UX AN
MAEHTUMUKALMMN IMYHOCTU MOIb30BATENS, MOMbITOK YCTAHOBUTb C HUM
CBS13b W/IM HaMNpaBNeEHNs eMy peKaMHbIX MaTepuasos.

Bbi60p u ynpaBsieHue

Ecnu npu ycraHoBke Windows BbibpaHbl CTaHAApPTHbIE MapaMeTpbl, TO
nporpamMmMa ynyuJlieHuns cnpasku byaet BkntodeHa. Ecnm BoibpaHa
HacTpoMKa NapaMeTpoB, Bbl MOXETE YNpaBNaTb NapaMeTpaMm
NporpamMMbl yny4dlleHns crnpaeku, Bblbpas OTnpaBnsiTb B
MankpocodT cBeAeHMA 0 TOM, KaK Sl UCNOJIb3YI0 CNpaBKy, ANs
ee ynyJweHus B pasgene NMomornte MankpocodpT ynyuwmTb
NpoAYKTbl U cnyX6bl. [ocne ycraHoBku Windows 3TOT napameTp
MOXXHO U3MEHUTb B Ccnpaske n nogaepxke Windows.



K Hayany ctpaHuubl

YaaneHHbI NOMOLWHMK

OnucaHue pyHKUUMU

YaaneHHbI NOMOLLHMK NO3BOMISIET NpUriallaTh Apyrux
Monb30BaTENEN NOAKIIOYNTLCS K BalLEMY KOMMbIOTEPY C LESbO
pewweHns npobnemol. MNocne nogkntoveHns apyrue nosib3oBaTenu
CMOryT npocMaTpmBaTh Ball KoMnbloTep. C pa3pelwleHuns Bnagensua
KOMMbOTEPA CMELMaNNCT C MOMOLLIO CBOEM MbILIN U K1aBUaTYpbI
CMOXET yNpaBnsiTb KOMMbIOTEPOM MOSIb30BATENS U MOKa3aTb, Kak
pelwunTb Npobnemy.

Co6paHHble, 06paboTaHHble UM NepefaHHble cBeAeHUs

YaaneHHbI NOMOLLHMK CO3AaeT 3am@poBaHHOE NOAK/IOYEHNE
MexXay ABYMSi KOMMbloTepaMu vepe3 NHTepHET nnn NokasnbHyo CeTb.
Koraa apyroi nonb3oBaTesb NOAKIYAETCS K KOMMbIOTEPY C
MOMOLLIbIO YAANEHHOrO NMOMOLLIHMKA, OH BUAUT Yy>KoW pabounii cton,
ntobble OTKPbITblE AOKYMEHTbI 1 N0OYI0 BUAMMYIO KOHPUAEHUMANBHYIO
nHdopmaumto. KpoMe Toro, ecnv apyromy nonb3oBaTento byaer
pa3peLLEHO YNPaBnATb YY>XXMM KOMMbIOTEPOM C MOMOLLbIO COBCTBEHHOM
MbILLW U KNaBUATYpPbl, OH MOXET COBEPLLATb Pa3/iMyHble AENCTBUS,
Hanpumep yaanaTb dhannbl Unn N3MeHsTb NapameTpsl. Mocne
YCTaQHOBKM MOAK/IIOYEHNS YAANEHHbIA MOMOLLHMK 06MEHMBaETCS
KOHTaKTHbIMM AaHHbIMW, BKOYAs UMS MONb30BaTeNs, UMS
KOMMblOTepa 1 aBaTap. Bce noaknoyeHms C NOMOLLbIO YAaneHHOro
MOMOLLHMKa ByayT 3aperncTpupoBaHbl B haisie XXypHasa ceaHCoB.

Ucnonb3oBaHue cBegeHUun

MpenocTaBnsemas UHGOPMaLIMS UCMONb3YETCS AN HACTPOMKU
3al1dPOBAHHOIO COEANHEHUS U NPEAOCTABMIEHUS APYrOMY
NoNb30BaTeNo A0CTyNa K paboyeMy ctony. [JaHHble He OTNPaBASAOTCS
B KOpriopaumio MakpocodT.

Bbi60p u ynpaBneHue

Mepen TeM Kak pa3pellnTb KOMY-M60 NOAKIHYMTLCS K CBOEMY
KOMMbIOTEPY, 3aKPOWUTE BCE OTKPbITbIE MPUTOXEHMS TN AOKYMEHTbI,
KOTOpbIE 3TOT YE/TOBEK HE A0/MKEH BUAETL. Ecnn paboTy apyroro



Monb30BaTENSA Ha YY)KOM KOMMblOTEpe TpebyeTcs NpekpaTuTb,
HaxxmMuTe knasully ESC, uTobbl 3aBepINTb CeaHC. Bbl MoXxeTe
BbIK/IIOYUTb BEIEHME XKYPHANa CEAHCOB Y 0BMEH KOHTaKTHbIMU
AaHHbIMM, OYUCTUB 3TM NapaMeTpbl B NapaMeTpax yaaneHHoro
MOMOLLHUKA.

K Hauany cTpaHuubl

Windows Search

OnucaHue PyHKUUH

Windows Search gaet BO3MOXHOCTb OAAHOBPEMEHHO MUCKaTb AaHHbIE Ha
ycTponctee u B MIHTepHeTe. YTobbl ynyylnTb pesynbTaThl NOMCKa,
Windows Search MoxeT ncnonb3oeatb Bing 1 nnatdopmy
pacrionoxeHuin Windows. YuTuTte, 4To Ha BalleM YCTPOWCTBE €CTb
Apyrve, oTaenbHble QYyHKLMM NMOUCKA, NPeAOCTaBEHHbIE
MaitkpocodT, Hanpumep nouck B MarasmHe Windows,

Internet Explorer n npounx npogyktax Mankpocodr.

Co6paHHble, 06paboTaHHble UIN NepeaaHHble cBeAeHUs

Ecnu Bbl pelwunTe nony4vaTb pe3ynbTaThbl NoMcka B HTepHeTe,
Windows 6yaeTt oTnpaenatb B MalikpocodT BBEAEHHbIE BaMM B
Windows Search nouckosble 3anpocbl. YTobbl ynyywnTb pesynibTaThl
noucka, Windows Search Takxe oTnpaBnsieT B MakpocodpT AaHHble O
BaLLEM B3aMMOJENCTBUM C KOMMNOHeHTOM. Kpome Toro, Windows
Search otnpasnsieT naeHTUMKaTop, YTobbl NPeaoCTaBUTb
NepcoHann3vpoBaHHbIe pe3ysibTaTbl MOMCKA Ha OCHOBAHWW BaLLEro
B3avMMoJencTBus ¢ Bing v apyrumun npoayktamm u cnyxbamu
MankpocodT. Ecnn Bbl Bxoaute B Windows € y4eTHOW 3anuncbto
MaikpocodT, naeHTudmkaTop byaeT cBs3aH C Ballen yY4eTHON
3anucbio MakpocodT. Bbl MOXETe 0TKa3aTbCs OT MONyYEHUS
nepcoHanu3npoBaHHbIX pesynbtaToB B Windows Search, B aToM
cnyyvae naeHTndunkaTop oTnpaBnsaTbCcs He byaer.

Ecnu Bbl pa3pelwwaete Windows Search ncnonb3oBaTb AaHHble O BalleM
MECTOMOMOXEHUN, TO MHPOPMaUUSA O HU3NYECKOM PaCrONIOXKEHUN
BalLEro YCTPOMCTBA, NOJlyYeHHas oT NaaThopMbl PacronoXXeHUN
Windows, 6yaeT oTnpaBnaTbcs B MankpocodT npy KaxkaoM 3anpoce
noucka. MankpocodT TakXKe MOXET NOoMnbITaTbCs Y3HaTb Balle



npubnusntenbHoe unsnyeckoe MectonosoxeHue no IP-agpecy.

Mpn ncnons3oBaHnmn Windows Search ans noncka B NpuUIoXeHUn
BBEeZlEHHble YCI0BUS NOMCKa NepeaatoTcst NPUIOXKEHMIO.

Ucnonb3oBaHue cBegeHun

Ecnun Bbl ncnonb3yete Windows Search ans nony4eHus pes3ynstaToB
noucka B MIHTepHeTe, MalikpocodT MCMONb3YET YKa3aHHbIE BaMU
YCNOBWUA NOUCKA, AAHHbIE XXYpHasia JI0KasIbHOro rnoucka n noucka B
NHTepHeTe, cBeAeHUS], CBSA3aHHbIE C BalLEN YYETHON 3anuchio
MankpocodT, U pacnosioXXeHe Ballero yCTpoucTea Ans
NpeAoCTaB/IeHNs NoAXoAsALWMNX BAapNUAHTOB, a Takxke Ans
NepcoHanu3auumn pe3ynbTaToB NoMcka U B3aMMOAENCTBUS C APYTrMMIA
npoaykTamu n cnyxbamm MankpocodT. [ononHUTENbHbIE CBEAEHUS
06 MCNOMb30BaHUN AAHHbIX CM. B 3asB/IEHUN O KOHMOUAEHLUMATBHOCTI
Bing, n ynpasnaTtb umu.

Ecnu Bbl ncnonbsyete Windows Search ans novcka B npuioXxeHuu
CTOPOHHEro pa3paboTunka, MCNosb3oBaHMEe COBpaHHOM MHMOPMaLMK
perynmpyeTcs npasuiamMmm KoHbUAEHUNanbHOCTHN, YCTAaHOBIEHHbIMU
[aHHbIM pa3paboTumkoM. Mpu Noucke B NpUNoXeHUM MakpocodT Bbl
MOXKeTe 03HaKOMUTLCS C NpaBuaaMmn KoOHOUAEHUNANBHOCTU B
3a51B/IEHUN O KOH(PUAEHUMANBHOCTU MPUITOXEHUS.

Bbi6op 1 ynpaBneHue

Ecnu npu yctaHoBke Windows BbibpaHbl CTaHAAPTHbIE NapaMeTpbl, Bbl
pa3pewaete Windows Search nony4yaTb BapyaHTbl U pe3ynbTaThbl
noucka B MIHTepHeTe, a Takxe paspellaeTte MavikpocodT
ncnonb3oBaTb AaHHble n3 Windows Search (Bkito4vasi pacnonoxeHue)
ANs nepcoHanusaummn B3ammoaenctemsa ¢ Windows Search n apyrumm
cnyx6amm MarikpocodT. Ecnm BbibpaHa HacTponKa napaMeTpoB, TO Bbl
MOXeTe M3MeHUTb 3TU NapamMeTpbl ansg Windows Search no ceoemy
ycMOTpeHuto. MNocne yctaHoBkn Windows Bbl MOXETE U3MEHUTb 3TU
napameTpsbl B pa3aene Mounck napamMeTpoB KOMMblOTepa.

MO>XHO OUYUCTUTb NTOKANbHbIN XYpPHaN NMoucKka 1 HeEKOTOpble
KOMMOHEHTbI XXypHana novcka Bing, KOTopble NCMonb3yTcs A1
nepcoHanusauun B3anmoaenctena ¢ Windows Search, B pasaene
Mouck B pasaene NMoOUCK U NPUIIOKEHUA NapaMeTPOB KOMIMbIOTepa.
OuncTka XypHana noucka sIBASeTCS ykasaHueM ans MankpocodT He
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NCNO/b30BaTh HAKOM/IEHHbIN paHee XXypHan noucka Aans
nepcoHanu3aumMm BapMaHTOB MK YNOpsSiAOYEeHUsl pe3yibTaToB Noucka.
[py 3TOM He yfansgeTcs peknaMHas U nHas nepcoHann3npoBaHHas
nHbopMaumsa (BkNoYaa MHOOPMaUMIO, NOYHEHHYIO U3 XKypHana
noucka) u He yaansietcs Hdopmaums, ncnonbyemass MankpocodT B
CBOAHOM BUAE AN yNydlleHns pe3ysibTaToB noucka u
B3aMMOAENCTBMS C APYrMMM NPOAYKTaMu 1 cny>b6amm Mankpocodr.
3Ta MHQOPMaUUS COXPaAHSAETCS B @aHOHMMHOM BUAE, KaK ONUCcaHo B
3asBeHNN 0 KOHDKUAeHUManeHoCTK Bing. Monb3oBaTenb MOXeT
yNpaB/siTb PEK/TAMHON U MHON NEPCOHaNM3NpPOBaHHOM MHMOPMaUMEN
oT MalikpocodT yepe3 UHTEpPHET.

K Havany ctpaHuupbl

YctaHoBka Windows

B 3TOM pa3gene onucaHbl KOMMNOHEHTbI, AOCTYMHbIE B NpoLecce
yctaHoBku Windows.

[AnHaMmnyeckoe obHoOBEHNE
OnucaHue pyHKUMMU

AnHamunyeckoe obHoBNneHne no3sonset Windows BbINOMAHUTL BO
BpEMS YCTAHOBKM pa3oByo NpoBepky B LieHTpe obHoBneHns Windows,
4yTObbI NONYYMTL NocneaHme obHoBneHus Windows ans KoMnbloTepa.
KOMMOHEHT AnHaMmn4eckoro 0bHOBNEHUS aBTOMATUYECKN CKauMBaeT
obHapy>keHHble 06HOBNEHMS U YCTaHaBNMBaeT ux, obecneynsas
AKTyanbHOCTb MPOrpaMM Ha KOMMbIOTEPE K MOMEHTY MX NEpPBOro
MCMob30BaHMS.

Cob6paHHble, 06paboTaHHbIE MM NepeaaHHble CBeaeHus

[lnsi yCTaHOBKM COBMECTUMbIX APaiBEPOB KOMMOHEHT AMHAMUYECKOrO

obHoBNEeHMs oTnpaBnsieT B MankpocodT cBeaeHusi 06 06opyaoBaHum

KoMnbloTepa. B npouecce anHamMmmyeckoro 06HOBNEHUSI HA KOMIMbIOTEP
MOFyT 3arpy>aTtbCsl C/ieqyHoLMe TUMbl OGHOBNEHUN.

e O6HOBNeHus pansioB YCTAHOBKU, U YNPaBASTb UMK,
Ba)kHble 06HOBNIEHMSA NPOrpaMMHOro obecneyeHust ans dannos
YCTaHOBKM, NMOMOratoLLMX YCMELHO BbIMOSIHATL YCTaHOBKY.

e O6HOBNEHuA gpanBepoB, noctaBnsieMbix ¢ Windows, n
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ynpaBnsaTb UMKU. BaxHble 06HOBNEHUSI ApalBepoB AN
ycTaHaBnmBaemon Bepcum Windows.

Kpome Toro, ecnn Windows yctaHaBnmBaeTcs M3 MarasnHa Windows,
TO KOMMOHEHT ANHAMMYecKkoro 06HOBNEHMS 3arpy3nT 1 YCTaHOBUT
nocneaHue obHoBneHns ana Windows, a Takxke HEKOTOpble ApanBepsl
obopyoBaHus, HeobxoanMble Ans KOMMbloTepa.

Ucnonb3oBaHue cBegeHUun

KOMMOHEHT AMHaMM4Yeckoro obHoBNeHUs nepeaaeT B MankpocodT
cBeaeHus 06 06opyaoBaHMKM KOMMbIOTEPA, YTOOLI ONpeaennTb
noaxoAsLUne aApanBepbl AN CUCTEMBI.

Bbi6op 1 ynpaBneHue

Ecnn Windows yctaHaBnusaeTcs u3 MarasuHa Windows, To
nporpaMMa yCTaHOBKW aBTOMaTUYECKW 3arpyXaeT 1 yCTaHaB/IMBaET
obHoBneHus. Ecnu Bbl ycTaHasnmeaeTe Windows ¢ (pn3nyeckoro
HOCMTenNs, TO BaM byaeT npeanoXeHo NoAKMUUTLCA K HTepHeTy
ANSt YCTAHOBKM OB6HOBNEHWN.

I'IporpaMMa ynyyweHnsa KadectBa YCTAHOBKH
OnucaHue pyHKUMMU

STOT KOMMOHEHT OJIHOKPATHO nepeaaeT B MalkpocodT OTYET,
cofiep>KaLlnii OCHOBHbIE CBEAEHMS! O BaLLEM KOMIMbIOTEPE N O TOM, KaK
6bin1a BbINOMHEHa ycTaHoBKka Windows. 3Tu cBeaeHMs NOMoratoT
Kopropaunn MankpocodT MNOBbICUTb KaYeCTBO YCTaHOBKM U
NPeAnoXuTb peLlleHns Ans pacnpoCcTpaHeHHbIX NpobiemM yCTaHOBKM.

Co6paHHble, 06paboTaHHbIE UM NepefaHHble CBeAeHUs

B Takon oTyeT 06bIYHO BKIOYAIOTCH CBEAEHUS O AEUCTBUSIX,
BbIMOSIHAEMbIX B XOA€E YCTAHOBKM, @ TaKXXe AaTa YCTaHOBKK, BpeMS,
3aTpayeHHOe Ha KaXXAoM 3Tane, TUN yCTaHOBKM (HOBbIN MPOAYKT Unn
06HOB/EHME), CBEIEHNS O BEPCUU, A3bIK ONEPALMOHHON CUCTEMBI, TUM
YCTAHOBOYHOIO HOCUTENS, KOHMUIypauns KOMMNbOTEPA U UTOrOBOE
cocTosiHMe (ycnex unam owmbka) € ykasaHneM KoAoB OLUMOOK.

Ecnu nonb3oBaTtesib NOATBEPAUS yYacTUe B NporpamMMe yrydlleHus
YCTAHOBKM, TO MPU HaNMYNK NOAKIOYEHUS K VIHTEpHETY
OTNpaBNSETCS OTYET B kKopriopauuto MarkpocodT. MNporpamMmma
YNYULLEHMS YCTaHOBKM CNyYalHbiM 06pa3oM CO3AaeT YNCI0, KOTOPOe



Ha3blBaeTcs rnobanbHbIM YHUKaNbHbIM naeHTudmkatopom (GUID), un
OTNpaBNsET ero B kopropaunto MarkpocodT BMecTe ¢ otyeToM. GUID
NO3BONISIET ONpeaenunTb, Kakme AaHHble OTNPaBAs/IMCL C TOro nnm
WMHOro KoMnbloTepa B pa3Hoe BpeMs. GUID He coaep>XUT HUKAKKX
nepcoHanbHbIX AaHHbIX U HE UCMNOMb3YETC ANS YCTAaHOBEHMS
JIMYHOCTM NoNb30BaTesNsl.

Mcnonb3oBaHue cBegeHumn

Kopnopauus MarkpocodT 1 ee napTHepbl MCNOSb3YHOT NOMyYEHHbIE
OTYETbI ANS COBEPLUEHCTBOBAHMSA NPOAYKTOB 1 ycnyr. Kopriopaums
MawikpocodT ncnonb3yet naeHtudmkatop GUID, 4Tobbl COOTHECTU 3TK
Aa@HHblE C AaHHbIMK, COBPaHHLIMX NPOrPaMMON Y/TydLLEHNS KayecTBa
nporpaMMHoro obecneyenns Windows, yyactne B KOTOPOW Bbl MOXETE
NPUHATL Npu ucnonb3osaHum Windows.

Bbi6op u ynpaBneHue

Bbl MOXXETE NPUHSATHL YYacTue B 3TOM NporpaMMe rnpu YCTaHOBKE
Windows, BbibpaB napamMeTp Sl Xo4y NOMOUb Y/yULIUTb YCTAHOBKY
Windows , v ynpaBnsTb UMMu.

[ononHuTenbHble cBeaeHns cM. B pasaene "MporpaMMa ynyyleHus
KayecTBa nporpaMMHoro obecneyveHunss Windows".

KOHCYJ'IbTaHT Nno yCtaHoBKe n COBMECTUMOCTH
OnucaHme pyHKLUMN

Bo Bpems ycTtaHoBkM Windows nporpamMMa YCTaHOBKW MOMoraet
onpeaenuTb, roToB S KOMMbloTep K obHoBneHnto o Windows 8.1, n
NpefoCTaBNSET CBEAEHMS 0 COBMECTMMOCTM NPOrpamMM 1 YCTPOWCTB.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

Bo BpeMsi onpeaeneHns COBMECTUMOCTU BbINOHSAETCS c60p CBEAEHMUM
0 BO3MOXXHOWM paboTe npu 06HOBNEHUN CUCTEMbI, B YAaCTHOCTM O
BO3MOXXHOCTSX KOMMbIOTEPHOrO 060pyA0BaHMs, MOAK/IOUYEHHBIX K
HEMy YCTPOMCTB, a TaKXXe NporpaMM, YCTaHOB/IEHHbIX HA KOMMbIOTEPE.
B HekoTOpbIX Cryyasix cBeaeHns 06 usgatene nporpamMmMbl MOTyT
coaepxaTtb, HanpuMep, UMsi U3aaTens UM ero aapec 3/1EKTPOHHOM
MOYTHhl.

Ucnonb3oBaHMe cBegeHUum



MankpocodT UCMoNb3yeT CObpaHHble CBeAeHMS, YTObbl OnpeaenuTb
npaBWU/bHblE ApanBepPbI AN KOMMbIOTEPA, @ TakKXe COBMECTUMOCTb
KOMMbtoTepa, nporpamMm u yctponcts ¢ Windows 8.1. Kopriopauust
MankpocodT TakXKe MOXET MCMOb30BaTb 3TU CBEAEHUS ANS
yNydLeHNs CBOMX MPOAYKTOB U ciyx6. Kopnopauns MankpocodT He
NCNONb3YeT 3TN CBeAEeHUS AN YCTaHOBNEHNS TMYHOCTU
Nnosb30BaTens, CBA3M C HAM WM HanpaB/ieHUs eMy pekiaMbl.

Bbi60p u ynpaBneHue

Ecnn Windows yctaHaBnuBaeTcs M3 MarasmHa Windows mnm ¢
hunsnyeckoro HocuTens B cyllecTBytollen cpeae Windows, To
CBEEHNS, ONNCaHHbIe B 3TOM pa3aene, 6yayT oTnpasnieHbl B
koprnopauuto MaikpocodT. Ecnu ans yctaHoBku Windows
BbINOSHAETCS 3arpy3Ka C pU3n4ecKoro yCTaHOBOYHOIrO HOCUTENS, TO
nporpamma yCcTaHoBKM He byaeT NnpoBepsiTb CBEAEHUS O
COBMECTMMOCTM B UIHTepHeTe.

K Hauany ctpaHuubl

O6wwmn goctyn Windows

OnucaHue pyHKUUMU

O6wwmn goctyn Windows no3BonsieT BaM NpeaoCcTaBsiTb 06LLMI
JIOCTYN K COAEPXUMOMY NpuioXxeHni MarasmHa Windows, KoTopble
noaaepXXuBatoT nNpeaocTaBneHne obuero Aoctyna. KOMNOHEHT Takxe
NO3BONSIET BaM AENUTHCS COAEPXKMMbBIM C APY3bSIMMU.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

Mpu npegocTaBneHnn obLiero 4oCTyna UCXOAHOE NPUIOXKEHME
nepeaaeT COAepPXXMMOe B KOHEYHOE NPUIIOXKEHME TONbKO Nocne
BblIbOpa 3TOro NpuIoXeHns Ha NaHenu obuero goctyna. Ecnm
MCXOAHOE NPUNOXEHNE He peanv3oBasno npegocTasneHne obuiero
AOCTYNa, Y Bac 6yaeT BO3MOXHOCTb NPeaoCTaBuUTb 06LWmMIM AOCTYN K
n306paxeHno UnNn ApyromMy Coaep>XnMomy, oTobpa)kaemMomy Ha
aKkpaHe. YTobbl BaM 6b1710 NpoLLe NnosyyaTb AOCTYN K KOHEYHbIM
MPUNOXEHMSIM U NIIOASIM, C KOTOPbIMU Bbl Yallle BCEro AenUTECh
coaepXxunmMbiM, oHM ByayT oTobpa)kaTbCs B CMCKE Ha naHenu obuero
AOCTyna. [laHHble He OTNPaBASIOTCA B KOpnopaunio Mankpocodr.

Ucnonb3oBaHue cBefeHun



CoxpaHeHHble cBeAeHMS O TOM, HACKOMbKO YacTO Bbl MpeaoCTaBseTe
obWwni AOCTYN NPUNOXKEHMSM U NMHOASM, C KOTOPbIMM Yallle BCEro
AenuTeCb COAEPXKMMbIM, UCMONb3YIOTCS ANS YNOPSAOHEHNS CNNCKA Ha
naHenu obuero AoCTyna B 3aBUMCMMOCTU OT YaCTOThbl MCMOIb30BAHUS.
Ecnun Bbl NpeaocTaBnseTe 06LWmMIn AOCTYN K AaHHbIM MPUIOXKEHWIO
CTOpPOHHEro pa3paboTunka, UCnosib3oBaHWe cobpaHHoM MHGOpPMaLIMK
6yaeT oCcyWwecTBAATLCA COr/lacHO NnpaBuiaM KOHPUAEHUMANbHOCTH
CTOpOHHero paspaboTtunka. Ecnun Bbl npeaocTaBnseTe obLmi 4oCTyn K
AAHHbIM NPUNOXEHMIO MalKpocodT, TO Bbl MOXXETE O3HAKOMUTLCS C
npasuiamMmm KoHOUAEHUNANbHOCTN, ONUCAaHHBIMU B 3asiBNIEHUN O
KOHMAEHUNANBHOCTI, NMPUNaraeéMoM K NpUIoXeHMUIO.

Bbi60p u ynpasneHue

Mo ymonuaHuno Windows xpaHuT cBeaeHus 06 ncnonb3oBaHnm obLero
poctyna Windows. Bbl MOXeTe OCTaHOBUTb COXpaHeHUe 3TUX
CBEAEHUIN UM YAANUTb BCE COXPAHEHHbIE KOHEYHbIE NMPUMIOXKEHNS Ha
CTpanuue O6wmin goctyn B pasaene NMouck n npunoXxeHus
napaMeTpoB KOMMbloTepa.

K Hayany cTpaHuubl

Windows SmartScreen

OnucaHue pyHKUMH

Windows SmartScreen obecneunBaeT 6€30MacHOCTb Ballero
KOMMNblOTepa, NPOBEpSAs 3arpy>eHHble dainsbl n Beb-coaepXnMoe B
NPUIOXKEHUSIX, MOMOras 3alMTUTb KOMNbIOTEP OT BPeAOHOCHbIX
nNporpamMM u NOTeHUManbHO ONacHoro Beb-coaep>xmmoro. Mpu
OTKPbITUN HEN3BECTHOIO WM NOTEHUMANBLHO OMACHOro 3arpy>XeHHOoro
cdanna Windows BbiBeeT npeaynpexaeHune. Ecnm SmartScreen
obHapy>XuBaeT NOTeHUManbLHO onacHoe Beb-coaepXxnMoe B
npunoxenuun, Windows otobpaxaeT npeaynpexaeHme BMecto
COAEpP>KMUMOrO.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

Ecnu Bbl ncnonedyete Windows SmartScreen ans nposepku
3arpy»xeHHbix cavnos, Windows oTnpasnsieT MHhOpMaumio B
Beb-cnyxby SmartScreen. 3Ta nHdOpMaUMs MOXET BKOYATb UMS



danna, naeHtTudmkaTop danna (xaw-koa) U AaHHble LMDPOBOro
cepTuduKaTa, a Takxke CTaHAApPTHbIE CBEAEHMS O KOMMbIOTEPE U
HoMep Bepcun dmnbTpa Windows SmartScreen. Ytobbl obecneunTb
cobniogeHne KoHpuaeHUManbHOCTH, MHOpMauus, oTnpasnsemMas B
Kopropaunto MankpocodT, WNdpyeTCcs C NOMOLLbIO NpoTokona SSL.

Ecnun Bbl pewwmnu ncnonb3osatb Windows SmartScreen ans
610KMPOBKMN NOTEHUMAIBHO ONACHOr0 COAEPXXMMOIO B NMPUTOXEHUSIX,
Windows 6yaet otnpaBnatb MHdopMauuto B Beb-cnyxby SmartScreen,
BK/IIOYAsl agpeca v TUMbl COAEPXXMMOro, K KOTOpOMy obpaluatoTcs
HekoTopble nNpunoxeHus MarasnHa Windows, Koraa Bbl UX
ncnonb3yeTte. B oTBeT Be6-cnyxba nepeaaeT Ha KOMMbIOTEP CBeAEHUS
O TOM, ABMISIETCS NI COAEPXKUMOE OMACHbIM NN NOAO3PUTENbHBIM
COrNAacHO AaHHbIM, nepeaaHHbIM B MankpocodT. OTYETHI,
oTnpasnsieMble B MakpocodT, BK/IKOYAIOT TaKMe CBEAEHMS], KakK MM
WM MAEHTUMUKATOP NPUNIOXKEHUS], @ TAKXKe MOJIHbIE aapeca
BE6-COAEPXKNMOro, K KOTOPOMY MOJTy4aeT AOCTYN NPUIOXEHME.

YT06blI 06ecneunTb cobnogeHne KoHpUAEHUMANbLHOCTHN, MHOPMaLUS,
oTnpasnsieMas B kopriopaunto MavikpocodT, wndpyetcsa. CBeaeHus,
CBsI3aHHble C BEO-CTpaHMLEN, AOCTYN K KOTOPOM MOXHO MOMYy4YUTb
BHYTPU MPUNIOXKEHNS, Hanpumep yCrioBms noncka, MoryT 6biTb
BKJ/IIOYEHbI B aApec, OTnpaBnseMblin B MaikpocodT. Hanpumep, ecnu B
CrioBape BbINOJTHAETCS MOWUCK C/I0BA, TO OHO MOXET BKJIOYATLCS B
AaHHble, OTMNpaBnseMble B Kopnopauunio MankpocodT, B cocTaBe
MOMHOro agpeca, No KOTOPOMY ObpalLaeTcs NpuoXeHue.
Kopnopauus MaiikpocodT punbTpyeT CTPOKMU aapecos, Mo
BO3MOXXHOCTU yAanss IMYHble CBEAEHUS.

Windows co3gaeT uMcno, KOTopoe Ha3blBaeTcs rnobanbHbiM
YHUKanbHbIM naeHtndmnkatopoM (GUID), n ¢ kaxabiM 0THETOM
oTnpaensieT ero B koprnopauuto Mavikpocodt. GUID no3sonser
onpeaenuTb, KakMe AaHHble OTMPaBASA/INUCL C TOr0 UAU MHOMO
KOMMbtoTepa B pa3Hoe BpeMs. GUID He coaep>XuT nepcoHanbHbIX
[AQHHbIX.

MUcnonb3oBaHue cBeeHun

Koprnopaumsi MaiikpocodT MCMosb3yeT ONUCAHHBIE BbilLE CBEAEHUS
ANS CO3AaHNSA NMpeaynpeXxaeHnii 0 NoTeHUUanbHO He6e30nacHbIX
3arpy>XeHHbIX hainiax u coaep)XMMoM B NpUoXeHuax. Hanpumep,



ecnim SmartScreen obHapy>xvMBaeT NoTeHUManbHYI0 Yrpo3y BHYTPU
NPUNoXeHusl, KOTopoe noaaepxueaeTt SmartScreen, Windows
0TO6pasnT NpeaynpexaeHne BMECTO CcoaepXXmMMoro. MakpocodT
TaKXXe UCMONb3yeT 3TN CBeAEHUS AN COBEPLUEHCTBOBAHMS
SmartScreen n apyrux npoaykToB u cnyx6. Kopnopauus MankpocodpT
He UCMonb3yeT cBeAeHUs AN HanpaBieHns Nosb30BaTesNto pekiambl.

Bbi60op 1 ynpaBneHue

Ecnu npu yctaHoBke Windows BblibpaHbl CTaHAapTHbIE NapaMeTpsbl,
Windows SmartScreen 6yaet BkntodeH. Ecnm BbibpaHa HacTpoika
napameTpos, To ans ynpasneHns Windows SmartScreen MOXXHO
yctaHoBuTb hnaxxok Ucnonb3oBaTtb Beb6-cnyx6b1 SmartScreen
ANA 3alWKUTbl OT CKAaYMBaHUA BPEAOHOCHbIX (paisIoB U OT
BPEAOHOCHOIo COAEpPXXMMOIro Ha cauTax, 3arpy)xaemMbix
npunoxxeHnsammn MarasmHa Windows n 6paysepom

Internet Explorer B pa3gene 3awmrta KOMMNboTEpPa U
KOHhMAEHUMNANBbHOCTU. Bbl MOXETE M3MEHUTb 3TOT NapaMeTp
nocne ycraHoekn Windows B LieHTpe noaaep>xku Ha naHenu
ynpasneHus. CBegeHns 0 KOMNOHeHTe SmartScreen B

Internet Explorer cm. B pasaene "®unbTp SmartScreen" 3aseneHus o
KoHbumaeHumnansHocTn Internet Explorer, n ynpaBnsitb UMu.

K Havany ctpaHuupbl

Pacno3HaBaHue peun Windows

OnucaHue pyHKUUH

KoMnoHeHT pacno3HaBaHuns peun Windows obecneunsaet
pacrnosHaBaHue peyun B onepaumoHHon cucteme Windows, a Takxe
ANS BCEX MPUSIOXKEHMIN, KOTOPbIE MCMOSIb3YHT 3TOT KOMMOHEHT.
KoMnoHeHT pacno3HaBaHus peun Windows noBbIaeT TOYHOCTb
pacrno3HaBaHusa npouecca, obyyasch cnocoby npuMeHeHus A3bika
Nosib30BaTesieM, B TOM YMC/Ie 3BYKOB U C/1I0B, KOTOpbIE OH
npeanoYMTaeT ynotTpebnsaTb.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeeHUs

KoMnoHeHT pacno3HaBaHus peun Windows COXpaHsieT Ha KOMMbloTepe
CMUCOK CNOB 1 X Npou3HoLleHus. Cnosa 1 ux nponsHoLLIEeHne
£[06aBNSAOTCA B 3TOT CMMCOK C NOMOLLBIO CI0Bapsi pacrno3HaBaHus, a


http://windows.microsoft.com/ru-ru/internet-explorer/ie10-win8-privacy-statement
http://windows.microsoft.com/ru-ru/internet-explorer/ie10-win8-privacy-statement
http://windows.microsoft.com/ru-ru/internet-explorer/ie10-win8-privacy-statement
http://windows.microsoft.com/ru-ru/internet-explorer/ie10-win8-privacy-statement
http://windows.microsoft.com/ru-ru/internet-explorer/ie10-win8-privacy-statement

TaKXKe NyTeM Npon3HeCeHMs 1 NpaBKku C/I0B B KOMMOHEHTE
pacno3HaBaHus peun Windows.

Ecnun dyHKUMS peueH3MpoBaHMs JOKYMEHTOB MOC/e pacno3HaBaHusl
peun Windows BKko4eHa, TeKCT n3 aokyMeHToB Microsoft Office Word
(c pacwmpennamm nmeH dannos DOC nnn DOCX) 1 coobuieHus
3NEKTPOHHON NoyThl (M3 BCEX MAMOK NOYTOBOM NPOrpamMMbl, 3a
NCKoYeHneM nanok "YaaneHHole" n "HexenaTenbHas noyta™) Ha
KOMMbIOTEPE, @ TAKXXE Ha BCEX MOAKIOYEHHbIX 06LLMX anoBbIX
pecypcax, KoTopble MHAeKcupytoTcst cnyxobom noncka Windows,
cobumpaloTcs U COXpaHSOTCA BO hparMeHTax, COCTOALWMNX U3 OAHOIO,
ABYX Unu Tpex cnos. ®parMeHTbl, COCTOsILLME M3 OAHOMO C/I0Ba,
cofepxkaT ToNbKo cnoBa, AobaBneHHble B NOb30BaTeNbCKME C/IOBApU,
a parMeHTbl, BKOYaOWMe ABa Uan Tpu CoBa, — TOJIbKO CI0Ba,
obHapy>XeHHbIe B CTAaHAAPTHbIX C/IOBApSX.

Bca cobpaHHas nHdopMauusi CoXpaHsieTcs B JIMYHOM npodune peym
Ha KOMMbloTepe nonb3osaTtens. Mpodunm peun coxpaHsaTca ans
KaXAoro nosib3osatens, npy 3TOM AOCTYN K YY>XMM Npodunsam Ha
KoMnbtoTepe 3anpeweH. OgHako agMUHUCTPATOpPbl MOryT
npocMaTpusaThb ntobble npodunm Ha KoMnbtoTepe. CBeaeHns npoduns
OTNPaBsOTCA B KOpriopauuto MakpocodT TO/IbKO B TOM Clly4yae,
€C/M NoNb30BaTesb BblIOMpaeT MX OTNPaBKy B OKHE COOTBETCTBYHOLLErO
3anpoca KOMMOHeHTa pacno3HasaHusa peun Windows. lMNepea
OTMPaBKON MOXHO MPOCMOTPETb AaHHble oT4yeTa. Ecnm BoibpaHa
OTNpaBKa 3TUX CBeAEHWI, B OTYET ByayT Takke AobaBneHbl AaHHbIE
Mo 3BYKOBOW aganTaumm, KOTOpble MCMOMb30BaIMCh AN aganTaumm K
0COB6EeHHOCTAM peyn nosb3oBaTens.

Mo 3aBepLlueHnn ceaHca 0by4eHNs1 KOMMOHEHT pacno3HaBaHUs peyuun
Windows npeanoXuT oTnpaBuTb AaHHble Npodunsa peun B
Kopnopauuto MankpocodT. Nepen 0TNpaBKoM MOXXHO MPOCMOTPETb
[aHHble oTyeTa. DTN AaHHbIe MOrYT COAepXXaTh 3anucu roaoca
nosb30BaTens BO BpeMs ceaHca obyyeHns, a Takxke apyrue AaHHble
NIMYHOro Npodunsa peyun.

Ucnonb3oBaHue cBegeHum

Pacno3HaBaHune peun Windows ncnonb3yeT cioBa U3 peyeBoro
npoduns ans npeobpa3oBaHMs Balle peyun B TEKCT. MarikpocodT
NCMNONb3YET NINYHbIE peyeBble NPOhWIN ANS YyylleHns NpoAYKTOB U



cnyx6. Kopnopauust MaikpocodT He UCMONb3YeT 3TU CBEAEHNS AN
YCTQHOBJIEHUS! TMYHOCTM NMONb30BATENS, CBA3N C HUM U
HanpaB/ieHNs eMy pekiaMmbl.

Bbi60p u ynpaBsieHune

Mo>XHO BblbpaTb HEOOXOAMMOCTb 3arycka KOMMOHEHTa pacno3HaBaHUs
peun Windows. Npu 3anycke KOMMNOHEHTA pacrno3HaBaHUs peyn
Windows ¢yHKUNS peleH3MpoBaHNS AOKYMEHTOB byaeT BKAKOYEHa Mo
YMON4YaHMio. MOXXHO U3MEHUTb NapaMeTpbl NpoLecca peLeH3npoBaHms
[AOKYMEHTOB Npu NepBoM 3anycke KOMMOHEHTa pacrno3HaBaHWUS peyn
Windows. MOXXHO U3MeHUTb NapaMeTpbl NpoLecca peLeH3npoBaHms
AOKYMEHTOB MK yaanuTb Npodunm peun (a Takxke 60bLyto YacTb
AA@HHbIX PELEH3MPOBaHNS AOKYMEHTOB). [insi 3Toro nepenanTe B
KOMMOHEHT pacrno3HaBaHWS peyn Ha NaHenu ynpasieHus n Bolbepute
NyHKT [lononHuUTeNbHbIE NapaMeTpbl peun. MOXHO Takxe
MCNONb30BaTb NapaMeTp U3MEHEHNS CYLLECTBYIOLLMX C/I0B B C/i0Bape
pacrno3HaBaHusl, 4Tobbl yaanuTb cnosa, AobasneHHble B Npodusib
peun. OgHaKo Npu yaaneHuun JIMYHOro peyesoro Npodwnis cnoBa,
fob6aBneHHble Yepes3 CoBapb peyn, He yaanstoTCs.

MO>XHO yrpaBnsATb UCTOYHUKaMK cbopa hparMeHTOB CI0B BO BpeMs
PELIEH3MPOBaHMS AOKYMEHTOB MyTEM U3MEHEHUSI PACMONOXEHWUNA,
fobasneHHbIX B nHaekc noncka Windows. YTobbl NnpocMOTpeTb, Kakune
pacnonoxeHus nobasneHbl B MHAeKC nomncka Windows, nnm namMeHunTb
nx, BblbepuTe NnapameTpbl MHAEKCMPOBAHMS HA NaHenn ynpasseHust.

B koHUe kaxxaoro ceaHca oby4veHuns byaeT npegocTasneHa
BO3MOXXHOCTb OTMPaBKWN AaHHbIX 06yYEHMSI U MPOYNX CBEAEHWUI
npocuns B Kopnopauuto MainkpocodT. OTNpaBnUTb AaHHbIE MOXHO
TaKXXe Mpu 3anycke KOMMNOHeHTa pacno3HasaHusa pedn Windows. [ns
3TOro LWENKHUTE NPaBoOM KHOMKON Mbiwv MukpodoHn BbibepuTe
nNyHKT MTOMOuYb B y/ly4yLUeHUM pacno3HaBaHusa peydn. B nobom
C/ly4ae MOXXHO NPOCMOTPETb BCe (haii/ibl C AaHHbIMM Nepes OTNPaBKoOM
N OTMEHUTL ee.

K Hayany ctpaHuubl

Mara3uH Windows

Mara3uH Windows no3BonsieT BaM HaxoAuTb U yCTaHaBNMBaTb



MPUNTOXKEHNS HA KOMMbIOTEP, a TaKXKe ynpaBnsaTb UMW, B cneayowmx
paszaenax onncaHo, Kak KOMMOHEHTbI Mara3uHa v NpUnoXeHus,
nosly4aemble yepe3 MarasuH, MOryT NoB/AMSITb Ha BaLly
KOH(MAEHUMANBbHOCTb M KaK 3TUM ynpaBnsiThb.

[punoxeHune n cnyxba Mara3uHa
OnucaHue pyHKUUMU

Mara3uH Windows no3sonseT BaM HaxoAuTb M YCTaHABAUBATb
NPUNOXEHUA Ha KoMMbtoTep. OH TaKXXe OTCNEXUBAET NPUIOXKEHNS
MarasuHa, KoTopble Bbl YCTAHOBUM, YTO6bI Bbl MOMIM MofyYaTb ANS
HUX OOHOBIEHNS W YCTaHaBNMBaTb UX Ha APYrue KOMMbIOTePbI.

Co6paHHble, 06paboTaHHbIe MM NepeAaHHble CBeAeHUus

YTo6bl HAWTK N YCTAHOBUTL NPUNIOXEHNE, BaM HEO6XOANMO BOWTK B
MarasuH c y4eTHoM 3anucbto MankpocodT. Mpu 3ToM MarasuH
nony4YaeT AOCTYN K CBEAEHWNAM B BalleM Npodusie yY4ETHON 3anmncu
MankpocodT, HanpuMep UMEHU, AAPECY SNEKTPOHHOM MOYTbI U
aBaTapy. MarasuH cobupaeT 1 CBsI3bIBAET CrieaytoLme
AOMOSTHUTENbHbIE CBEAEHUS C Balllen YYEeTHON 3anncbio MarasuHa.

e [natexun B MarasunHe. CBeaeHMs O BalLMX NMOKYMNKax, pa3Mepe u
cnocobe onnaTtbl NpU NOKYMNKe NPUIOXEHUIN UM COBEPLLEHNM
MOKYMOK M3 NPUIOXEHU NOCPEACTBOM BalleN yYeTHOWN 3anmcu
MarasuHa.

e YCTaHOBMEHHbIE NPUNOXeHNs. CNNCOK NPUNOXEHWUI,
YCTaHOB/IEHHbIX BaMu M3 MarasuHa, noMT1ka NMMUeH3MpoBaHuUs
KaXkAoro npuioxeHus (MOCTOSIHHAs MUEH3MA UK NpobHas
BEPCUS C OFPaHMYEHHBIM CPOKOM) U CMMCOK MOKYMOK,
COBEPLUEHHbIX MOCPEACTBOM YUYETHOM 3anncu MarasvHa B paMkax
KaXkZoro npunoxeHusl. Kpome xpaHeHust STUX CBeAeHU B
MHTepHeTe BMeCTe C Balliel YY4ETHOM 3anncbio MarasuHa,
MarasvH XpaHUT CBEAEHMS O JINLEH3MSIX KaXXA0ro NpUIoXKeHUs
Ha BalLEM KOMMblOTEpe. DTU CBeAEHUS MAEHTUDULMPYIOT Bac B
KayecTBe Bflajenbla JIMLEH3MMN.

e KoMnbtoTepbl, Ha KOTOPbIX YCTAHOBIEHbI MPUSIOXEHNS.
Mpon3BoanTENb, MOAENb M UMS KaXXA0ro KOMMbiOTEpPa, Ha
KOTOPOM Bbl YCTaHaB/IMBAETE NPUIIOXKEHNS, @ TakKe HOMEP,
YHUKaNbHO MAEHTUMULMPYIOLLNIA KOMMBIOTEP. DTOT HOMEP



CO3JaeTCs Ha OCHOBaHUKM KOHUrypauumn obopyaoBaHuUs
KOMMbIOTEPA M HE COAEPXMUT HUKAKUX CBEAEHWUI O Bac.

e OUEHKK, OT3bIBbI U OTYETHI 06 owmMbkax. Mocne ycTaHOBKM
MPUNIOXEHNS Bbl MOXETE HANMCaTb OT3bIB UN NOCTaBUTb OLIEHKY
npunoxeHuto B MarasnHe. Balwa yyeTHas 3anmcb MankpocodT
CBsI3aHa C 3TUMM oLeHKaMn. Ecnin Bbl HanuLLEeTE OT3bIB, UMS U
aBaTap Ballel yyeTHou 3anucu MankpocodT 6yayT
ony6/MKoBaHbl BMECTE C BalUMM OT3bIBOM.

o [lapameTpbl MarasuHa. lapaMeTpbl, yCTaHaBIMBaeMble AN
MpOCMOTpa NPWIOXEHUA B MarasuHe: HanpuMmep, cneayet nu
oTObpaxaTb TOMbKO NPUNOXKEHUS, AOCTYMNHbIE HA POAHOM S3bIKE.

Bbl MOXKeTe XpaHUTb CBEAEHMSI O CBOMX MaTexax, HanpuMep Homep
KpeauTHOWM KapTbl, B YYeTHOM 3anncu MarasuHa. B uensix
6e30MacHOCTV 3TN CBeeHUsI NepeaatoTcs Yepes npoTokon SSL, v Bce
uMdpbl HOMepa Ballel KpeaUTHOWN KapTbl, KPOME NOCNEAHMX YETbIPEX,
XpaHATCs B 3alMdpoBaHHOM BUAE.

MarasvH cobrpaeT HeKoTopble cBeaeHns o Bawen konum Windows,
4yTObbl ONpeaennTb, bbi1a N1 OHa KyrnjeHa B PO3HUYHOM MarasuHe,
SIBNSIETCS NI OHa NPO6HOM BEpCUEN, BKIIKOUYEHA N1 B NPOrpaMmMy
KOpNopaTUBHOIO IMLIEH3MPOBaHMS UK Bblna NpeayCcTaHOBNEHA
npou3BoAUTENEM KOMMNbIOTEPA. [py NEPBOM MOAKIOYEHNM K
Mara3uHy CriMcoK BCEX MPUIIOXKEHWI, NPeayCTaHOBEHHbIX Ha BalLeM
KOMMbOTEpe, OTNpaBnsieTcs B MarasuH, KOTOPbIV 3aTEM CBA3bIBAET
NMLIEH3MWN 3TUX NPUTOXKEHUI C BalLEW YYETHOM 3anucbto MarasuHa.

B xoae NpocMOTPOB M MCNONb30BaHMS NPUIOXeEHU MarasuHa
Koprnopauus MaikpocodT cobupaeT onpeaeneHHble CBeAEHUS,
KOTOpbIE MOMOratoT JlyyLle MOHSATb CXeMbl U TEHAEHUNN
MCNO/Mb30BaHNA — aHaNOrMYHO TOMY, Kak MHOrne Beb-canTbl
aHaNM3MPYIOT AaHHbIE O MOCELLEHNAX CBOMX NOSIb30BATENEN.

Ucnonb3oBaHue cBegeHuu

MaiikpocodT MCMoMb3yeT BallM KOHTAKTHbIE AaHHbIE AN1S OTMNpPaBKy
3/1EKTPOHHBIX COOBLLIEHMIN, HEOBXOAUMBIX ANSt NPeAOCTaBNEHNS YCIyr
MarasuHa, HanpuMep yBEAOM/IEHUIA O KYMEHHbIX NMPUNOXEHUSX.
Balun nnatexHble CBEAEHMS UCNOMb3YIOTCS, YTOObI Bbl MOMN
coBepLaTb MOKynku. Ecnun Bbl pelumnm coxpaHUTb 3TN CBEAEHUS, BaM



He NpUAETCS BBOAUTb UX KaxkablM pa3. MankpocodT nucrnonb3yet
CBEAEHUsI O BalUMX NOKyMnKax Aans obecrneyeHuns pabotbl MarasuHa u
NpeaocTaBieHnst NOAAEPXKKN.

Mara3uH OTCNIEXUBAET BCE YCTAHOB/IEHHbIE BaMM NPUNIOXEHMSL. Bbl
MOXETE UCNO/b30BaTh MarasuH, 4Tobbl ynpaBnsaTh CIMCKOM
YCTPOMCTB, Ha KOTOPbIE Bbl YCTAHOBUIM MPUIOXEHUS, @ ciyxba
NoAAEPXKKN TaKXXEe NMOMOXET BaM YNpaBnsiTb STUMU CBEAEHUSIMU.
Mocne yCTaHOBKM NPUIOXEHWUS Bbl BCEra CMOXETE YBUAETL €ro B
XKypHase rnokyrnok B MarasuHe, Aaxe ecnu pewmTe yaanuTb ero.
MarasuH TakXxe MCNosb3yeT 3TOT CMMUCOK, YTOObI MPUMEHUTb Npeaen
KONIMYECTBa KOMMbIOTEPOB, Ha KOTOpPbLIE Bbl MOXETE YCTaHOBUTb
MPUSIOXEHMS, KaK ONMCaHO B YCNOBUAX UCMOIb30BaHNS MarasuHa
Windows. Korga Bbl MULLETE OT3bIB O NPUSIOXEHMM, UM U aBaTap,
CBsI3aHHble C Ballen yyeTHou 3anucbto Windows, nybnukytotcs B
MarasuHe psiaoM C 0T3bIBOM. Ecnn Bbl coobllaeTe o npobneme ¢
MPUNOXEHMEM, AOCTYN K OTYETY O NpobieMe NpeaoCcTaBnsieTCs
npeacTaBuTensm MarasuHa Ans oueHKM NpobneMbl U NPUHATUS
HeobxoamMMbIx Mep. OHM MOTYT UCMONb30BaTb Balle UMS U aapec
3NIEKTPOHHON MOYTHI, CBSI3aHHbIE C BaLEW YYETHOW 3anuncbHo
MarasuHa, 4Tobbl CBSi3aTbCS C BaMKU B Cllydae HeobxoanMOoCTH nocne
NPOCMOTPa OT3blBa.

Mpn HaNUuYUM 06HOBNEHUI NSt YCTAHOBMIEHHBLIX BAMU MPUSIOXEHUI B
MarasuHe oTobpa)kaeTcs yBeIOM/IEHME, a Ha NAnTKe MarasuHa Bbl
YBUAMUTE KOJIMYECTBO AOCTYMHbIX 0OHOBNEHMIA. Bbl MOXeTE
MPOCMOTPETb CMUCOK AOCTYMHbIX 0OHOBMEHWI 1 BblIOpaThb Te, KOTOpbIE
XOTWUTE YCTaHOBUTb. B oTnnume ot npeabiaywmnx Bepcum,
06HOB/EHHbIE NPUTOXEHNS MOTYT UCMOSIb30BaThb APYrMe BO3MOXHOCTM
Windows, 6narogaps 4emMy OHM MOryT NOAYYMTb AOCTYN K APYrUM
pecypcaM Ballero komnbtoTepa. OBHOBMEHHBIN CMIMCOK BO3MOXHOCTEN
MOXHO HaWTK Ha CTpaHuuax "OnucaHne NpunoXeHus", CCbifIKM Ha
KOTOpble pa3MeLleHbl Ha CTPaHMLE CO CMIMCKOM AOCTYMHbIX
06HOBNEHWUM.

MarasuH Ucnonb3yeT cBeAeHus, cobpaHHbIE O Ballen BEPCUM
Windows, 4tobbl onpeaenntb, kak Windows 6bina ycTtaHoB/eHa Ha
BalleM KoMnbtoTepe (Hanpumep, bbina M oHa NpeayCcTaHOBEHA
npounsBoaAnTENEM KOMMbIOTEpa). DTU cBeAeHUs N03BONSAT MarasnHy
AaTb BaM BO3MOXXHOCTb OLIEHMBATb MPUIOXEHUS, NPEAOCTAB/IEHHbIE



3TUM NPON3BOAUTENEM UCKITIOYMUTENBHO A1 CBOMX KITMEHTOB. OHWM
TAKXXE UCMONb3YylTCA, YTOBbI NpeaocTaBuTb MaikpocodT
nHdopMaumio o wabnoHax ncnonb3osaHns Windows (M B HEKOTOpPbIX
Cny4yasix — CTaTUCTUYECKME AaHHble MPOU3BOAUTENIO).

MaiikpocodT UCMONb3YET HEKOTOPbIE CTAaTUCTUYECKME AaHHbIE O
MOKYMKE 1 UCMOMb30BaHWUMN NPUNIOXKEHWUIA, YTOBbI Y3HaTb, Kak noau
MCNonb3yoT MarasuH (HanpuMep, Kak nosnb3oBaTeny HaxoasaT
NPUNOXEHUS, KOTOPbIE YCTAHABNMBAIOT). MakpocohT MOXeT
AENUTBCS HEKOTOPbLIMU M3 TakUX CTAaTUCTUYECKMX AaHHbIX C
pa3paboTunkamMmn NpuNoXeHni. MamkpocodT He NpefoCTaBNsSET
pa3paboTunkaM NPUIOXKEHUIA BalLM NTMYHbIE CBeAeHMs. MaiikpocodT
MCrosnb3yeT cobpaHHble MarasuHOM AaHHbIE O NPOCMOTPE U
MCMOSIb30BaHMM, YTOObI Nyyllie NOHSATb, KaK N0AN UCMONb3YHOT
MarasvH, 1 yCOBEpPLUEHCTBOBATb E€r0 KOMMOHEHTbI 1 CNYXO6bI.

Bbi6op u ynpasneHue

Ecnu Bbl pelumnm ncnonb3oBaTb Mara3uH, CBeA€HNS, ONMUCAHHbIE B
3TOM pa3gene, OTNPaBAstoTCca B MakpocodT ONMCaHHbIM Bbille
obpazom.

Ecnu Bbl XoTUTE yAanuTb onyb6NMKOBaHHbIN OT3bIB O NPUTOXEHWH,
nepenanTe Ha CTPaHULY OMNMCaHUSA NPUIOXEHNUS B MarasuHe,
BblbepUTE pelakTMPOBaHME OT3bIBa W yAaNMUTe BECh TEKCT.

ABTOMaTU4yeckne obHoBNneHus I'IpVIJ'IO)KGHVIVI
OnucaHue pyHKUUMU

DTOT KOMMOHEHT NPOBEPSET HaNMUMe 06HOBNEHNA MPUNOXKEHUN
Mara3uHa Windows, 3arpy>aeT 1 yCTaHaBMBaET UX, YTOObI Bbl
MoMb30Ba/IMCb CaMbIMW MOCNEAHNMU BEPCUSAMU MPUIOXKEHUN.
O6HOBNEHUSI MPUNOXXEHUA MOTYT BKOYaTb OOHOBNEHMS], CBSI3@HHbIE C
6e30nNacHOCTbIO MW NPON3BOAUTENBHOCTBLIO, @ TaKXXE HOBblE (DYHKLNK
WK COAEPXMMOE. B oTnnumne oT npeapiayLumx Bepcuii, 06HOBMEHHbIE
NPUIOXEHUS MOTYT MCMOIb30BaTb Apyrme Bo3MoXHocTn Windows,
6narogapsi YeMy OHM MOTYT MOJYYUTb AOCTYN K APYrMM pecypcam
BalLero kKomnbtoTepa. [JonofHUTENbHbIE CBEAEHUS 06 N3MEHEHUM
BO3MOXHOCTEW CM. Ha CTpaHMLE ONUCaHUsi NPUIOXEHUSI B MarasmHe
Windows.

Co6paHHble, 06paboTaHHble UM NepefaHHble cCBeAeHUs



YT106bI 06ECNEUMTb aBTOMaTM4Yeckoe obHoBNeHne, MarasuH
OTNpaBnsieT B MankpocodT cneayolme CBeaeHns:

e CIUNCOK BCEX I'IpVIJ'IO)KGHVIVI, YCTaAHOB/IEHHbIX U3 Mara3nHa BCeEMU
NnoJsib30BaTeENAMN Ha BalUEM KOMIMbIOTEPE,

e CBEAEHNA O NIMLIEH3NN KaXXA0ro NpuUIo>KeHU,

e cBeaeHus 06 ycrnelHbIX onepaumsix, cbosix n ownbkax,
BO3HMKAIOLMX NpK 0OHOBIEHUM NPUIOXEHUA 13 MarasnHa;

e rnob6anbHbI YHUKaNbHbIN naeHtudmkatop (GUID) — cnyyaiiHoe
4YNCNO, He coaepXKallee HUKAKNX NepCoHasnbHbIX AAaHHbIX;

e HauMmeHoBaHwue BIOS, HoMep u gaTy pepakumu;

e OCHOBHbIE CBE/IEHMSA O BAlLEM KOMMbIOTEPE, TaKNe Kak
Npou3BOAUTENb U MOAENb, @ Takxe Bbinyck Windows, KoTopbliit
Bbl UCMOJIb3YETE.

Ucnonb3oBaHue cBeaeHun

3TW cBeAeHUs NCNONb3YITCA ANS NpeaoCTaBeHns yCiyru
obHoBNeHus. KpoMe TOro, AaHHbIE UCNOb3yoTca ans cbopa
CTaTUCTUKK, NO3BOJISIIOLLENA aHANM3NPOBaTb TEHAEHUNN U
COBEpLUEHCTBOBATb NPOAYKTbI U YCIyri, NpeaocTaBnsieMble
MawmkpocodT. Koprnopauusi MankpocodT HEe UCNONb3YET 3TN CBEAEHNS
ANS YCTAHOBNEHUS IMYHOCTM MOJSIb30BaTeNsl, CBA3M C HUM UK
Hanpas/ieHMs eMy peksiambl.

Bbi60p u ynpaBneHue

Ecnv npu yctaHoBke Windows Bbl Bblbpanu CTaHAapTHblE NapaMeTpbl,
MarasnH Windows 6yaeT aBToMaTU4eckn NpoBepsiTb Hanndmne
0OHOBNEHWI, 3arpyaTb U yCTaHABNMBaTb UX, AAXe eCnu Bbl BbIMAETE
13 Mara3suHa Windows. Ecnu Bbl OTKNIOUMTE aBTOMATUYECKOE
0B6HOBNEHME MPUSIOXEHUI, TO CMOXKETE BblbMpaTh, YCTaHaBIMBaTb
obHOBMIEHME NPUNOXEHMS UK HET, Npy Bxoae B MarasuH Windows.

ANns OTKNOUYEHNS aBTOMATUUYECKOrO OBHOBIEHMSI MPUNOXEHMI
caenanite cneaytoulee.

1. OtkpownTte MarasmH Windows.



2. MpoKpyTUTE OT MNPABOro Kpasi 3KpaHa U KOCHUTECh MYyHKTa
MapaMeTpbl, 1 YNpaBasiTb UMU.

Ecnu Bbl MICNONb3YETE Mbilb, HABEAMTE YKa3aTe/lb Ha NpaBbIi
HUXXHMI yron akpaHa n Haxmnte MapameTpbl, 1 ynpasnsiTb
UMW,

3. Bbibepnte O6HOBNIEHUA NPUIOKEHUHN, 1 YNPaBISTb UMU.

4. Bblbepute ABTOMaTU4YECKN OGHOBNISATD MOM NPUJIOXKEHUS |,
4TOObI OTK/IIOUNTb aBTOMATUYECKOE OOHOBNEHNE NPUNOXKEHWN.

YTo6bl y3HaTb O BO3MOXXHOCTSIX CAMOM HOBOM BEPCUMN MPUSIOXEHMS U
faTe ero nocnegHero obHOBNEHUS, NOCETUTE CTPAHMLLY ONMCaHUS
npunoxeHus B MarasuHe Windows.

Pa3pelleHns ang npunoXxeHnn MarasuHa
OnucaHue pyHKUMMU

MHoOrne NpunNoXXeHns, KOTopble Bbl yCTaHaBNnBaeTe U3 MarasuHa
Windows, co3aaHbl, YTObbl NpeaoCTaBUTb BaM BO3MOXHOCTb
Nosb30BaTbCA BCEMW NpenMyLLecTBaMm 0bopyaoBaHus U
nporpaMMHOro obecreyeHusi, yCTaHOBIEHHOMO Ha KOMMbOTEpe.
Hanpumep, npunoxenuto ana dotorpacdumit noHagobutcs
NCNoNb30BaTh Bawy Beb-kaMepy, a NyTeBOAUTENIO MO pecTopaHaMm —
3HaTb Balle MECTOHaxX0XAeHWNe, YTobbl MOPEKOMEHAOBATL bBmxanLme
pecTopaHbl.

Co6paHHble, 06paboTaHHble UIM NepefaHHble cCBeAeHUs

Hwxe npuBeaeH CNMCOK KOMMOHEHTOB, 06 ncnonb3oBaHUK KOTOpPbIX
[AOMKHbI coobwaTb NPUNOXeHn4.

¢ Bawe noagkntoyeHue K NIHTepHeTy. 103BONSET NPUNOXKEHNIO
noakno4aTbca K MHTepHeTy.

e Bxogsiwme nogkntouveHuns Yepes bpaHamayap. MNossonser
NPUIOXEHUAM OTMPaBNATb CBEAEHMS HA Ball KOMMbIOTEP U
nony4yatb MX Yyepes bpaHamayap.

e [loMawHsas unn paboyast ceTb. MN03BOASET NPUIOXKEHMUIO
nepefasaTb CBEAEHMA MeXAY BallvMM U APYrMMU KOMMbIOTEPaMu
OZHOM CeTw.



Balum 6ubnmoTekn n3obpaxkeHnin, BUAeo3anucen, My3blikiu Unm
AOKYMEHTOB. [103BOMISIET NPUNOXKEHNSM MONyYaTb AOCTYn,
N3MEHSITb UNW YaAAnsATb haiinibl B Bawmx 6ubnnortekax. 31o
noapasymeBaeT AOCTYN K Nt06bIM AONONHUTENbHBIM AaHHbIM,
BK/IIOYEHHbBIM B 3TV (haiisibl, HAaNpUMep CBEAEHMSIM O
MeCTOHaxoxaeHun ansa dotorpadun.

CbeMHble HocuTenu. MNo3BonseT NpPUIoXKEeHUIO NoNyYaTb AOCTYN,
A06aBNATb, U3MEHSATL MW YAANATb aisbl Ha BHELLHEM
XKECTKOM aucke, USB-ycTponctee dnaww-namaTv unm
NMEepPEHOCHOM YCTPOWCTBE.

Baww yyeTHble gaHHble Windows. Mo3BoNsSeT NPUAOXKEHUIO
NCMosIb30BaTh BalLM YYETHbIE AaHHbIE A/ MPOBEPKMU
MOAJIMHHOCTM M NPeAoCTaBEHUs AOCTYNa K KOPropaT1BHON
WHTpaceTMw.

CepTuduKaTbl, XPaHSLLMECS HA BaLIEM KOMMbIOTEpE UK
cMapT-KapTe. [03BoNSeT NPUIOXEHNSAM UCMOSb30BaTb
cepTudmKaTbl ans 6€30nacHOro NOAKYEHMS K TaKNM
opraHu3auusM, kak 6aHKu, rocyapCTBEHHbIE YUPEXAEHUS NN
Baw pabotoaatens.

OB6MeH TEKCTOBbIMU COODLLEHMSIMM Ha BalEM KOMMbIOTEPE.
Mo3BONSET NPUIOXEHUIO OTNPABASATL U NOMyYaTh TEKCTOBbLIE
coobLueHus.

Bawwn Beb-kamepa 1 MMKpPoOH. MNo3BoNSET NPUNOXKEHUAM
Mony4aTb CHUMKM M 3anncbiBaTb 3BYKOBbIE U BUAeOdansbI.

Bawe pacnonoxeHue. MNo3BoAseT NPUIOXKEHUIO ONpeaensiTb
BaLLe NpubIM3nTenbHOE MeCTOHaxoXaeHne C NOMOLLbIO
GPS-paTumnka unm ceteBov MHdOpMaLUK.

KomnoHeHT NFC Bawero koMnbtoTepa. [103BoNsSET NPUNOXKEHNIO
MOAKIIOYATLCA K APYrMM HaxoAAaWmMMCA nobnmn3ocTu
YCTPOWMCTBaM, Ha KOTOPbIX paboTaeT TaKoe Xe NpUIoXeHme.

Balun nepeHocHble ycTponcTBa. 103BONSET NPUNIOXKEHUIO
YCTaHaBMBATb CBSA3b C TaKMMW YCTPONCTBaMM, Kak MOBUNbHbI
TenedoH, uMdpoBas kKamMepa UM NEPEHOCHON My3blKanbHbIN
npourpbiBaTesb.



e Bawwu cBeaeHus Ha NepeHOCHOM ycTpouncTBe. Mo3BonsieT
NPUNIOXEHUIO NOMYYaTb AOCTYN, A06ABNATb, U3MEHSTb UK
yOansaTb KOHTaKTbI, KaneHaapw, 3agayn, 3aMeTKu1, COCTosiHuE
WY MeNoaMM 3BOHKA Ha BalleM MEePEeHOCHOM YCTPOWCTBE.

e Balla yyeTHas 3anuncb A1 nosib30BaHUs MOBUTLHOM
LLIMPOKOMOSIOCHOM CeTbio. MM03BONSET NPUNOXKEHUIO YNPaBNSTh
BalLei YYETHOM 3anmnCbio AN MoSIb30BaHUS MOBUNBHOM
LLIMPOKOMOJIOCHOM CETbIO.

KOMMNOHEHTbI, UCMOMb3yeMble NPUIOXKEHNEM, NEPEYMCEHbl Ha
CTpaHuLe onucaHms NpunoXeHus. MNpu yctaHOBKE MPUNOXeHUs
Windows paspeluaeT eMy UCrnonb30BaTb 3T KOMMOHEHTHI, 3a
UCKJTIOYEHUEM CBEAEHU O MECTOHAXOXAEHWUM, TEKCTOBbLIX COOBLLEHMN,
BeH-kamepbl 1 MUKPOGOHA, KOTOpbIE CYNTAKOTCS OCOBEHHO BaXXHbIMU
Aans obecneyeHns KOHpUAeHUMaNbHOCTU. Koraa npunoxexHme
BrepBble 3anpallnBaeT AOCTYN K OAHOMY U3 TaKMX KOMMOHEHTOB,
Windows BbIBOAWT 3anpocC, XOTUTE NN Bbl Pa3peLLnTb NPUNOXKEHNIO
MCNONb30BaTb KOMMOHEHT. Bbl MOXETe N3MEHUTb CBOE peLleHne 06
MCMosib30BaHNM B N1t060M MOMEHT.

KpoMe onucaHHbIX BbllE pa3peLlleHnini, eCin NPUIoXKeHNE
3anpallnBaEeT CBEAEHNS C YCTPOWUCTBA, KOTOPOE XpaHUT MHMOpMaLmIo
0 Bac 1 BaweM noseaeHun, Windows BbIBOANUT 3anpoc, XOTUTE Nn Bbl
pa3peLmnTb NPUIOXKEHUIO UCMOSb30BaTb Takne ceeaeHuns. Hanpumep,
€C/IN Bbl NOAK/I0YAETE CMOPTUBHOE YCTPOMCTBO, KOTOPOE
OTCNeXMBAET Balle MecToHaxoxaeHne, Windows BbiBeaeT 3anpoc,
XOTUTE /1 Bbl PA3peLUNTb MPUOXEHMIO AOCTYMN K 3TUM CBEAEHMUSAM.

Ucnonb3oBaHue cBefeHun

Micnonb3oBaHWe NpUIoXeHNEM 3TUX KOMMOHEHTOB onpeaensieTcs
npasunnamMmm KoHdnaeHUNanbHOCTK ero paspaboTtunka. Ecnm
NpUNOXeHWe NUCMOoNb3yeT OAMH U3 ONUCAHHBIX Bbile
KOH(MAEHUMANbHBIX KOMNOHEHTOB, Ha CTPaHWULIE ONMCaHKSA
NpunoXxeHns B MarasuHe Bbl HanMaeTe CCbUIKY Ha 3asiBNiEHME O
KOHMUAEHUNANBHOCTU M3aaTens NpunoXXeHNs.

Bbi6op 1 ynpaBneHue

Mepen ycTaHOBKOW MPUIOXEHMSI Bbl MOXETE NOCMOTPETL B MarasuHe,



KaKune KOMMOHeHTbI OHO mcnonb3yeT. Windows BbliBeaeT 3anpoc,
XOTUTE N1 Bbl pa3pewunTb UK 3anpeTuTb AOCTYN K Hanbonee
KOH(MAEHUMANBHBIM U3 3TUX KOMMNOHEHTOB — CBEAEHUSIM O
pacrnonoXeHumn, TEKCTOBbIM Co0bLLeHnsM, Beb-kamepe U
MUKPOOHY, — Mpexae YeM Kaxaoe rnpuioXKeHne CMoXxeT
NCNosb30BaTb UX BrepBbIe.

B HMXXHEW YacTn NeBoro cTonbua Ha CTPaHMLE ONMUCAHUS MPUTOXKEHMS
B MarasuHe Windows Bbl HalAeTe COKpaLLEHHbIN CMMCOK
KOMMOHEHTOB, UCMOJb3yeMbIX NPUNOXEHNEM. MOMHbIA CMIMCOK MOXHO
HalTK Ha cTpaHuue "MoapobHocTn" onmcaHns npunoxenus. Mocne
YCTaHOBKW MPUSIOXEHMS Bbl B 1060 MOMEHT CMOXETE NPOCMOTPETb
MOJHBIA CMINCOK UCMOJIb3YEMbIX KOMMOHEHTOB, a TakXe
KOHTPONMPOBaTb AOCTYN NPUIOXKEHUS K CaMblM KOHMDMAEHUNATbHBIM
U3 HUX. NS 3TOro 3anycTuTe NpunoXeHue, oTkponte NMapamMeTpbiv
Pa3spelueHus, 1 yrnpaBnsitb UMW.

[lepcoHann3npoBaHHbIA NOUCK B Mara3uHe u

pEKOMeHAaLMS NPUNOXKEHNN
OnucaHue pyHKUMMU

Korga Bbl npocMaTpuBaeTe Win uweTe npunoxeHus B MarasumHe
Windows, MankpocodT npefocTaBnseT pekoMeHaAaUumM 1 pesynbTaThl
noucka, 4tobbl MOMOYb BaM HanUTW Hanbonee noaxoaswme
NPUIOXEHUS.

Co6paHHble, 06paboTaHHble UK NepeaaHHble cBeAeHus

YT106bI YNY4LWINTL pe3ynbTaThl Nomcka, MarasnH Windows otnpasnsieT
B MalkpocodT cBeAeHMs O BalleM B3aMMOAeNCTBUM ¢ MarasuHom,
BKJTKOYAs laHHble O TOM, YTO Bbl UCKaIN U Kakue pe3ysbTaThl
Bblbpanu. Kpome Toro, MarasmH Windows otnpasnsieT
MAEHTUMKATOP, CBS3aHHbIM C Ballen YY4ETHON 3anuncblo MankpocodT,
4TO6bI NPeaoCTaBUTb NEePCOHANIN3NPOBaHHbIE pe3y ibTaTbl MOMCKA Ha
OCHOBaHWM BaLLEro B3anMOAENUCTBUS € Bing n apyrumm npoayktamm u
cny>x6ammn MaikpocodT. Bbl MOXXETE 0TKa3aTbCs OT MOJSTyYEHUS
NepCcoHaNN3NPOBaHHbIX Pe3ynbTaToB, B 3TOM C/lyvae naeHTudunkatop
OTNpaBnATbCs He byaerT.

Mcnonb3oBaHue cBegeHUi

MarasuH Mcnonb3yeT UAEHTUGhUKATOP, CBSA3aHHbIN C Ballen y4eTHOM



3anucbto MarikpocodT, Ansi NPeaoCTaBNEHUSI NEPCOHANIN3MPOBAHHbIX
pe3ynbTaToB NMOWCKAa M PEKOMEHAALIMIN HAa OCHOBaHUW BaLLErO
B3aMMOAENCTBMSA C MarasuHoM W ApYrMu NpoAyKTaMu u cyx6tamu
MankpocodT, Takumm Kak Bing n MarasunH Windows Phone. Cioaa
OTHOCSITCS CBeAEHMS! O KyMNJIEHHbIX BaMW MPUIOXKEHUSIX, CBEAEHMS
Npoduns, ykasaHHbIE B BalLEN YY4ETHOM 3annucu MankpocodT, a Takxe
BaLUW OLEHKWN N OT3bIBbl O NPUIOXeHUsX. KpoMe Toro, 3T CBeaeHus
NCNONb3YIKOTCA AN NepcoHann3aunmn Apyrmux NpoAyKTOB U CIyx6
Maikpocodr.

Bbi60op 1 ynpaBneHue

Ecnu Bbl Bxoaute B Windows ¢ y4eTHoM 3anuncbio MankpocodT,
nepcoHann3npoBaHHbIe pe3ynbTaThl U pekoMeHaaumn MarasuHa
Windows BKtOYEHbI MO YMOMYaHUIO. Bbl MOXeETEe OTKIOUNTD
nepcoHanu3npoBaHHbIE pe3ynbTaTbl U peKOMeHAaunn B pasgene
Hacrpoiikun napameTpoB MarasuHa.

OtnpaBka URL-aapecoB Beb-conep>xnmoro,
KOTOpOE UCMONb3YIOT NMPUIOXKEHUS, YTOOBI

ynyqywunTtb Mara3mH Windows
OnucaHue pyHKUMMU

HekoTopble npuno)xeHus n3 MarasvHa noxoxu Ha Be6-cavTbl U MOryT
noasepraTb Ball KOMMbIOTEP PUCKY MPOHUKHOBEHWUS NOTEHLMANbHO
OMacHOro nporpaMMHoro obecrneyeHnsi, HanpMMep BPeAOHOCHbIX
nporpaMM. Ecnun aTOT KOMMOHEHT BKJ/IOYEH, OH COBMpaeT cBeaeHus o
BeH-coaep>XMMOM, UCNONb3YEMOM TaKUMWN MPUNOXEHUAMUN, YTODbI
rnoMoyb MankpocodT AMarHOCTUPOBaTh NOTEHLMANIBHO ONacHoe
noseaeHue. Hanpumep, Takue ceeaeHnst MoryT NOCAYXUTb
MaikpocodT OCHOBaHWEM ANt UCKTIOUYEHNS NMPUNOXEHNS U3
MarasuHa.

Co6paHHble, 06paboTaHHble UIM NepeaaHHble cBeAeHUs

Ecnu BbibpaHa oTrnpaBka CBeAeHMI 0 BEH-COAEPIKMMOM,
MCMOJSIb3YEMOM MPUOXEHNAMU, TO Koprnopauus MarikpocodT
cobupaeT aaHHble 06 URL-agpecax u TMnax COAEPXMMOro, K KOTOPbIM
obpallaloTcs NpUNoXKEHUs BO BpEMS UCMOSIb30BaHUSL. 3TO NoMoraeT
BbISIBUTb NMPWUIOXKEHMS, KOTOPbIE NONTYYalOT COAEPXKMNMOE C
BPEAOHOCHbIX MK Hebe3onacHbIX BE6-caToB. B oTUETHI,



OTNpaBsiEMble B KOPropaumio MaikpocodT, BK/IHOYAOTCS UMSI UK
naeHTuduKaTop npunoxenus, nonHole URL-agpeca, K KOTOpbIM
obpalLaeTcsa npunoxenue, n URL-agpeca, KOTOpble YKa3biBatoT
pacrnonoxeHue nboro coaepxxunmoro JavaScript, K KOTOpoMy
obpalLaeTca npunoxexue. Windows co3gaeTt 4unciio, KoTopoe
Ha3blBaeTcs rnobanbHbIM YHUKaNbHbIM naeHTumkatopom (GUID), u ¢
Ka)kAblM OTYETOM OTMNPaB/SET €ro B kopnopauuto MankpocodT. GUID
NoO3BONISIET ONpeaenunTb, Kakme AaHHble OTNPaBAs/IMCb C TOro nnm
WMHOro KoMnbtoTepa B pa3sHoe BpeMs. GUID He coaep>XnUT HUKAKKX
nepcoHanbHbIX AaHHbIX U HE UCMOMb3YETCS ANS YCTaHOBIEHMS
JIMYHOCTM NONb30BaTesNsl.

YT06bl 06ecneuntb cobnogeHne KoHbUAEHUNANLHOCTN, MHOPMaLUnS,
oTnpaensieMas B Kopnopauuto MankpocodT, wudpyetcs. MNpu 3ToM
MOryT nepeaaBaTbCs AaHHbIE, CBSI3aHHbIE C BE6-CTpaHMLUEN, K KOTOPOU
obpallaeTca NpuoXeHue, Takue Kak yCnoBus Noucka Uian AaHHble,
BBEeAEHHbIE B MPUIOXEHUSIX. HanpruMep, ecniv B CnoBape BbIMOSHAETCS
MOMCK C/TI0Ba, TO OHO MOXXET BKJIOYATHCS B AaHHblE, OTMNPaBsiEMbIE B
Koprnopauuto MankpocodT, B COCTaBe NOMHOro agpeca, No KOTOpoMy
obpalLaetca npunoxenHue. Kopnopaumsi MaikpocodT punsTpyeT
CTPOKW afipecoB, Mo BO3MOXXHOCTW yAANAs NINYHbIE CBEAEHWS.

Ucnonb3oBaHue cBefeHun

Kopnopauus MaiikpocodT nepuognyeckn NpoBepsieT OTNpPaBieHHbIe
cBefeHus, YTobbl 06HapPYXXUTb NPUOXKEHWS, KOTOPble MOryT
B3aMMOAENCTBOBATb C HE6e30MacHbIM BEG-COAEPXKMMBIM, TakUM Kak
BPeAOHOCHbIE aapeca Uiu CUueHapun. OTU CBeeHUs Mo3BONAI0T
NMPUHMMaTb Mepbl NPOTMB BPEAOHOCHbLIX NPUNOXeHUA. B agpeca
Be6-coaep>XMMOro MoryT C/ly4anHO rnonagatb NepCcoHasbHbIE AAHHbIE,
HO OHW He ByAyT MCNONb30BaTLCA AN151 YCTAHOBEHUS IMYHOCTH
nosib3oBaTens, CBA3N C HAM UNKN HanpasneHnsa emy peknambl. GUID
NO3BOJISAET OLIEHUTb, HAaCKOSIbKO pacrnpoCTpPaHeHbl Noyyaemble
OT3bIBbl M KaKoW UM CrielyeT Ha3HauuTb npuoputet. Hanpumep, no
GUID MOXHO OTNIMUYUTb CUTYaLMO, B KOTOPOM OAHO OMacHoOe AeNCTBUe
BbinonHgeTca 100 pa3 Ha O4HOM KOMMbIOTEpPE, OT CUTyauuu, rae 3To
XXe AeNCTBME BbINOSHAETCA oanH pa3 Ha 100 pa3HbIX KOMMbOTEPAX.

Bbi60p u ynpaBneHue

Ecnu npu yctaHoBke Windows BblibpaHbl CTaHAAPTHbIE MApaMeTpsbl, TO



Windows oTnpaBnsieT cBeaeHns o Beb-coaep>XMmMoMm, UCrosb3yeMoMm
npunoXxeHusaMm MarasuHa Ha JavaScript. Ecnu BbibpaHa HacTpoika
napameTpoB, TO A5 YNpaB/eHNs 3TUM rnapaMeTpoM MOXKHO
yCTaHoBUTb naxok Ucnonb3oBatb Be6-Cinyx6b1 SmartScreen
ANA 3alWKUTbl OT CKa4YMBaHUSA BPEAOHOCHbIX (pausIoB M OT
BPEeAOHOCHOI0o COAEepPXXMMOro Ha canuTax, 3arpy)aembix
npunoxxeHnsamm MarasmHa Windows u 6paysepom

Internet Explorer B pasgene Momornte MankpocodT ynyulinTb
NPOAYKTbI U CNyX6bl. [Tocne yCTaHOBKM Bbl MOXKETE U3MEHUTb 3TOT
napaMeTp B pa3gene KoHdunaeHUManbHOCTb NapaMeTpoB
KoMMbtoTepa.

K Havany ctpaHuubl

Cnyx6a BpemeHn Windows

OnucaHue PyHKUMH

Cny»x6a BpemeHn Windows aBTOMaTUYECKM CUHXPOHU3UPYET BPEMS Ha
KOMMNbIOTEPE C CEPBEPOM BPEMEHW B CETW.

Co6paHHble, 06paboTaHHbIe MM NepeAaHHble CBeAeHus

Cnyxx6a noakn4yaeTcs K cepBepy BpeMeHu yepe3 MHTepHeT unan no
NOKaSIbHOM CETW C NOMOLLbIO CTaHAAPTHOMO OTPAC/IEBOro NPOTOKONA
NTP. No ymMonyaHuio 3Ta cnyxba CUHXPOHU3UPYETCH C CEpBEPOM
time.windows.com pa3 B Hegento. CepBepy BPEMEHWN OTMNPABSETCS
TONbKO CTaHAapPTHbIN Habop CBeAEHWUIA O KOMMbIOTEPE.

Ucnonb3oBaHue cBefeHuu

3Tn cBeaeHust ucnonb3ytoTca cnyxboi BpemeHn Windows ans
aBTOMATMYECKON CUHXPOHM3aLMN BPEMEHM KOMMbIOTEPA.

Bbi6op 1 ynpaBneHue

Cnyxb6a BpeMeHn Windows BKtoYEeHa Mo yMOSYaHUIO. ITOT
KOMMOHEHT MOXXHO OTK/OYUTL B pasgesne [lata u BpeMs NapameTpos
KoMnbtoTepa. BolkntoueHne cnyxbol BpeMeHn Windows He oka3blBaeT
HenocpeaCTBEHHOrO BAIMSIHUS HA NPUIOXKEHUS UKW Apyrue cnyxobbl, HO
6e3 HaAeXXHOro UCTOYHMKA BpEMEHM Yachl Ballero KoMnboTepa MoryT
PaCCMHXPOHM3MPOBATLCS C YacaMu ApYrux KOMMNbOTEPOB B CETU U B
NHTepHeTe. B cny4ae 3HaUnTENbHOr0 pacxoXXaeHUs BpeMeHu Ha



KOMMbOTEpax B CETU MPUNOXKEHNS N CYXObl, 3aBUCSLLME OT BPEMEHMU,
MOryT aaBaTtb cbou nnu pabotaTb HENPaBUIILHO.

K Hayany ctpaHuubl

AwnarHoctnka Windows

OnucaHue pyHKUUMU

OnarHoctnka Windows no3BonsieT BbIsIBASATb U YCTPaHATb
pacnpoCTpaHEHHbIE I'Ip06ﬂeMbI Ha KOMMbIKOTEPE.

Cobupaembie, o6pabaTbiBaeMblie U NnepeaaBaeMblie cBeieHUSA

Mocne 3anycka AMarHOCTUYECKOro NakeTa pesynbTaThl byayT
COXpaHEeHbl Ha KOMMblOTepe. 3TW pe3ynbTaThl MOMYT CoAepXaTb
nepcoHanbHble AaHHbIe, HanpuMep Balle MMS NoSb30BaTeNs UK
Ha3BaHue ycTponcTea. KOMNoHeHT anarHocTukmu Windows nomoraet
HanTK pelleHusi npobnem B cnpaeke Windows 1 B coobliecTBax
Windows B UHTepHeTe. YT06bl HaUTK peLleHre, B KOpropaLmio
MaikpocodT 6yayT oTnpaBneHbl KNOYEBLIE CNI0BA, CBA3aHHbIE C
npobnemon. Hanpumep, ecnn NpuHTEp paboTaeT ¢ owmnbkamm 1
HeobxoAnMa NOMOLLb B UX YCTPaHEHUN, B Koprnopaumio MankpocodT

6yayT oTnpaBneHbl CoBa "NpuUHTE neyataTtb" 1 "nevatb".
YAY P P P
Ucnonb3oBaHue cBegeHum

MankpocodT UCrosb3yeT CBEAEHNS, COBpaHHbIE KOMMOHEHTOM
anarHoctukmn Windows, 4tobbl MOMOYb pelmnTb Npobnemsl, ¢
KOTOPbIMUK CTa/IKMBAETCS MOSIb30BaTeSb.

Bbi60op u ynpasneHue

YTobbl yaanuTb pe3ynbTaTbhl ANarHoCTUKKN, NepenamTe B pasaen
"[narHocTtuka" Ha naHenu ynpasnenus. LenkHute NMpocMoTpeTb
WYPpHan, Bbibepute pesynbTaT n HaxXmMuTe YAanuTb, U YNpaBnsTb
NMMW.

K Havany ctpaHuubl

Paboune nankum

OnucaHue PyHKUUMU



Paboune nanku — 3T0 Nanky Ha KOMMbOTEPE, KOTOPbIE
aBTOMATUYECKN CUHXPOHU3MPYIOTCS C (halifioBbIM CEpBEPOM BaLLIEN
pabouei obnactu.

Cob6paHHble, 06paboTaHHble, COXpaHEHHbIE WX nepeAaHHble
cBefeHus

Mpn coxpaHeHun darina B paboyen nanke oH aBTOMaATUYECKM
CUHXPOHM3MPYETCS C (palinoBbIM CEPBEPOM, KOTOPbLIM YrpaBNseT Balla
pabouasi obnactb. ®ansbl C Apyrmx KOMNbIOTEPOB, COXPAHEHHbIE B
Ballen paboyen nanke, 6yayT CUHXPOHM3NPOBATLCS C BaLUUM
KOMMbIOTEPOM.

Ncnonb3oBaHue cBefeHUMn

Windows oTnpaBnsieT 1 nony4aeT gainbl B Balunx paboumx nankax
ANSi NOCTOSAHHOM CUMHXPOHM3aumK nanok. Vicnonb3oBaHne
NMHGOPMaLIMK, XPaHSLLENCS Ha cepBepax Ballen paboyen obnacTy,
perynnmpyeTcst NONUTUKON KOHMUAEHLMANBHOCTY Ballen paboyen
obnacrtu.

Bbi6op u ynpasneHue

Bbl MOXeTe ynpaBnsTb NOAKIHOYEHNEM CBOEr0 KOMMbIOTEPA K
paboumM nankam B pasgene Pabouas obnacrtb napamMeTpos
KOMMbIOTEpa.

K Hayany cTpaHuubl

Pabouas obnactb

Pabouas obnacTb NO3BONSIET BaM NOAKMOYATL YCTPOMCTBO K Windows
Intune (TpebyeTcs oTaenbHas noanMcka oT MankpocodT) nnm K
ApYrovi CTOPOHHEN Cny>be yrnpaBieHusi yCTponcTBoM. Ecnm Bl
paspellaeTe aAIMUHUCTPATOPY Balle KOMMaHUK yrnpaBisaTb BalWUM
KOMMbIOTEPOM C NOMOLLbLIO paboyert 0651acTi, 3TOT agMUHUCTPATOP
CMOXET OCYLLECTBNATbL Takue AEUCTBUS, KaK HAaCTPOMKa MOMUTUK
6e30nacHOCTM Ha KOMMbIOTEpE, YCTAHOBKA MPUIOXEHMI, NPOCMOTP
onpeaeneHHbIX KOHpUrypauun, a Takke npocMaTpuBaTb Apyrue
CBEAEHNS Ha BalLeM KOMMbIOTEPE U BbIMOMHATL Apyrve 3agayn
ynpasneHusi. Ytobbl y3HaTb, Kak Balla KOMMNaHMsl UCMOAb3YyeT 3TOT
KOMMOHEHT, 06paTUTECh K MONUTUKE KOH(MDMAEHUMANBHOCTM Ballen
KOMMaHWM U K CUCTEMHOMY aAMUHUCTPATOPY.



Co6paHHble, 06paboTaHHble UM NepefaHHble CBeAeHUs

Koraa Bbl HacTpanBaeTe u ncnosnb3yeTe pabouyto obnacTb, BaLl
KOMMbIOTEP CBA3LIBAETCS CO C/TY»XKO0M ynpaBneHns yCTPOMUCTBOM,
KOTOPYIO MCMONb3YEeT Balla KOMMNaHus. 3Ta cnyxba MoxeT
npuHaanexatb MankpocodT. YUYeTHble AaHHbIE, KOTOPbIE Bbl
Ucnonb3yeTe ANs NOAKIIOYEHMS! K pabodei 06nacTui, OTNpaBnsoTCS B
3Ty cnyxby.

Wcnonb3oBaHue cBegeHUm

CBefieHus1, OTNpaBnsieMble B CNy»0y ynpaBneHns yCTPOUCTBOM,
NCMONb3YOTCS ANS YCTAHOBKM MOAKIOYEHUST MEXAY CIy>X60M 1
BalLMM KOMMbIOTEPOM, @ TaKXe ANns NpefoCcTaBeHNs BaM
BO3MOXXHOCTW YCTAHOBKM NPUIOXKEHUS CaMO0OBCNyXXMBaHUS U3
MarasnHa Windows. 3a AOMONHUTENbHBLIMU CBEAEHUSIMU O
NPUIOXKEHUN CaMOObCNyXMBaHNS 0bpaTUTECh K NONINTUKE
KOH(UMAEHUMANBHOCTM BalLe KOMNaHUN UM K CUCTEMHOMY
aAMUHUCTpaTOopYy.

Bbi6op u ynpasneHue

Ecnu Balla KoMnaHus UCnonb3yeT pabouyto 061acTb, Bbl MOXETE
NOAK/IIOYNTLCS K HEW UMM OTKIIIOYUTLCS OT HEE B pasaese
CeTbnapaMeTpoB KOMMbloTepa. Mocne NoakItYeHns KoMnbloTepa K
cnyx6e Bbl MOXETE MPOCMOTPETb CBEIEHUS O NMOAKTIOUYEHNN U
OTKJIIOUUTLCS B NOOOI MOMEHT.

K Hayany cTpaHuubl
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Microsoft aepekTepiH enaey Taxipubenepi Typanbl XXaHapTblNFAH aknapaT YLWiH Kapan
WbIFbIHBI3 Microsoft Kynuaneielk Typasnsl Manimaemeci. COHbIMEH KaTtap, byn xepaeH
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Windows 8.1 and Windows
Server 2012 R2 privacy
statement

Highlight Statement Features WAool Server

Ob6paTnte BHMMaHWe, YTO 3Ta CTPaHULA SBNSETCS AONOSIHEHNEM K
3a5B/1IeHNIO 0 KOHMAaeHumanbHocTn Windows 8.1 n

Windows Server 2012 R2 ("3asiBneHve 0 KOHPUAEHLMANbHOCTH
Windows"), koTopoe BKAOUaeT cneaytoLwme pasgenbl.

e [NaBHOE

e 3asB/IeHNE, KOTOPOE SIBNSIETCS MOSHbIM 3asB/IEHNEM O
KoHdpuaeHunansHocTn Windows 8.1 1 BKIOYaET CCbI/IKN Ha
3as1BNIEHNS 0 KOHPMAEHUMANbHOCTN KOMMOHEHTOB Windows,
NMEeoLWNX COBCTBEHHbIE 3asBIEHMS.

e JlOnonHeHne 0 KOMMOHEHTax, B KOTOPOM OMMCbIBAKOTCS
KOMMOHEHTbI, 3aTparnsatowne KoHPUAEHUNANbHOCTb B
Windows 8.1 n Windows Server 2012 R2

e [lononHeHue 0 NPUNOoXKEHUAX (AaHHas CTpaHuua), B
KOTOPOM OMUCBIBAOTCS MPUIOXKEHNS, 3aTparneatoLme
KoHduaeHunanbHocTb B Windows 8.1, n cogepaTcs CCbiIKM Ha
3a8BNEHNS 0 KOHDUAEHLUMANBHOCTM KaXKA0ro M3 MPUSIOXKEHUMN.
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e [lOMNOMHEHME O CepBepax, B KOTOPOM OMMCbIBAOTCS
[AOMONHUTESNbHbIE KOMMOHEHTbI, 3aTparmBatoLwmne
KoHduaeHumnanbHocTb B Windows Server 2012 R2

YT06bI NONYUNTL O6LLEE NpeacTaBieHne 0 NpuHUMiax cbéopa u
MCMNOJIb30BaHMS AaHHbIX, OTHOCSALLUMXCS K ONpeAesIEHHOMY KOMMOHEHTY
unu cnyx6e Windows, npounTaiTe NosHoe 3asBieHne O
KOH(UAEHLIMANBHOCTM, @ TaKXXe BCE NPUMEHWUMbIE [IOMONTHEHUS UK
OTAENbHbIE 3asBNEHUS.

Ecnv npun HacTporike CBOEro KOMMbOTepa Bbl PELLNIM Y4acTBOBaTh B
nporpaMMe ynydlleHunss kadectsa nporpamMMHoro obecneyvenus (CEIP),
TO 3TU NPUNOXEHNS CObepyT B OTYeTe MH(OPMaLMIO O TOM, KaK Bbl
MCNOMb3yeTe KaXXA0e U3 NPUIOXEHUN, a TaKXKe O NoKa3aTensix
NpOV3BOANTENBHOCTU M HAAEXHOCTU 3TUX NPUNOXEHUA. MankpocodT
ncnonbayet ceeaeHns CEIP ans ynydweHns npoayKToB 1 ciyx6. 3Tu
cBeaeHus He ByayT MCNosb30BaHbl 4151 YCTaHOBEHUS IMYHOCTU
nonb3oBaTens, CBA3N C HAM UK HanpasneHns emy peknamol. CEIP
MOXXHO OTK/IIOYMUTL B MapaMeTpax KoMnbioTepa. [lonosHuUTeNbHbIE
CBe[leHns1 CM. B 3as1B/ieHnn o KoHdunaeHumansHoctu CEIP.

Huxe npuBeaeHbl CCbIIKM Ha 3asB/IeHNA O KOHCbVI,CI,eHLI,VIa}'IbHOCTVI,
OTHOCALLUMECA K NeEPEYNCNEHHBIM NMPUNOXEHNAM:

byannbHUK
Kanbkynatop
KaneHaapb
KaMepa

®durHaHChbI

Ena

Nrpebl

340poBbe
CnpaBka n CoBeTbl
MNouTa
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Windows 8.1 and Windows
Server 2012 R2 privacy
statement

Highlight Statement Features Apps

Ha sToM cTpaHuue  Sta cTpaHuua SBASIETCS AOMOMHEHNEM K 3aSBIEHMIO O
KoHdpuaeHunanbHocTn Windows 8.1 1 Windows Server 2012 R2
("3asBneHne o koHdpuaeHunanbHocTn Windows"). 3asiBfieHune o
KOH(PMAEHUNANBHOCTN COCTOUT U3 Creayowmnx pa3aenos:

BeneHwe >xypHana
AocTyna
nonb30oBaTeNem

e [NaBHOe
[vcneTtyep cepsepa

Cnyx6bl hepepauyn  ® 3asiB/IeH1e, KOTOPOe SIBMISIETCs NOMHbIM 3asiB/IEHNEM O

Active Directory KoHmaeHumanbHocT Windows 8.1 1 BK/IIOHAET CCbIIKM Ha

3as1BNIeHNa 0 KOHDMAEHUMANBHOCTM koMnoHeHToB Windows, y

YnpasneHue KOTOPbIX €CTb COBCTBEHHbIE 3asB/IEHMS

IP-agpecamu

e /lonosiHeHMe 0 KOMMOHEHTaxpacCMaTPMBAET KOMMOHEHTHI, Ha
KOTOpble PacnpoCTpaHseTCs AeNCTBME 3asIB/IEHUS O
KOoHpuaeHunanbHocTn ans Windows 8.1 u

CNy>6bl yaaneHHbIX Windows Server 2012 R2.

EavHbIV yaaneHHbIn
AOCTYN

pabounx CToNoB.
e JlonosiHeHne O NPUIOXeHUSX, B KOTOPOM ONUCLIBAKOTCS

MNporpamma NPUIOXeHUs, 3aTparmeatoLume KoOHPUAeHUMANbHOCTb B
yny4lleHusl KayecTsa Windows 8.1.
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MpPOrpamMMHOro
o6ecneuenns Windows ¢ HAOMNO/HeHMe o cepBepax (AaHHasA CTpaHML@) paccMaTpuBaeT

(CEIP) 1 oTYeTbl 06 LONONHUTESNbHbIE KOMMOHEHTbI, Ha KOTOPbIE PacnpOCTPaHSAETCA
owmbkax Windows LEeNCTBME 3as1BIEHNS O KOHDMAEHLMANBHOCTY ANs

(WER) Windows Server 2012 R2.

XKypHan YTo6bl NonyunTh 0bLlee NpeacTaBneHne o npuHumnax cbéopa u
WHBEHTapu3auuu MCMOSIb30BaHWNS AAHHbIX, OTHOCALLMXCS K ornpeaenieHHOMY KOMMOHEHTY
NporpamMMHOro nnn cnyxoe Windows, npounTaiTe NonHoe 3asiB/ieHne o
obecneyeHus KoHdmaeHumanbHocTn Windows, a Takxxe Bce NpUMEeHUMble

AOMOSTHEHNA UNKU OTAENbHbIE 3asBneHns. Kpome Toro, pekoMeHayeTcs
O3HAaKOMUTbLCA C 3TOM TEXHNYECKOM AOKYMEHTE AJ1d aAMUHNCTPATOPOB.

MNoapobHee 0 TOM, KaK 3aTparMBalOT KOH(PUAEHUMANBHOCTb
KOMMOHEHTbI, BKtoyeHHble B Windows Server 2012 R2 Essentials, cm.
B 3as1BN1eHnn 0 KoHduaeHumansHoctn ans Windows Server 2012 R2
Essentials 1 Windows Server Essentials Experience.

BeaeHue xypHana AocTyna nosib3oBaTenei

OnucaHme pyHKLUN

KOMMOHEHT BeaeHUs XypHana aoctyna nonb3osatenei (UAL)
cobupaeT n ctaTucTndeckn obpabatbiBaeT 3anNnCK KIIMEHTCKUX
3anpocoB posei cepeepa (Kak nonb3oBaTeNen, Tak U YCTPOUCTB) U
YCTaHOBJ/IEHHbIX NPOAYKTOB (Npy Hanuuumn peructpauum B UAL) Ha
NOKanbHOM cepBepe. JT AaHHble — B BMAae IP-agpecos, MeH
MONb30BaTENEN U B HEKOTOPLIX C/Tydasix MMeEH Y3108 U (Mnn)
YAOCTOBEPEHWUI BUPTYasibHbIX MALUMH — XPaHSATCA B JIOKanbHON 6ase
[AaHHbIX pacmpeHHoro obpabotumka xpaHunuwy (ESE) n goctynHbl
TO/IbKO aAAMUHUCTPATOpaM. Y koMnoHeHTa UAL eCTb NOCTaBLUMK
WMIv2 n cootBeTcTBYIOWME KoMaHaneTbl Windows PowerShell ans
MONyYeHMs1 AaHHbIX AOCTyNa Nosb3oBaTenen, NpeaHasHaYeHHbIX Ans
ynpaBfieHusi NpaBaMmn KNNEHTCKOW nuueH3mmn (CAL) aBTOHOMHBIX
nonb3oBaTenen, rae pakTnyeckne 3anmcy YHUKanbHbIX KIIMEHTCKMX
3anpoCcoB MMEIOT peLuatoLLiee 3HaYeHme.

Co6paHHble, 06paboTaHHble WIN NepeaaHHble CBeAeHUs

IP-anpeca, MeHa Nonb3oBaTeNeN U B HEKOTOPbIX CyYasix UMeHa
y3710B (ecnu yctaHosneHa ponb DNS) 1 yaoctoBepeHus BUPTYasbHbIX
MalLmMH (ecnu ycTtaHoBneHa ponb Hyper—V) cobupatoTcst noKkanbHO Ha
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cepBepe, koraa BkatoveH kKoMnoHeHT UAL. CobpaHHble cBeaeHust He
OTMNPaBNSAOTCSA B Kopriopauuio MakpocodT.

Wcnonb3oBaHue cBefeHUi

[aHHble UAL npenoctaBnaoTca agMUHUCTpaToOpaM Yyepes SioKasibHble
6a3bl AaHHbIX ESE, noctaBwuka WMI n komananetbl Windows
PowerShell. Windows He ncrnonb3yeTt 3T1 AaHHble 3a npeaenamm
KoMmnoHeHTa UAL.

Bbi60p u ynpaBsieHue

KomnoHeHT UAL Bkto4eH no ymonydanuio. Cnyx6y UAL MOXHO
OCTaHOBMWTb W 3anyCTUTb BO BpeMsi paboTbl cepBepa. YTobbl
nonHocTbio oTkNtounTb UAL, oTkponTe Windows PowerShell, BBeanTe
Disable-UAL n nepe3anyctute cepeep. ADMUHUCTPATOP MOXET
yAanuTb Bce cobpaHHble AaHHble XypHana. [ns 3Toro Heobxoanumo
CHavana ocTaHoBUTb CNyxby n oTknounTb UAL,a 3aTeM yaanutb BCe
danbl B nanke %SystemRoot%)\System32\LogFiles\SUM\.

K Hauany cTpaHuubl

[vucneTtyep cepsepa

OnucaHue pyHKUMH

AuncneTtyep cepBepa — 3TO CPEACTBO YNpaB/ieHus, MO3BONSIOLLEE
aAMUHUCTpATOpPY HabnoaaTb 3a OAHUM UM HECKOJSIbKUMU CEPBEPAMM.
C ero nomoLLbio aAMUHUCTPATOP MOXET NMOCMOTPETL 06LLEE COCTOSIHME
cepBepa UM COCTOSIHME BbIMOJTHEHWUS ONPeAeNIEHHON ponu, YTobbI
CKOPPEKTUPOBATh 33/1a4M YNpaBIeHNs 1 NoTlyYUTb AOCTYN K APYrvM
CpeacTBaM YnpaB/ieHUsi CEPBEPOM.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

Auncnetyep cepBepa cobUpaeT cneayoLLme TUMbl CBEAEHUIA C CEpBEpa,
KOTOPbIM YNpaBseT aAMUHUCTPATOP.

e O6wmne ceBeaeHuns o cepsepe: NetBIOS-nMsa n nonHoe
[IOMEHHOE NMS, YYETHble aHHble, BBEAEHHbIE B KOMMOHEHT
"Ynpaenatb kak", IPv4-agpec, IPv6-aapec, craTyc
yrnpaBnsieMOCTH, ONUCaHNe, BEPCUSI ONepaLnOHHON CUCTEMBI,
TVN, AaTta nocnegHero 0bHoBMNEHMs, NpoLeccopbl, NAaMsATb, UMS



Knacrtepa, Tmn obbekTa Knacrepa, COCTOsIHME akTuBaLuKM, HOMEp
SKU, apxuTekTypa onepaLnoHHOW CUCTEMbI, U3rOTOBUTESb,
KOHMIypaums nporpaMMbl yay4lleHms Ka4ecTsa NporpaMMHOro
obecneyeHns n kKoHburypaums otyetoB 06 owmnbkax Windows.

e Cob6biTnsA: N/, BaXXHOCTb, UICTOYHUK, XXYpHan, AaTa u BpeMs
Kaxkgoro cobbitns Windows mn apyrue xypHarnbl, BblopaHHble
AAMMHUCTPATOPOM.

e Bce cnyx6bl: 1Ms, COCTOSIHUE U TUM 3anycKa.

o CBepeHMs O ponu cepBepa: pesynbTaTbl aHaM3aTopa
COOTBETCTBUSA pekoMeHaaumsam (BPA) ans ycTaHOBAEHHbIX Ha
cepBepe ponew.

o CBeaeHus O NPOU3BOAMUTEJIbHOCTMU: o6pa3u,b| CYHETYUKOB
npon3BoAUTENIbHOCTUN U YBEAQOMJIEHUA 06 ncnonb3osaHuu LM n
LI,OCTYI'IHOI‘;I NnaMAaATHU.

Mcnonb3oBaHue cBeAeHUi

3TV CBEAEHMSI XPaHSATCA B AUCMETYEPE CEPBEPA M HE OTMNPaBNsAOTCS B
MalikpocodT. OHM 0TOBpaXaloTCs B ANCTIETYEPE CEPBEPA, YTOObI
06ner4ynTb aAMMHUCTPATOPaM MOHUTOPUHI CUCTEM.

Bbi60p u ynpaBsieHue

AOMVHUCTPATOP MOXET SIBHO COrNacuUTbCs UM HE COrNacuTbCs Ha
cbop AaHHbIX C N06Oro cepeepa, 3a UCKIOYEHMEM NTIOKANBHOIO,
fo6aBunB cepBep B ANCMETYEP CepBEpPA UK YAANMB U3 HETO.
AIMUHUCTPATOP MOXET SIBHO MPEeAoCTaBUTb YYETHbIE AaHHbIE ANS
NOAK/IOYEHNS K yaaNleHHOMY cepBepy. [lucneTtyep cepeepa
3arnpalmnBaEeT SBHOE COrflacMe agMMHUCTPaTOpa Ha XpaHEHME YUYETHbIX
AaHHbIX /TOKASIbHO B AncCneTyepe cepeepa. AQMUHUCTPATOP MOXET B
nto60M MOMEHT yaaNuUTb 3TU YYETHbIE AAHHbIE.

K Hayany ctpaHuubl

Cnyx6bl heaepaunn Active Directory

OnucaHue pyHKUMMU

Cnyx6bl dpenepaummn Active Directory (AD FS) — 310 rotoBoe



KOpnopaTUBHOE pelleHne ana deaepauni u eaMHoro Bxoaa Aans
MPUNOXEHUI Ha ba3e nokanbHbIX UK apyrux cetein. AD FS nomoraet
aAMUHUCTpaToOpaM NpeaoCcTaBNATb NoO/Ib30BaTeNAM BO3MOXHOCTb
NEerko nosly4aTb AOCTYN K NPUIOXKEHUSAM B JIOKANIbHOW U APYrUX CEeTSIX,
He »XepTBys npu 3ToM 6e3onacHOCTbi0 Nnpunoxexus. AD FS
ncnonb3yeT cnyxby Mapkepos 6e30MacHOCTK, KOTopas UCNosb3yeT
floMeHHble cnyxbbl Active Directory (AD DS) ans npoBepku
MOAJIMHHOCTM MOSIb30BaTeNEN M BblAa4M UM MapKepoB 6€30MacHOCTM C
MOMOLLbIO PasfIMYHbIX NPOTOKOMNOB. Mapkep UMeeT UndpoByLo
noAannCb U COAEPXUT YTBEPXKAEHMS O MOJsib30BaTesne, NocTynatrowme uns
AD DS, npotokona LDAP, SQL Server, nonb30BaTeNIbCKOro XpaHunuwia
N NboKn NxX KoOMBUHaLMN.

Co6paHHble, 06paboTaHHble UM NepefaHHble cBefeHUs

YyeTHble AaHHble Nonb30BaTesns cCobupatoTcs Npy NpoBepke
NOA/IMHHOCTM Nonb3oBaTens B cnyxbax geaepaummn Active Directory.
YyeTHble JaHHble HeMeANNeHHO OTMPaBASAOTCA B JOMEHHbIE CY>XObl
Active Directory ans nposepku nogsmHHocTH. Cnyx6bl peaepaumm
Active Directory He xpaHAT uX flokanbHO. ATpubyTbl NONb30BaTeNs B
AOMeHHbIX cnyxbax Active Directory MOryT ncnosnb3oBaTtbCs Anst
CO34aHNSA UCXOAALLMX YTBEPXKAEHMIN B 3aBUCMMOCTM OT NpaBui Ans
YyTBEPXXAEHUM, KOTOPblE HacTpoun aaMuHUcTpaTop AD FS. Ucxoasiume
yTBEPXAEHUSA OTNPaBNAIOTCA AOBEPEHHBLIM NapTHepaM, C KOTOPbIMU
aaMuHUCTpaTop cnyx6 deaepaunn Active Directory HacTpoun
OTHOLWeEHUSA aosepus. [laHHble He OTMPaBNSATCA B KOPNopauuto
MaikpocodT.

MUcnonb3oBaHue cBefeHun

MankpocodT He byaeT MMETb AOCTYNa K 3TON MHbOpMauUmK. ITa
MHdOpMaLmMa NpegHasHayeHa aAns UCNOIb30BaHNS TObKO KIIMEHTOM.

Bbi6op 1 ynpaBneHue

Wcnonb3ynTte cnyx6bl heaepaummn Active Directory, ecnu xotute,
4yTObbI OHM COBMpanu UNK OTNPaBASNN AaHHblE AOBEPEHHbLIM
napTHepam.

K Hauany ctpaHuubl

YnpasneHue IP-agpecamu



OnucaHue pyHKUMMU

Ynpasnenue IP-agpecamn (IPAM) no3sonsieT agMMHUCTpaTopy
cepBepa oTcnexusaTtb IP-agpec, nMs y3na n naeHTUduKaTop KaneHTa
(Hanpumep, MAC-agpec B IPv4 n DUID B IPv6) KOMNbIOTEPOB UN
YCTPOWMCTB B CETU C MOMOLLbIO CBEAEHMIN O BXOZE.

CobpaHHble, 06paboTaHHble UK NepeaaHHble CBeAeHus

IPAM-cepBep cobupaeT xypHanbl ayauTa n cobbitus ¢
DHCP-cepBepoB, KOHTPO1EPOB JIOMEHOB U CEPBEPOB CETEBbIX
NOJIUTUK W NIOKanbHO XpaHuT IP-agpec, uMs y3na, naeHtudunkaTop
K/IMEHTA U MMS BbINONHUBLUEro BXOA Nosib3osatensd. AQMUHUCTPpAToOpP
cepsepa MOXET OCYLLECTBNATb NMOUCK B COBPaHHbIX XypHanax no
IP-agpecy, naeHTUdUKaTOpy KNMeHTa, UMEeHU y3na u UMeHu
nonb3oBaTtens ¢ noMouwbio koHconu IPAM. [laHHble He OTNpaBNATCA
B KOpriopaumio MankpocodT.

MUcnonb3oBaHue cBegeHun

MalkpocodT He UMeEeT A0CTyMa K 3ToM MHdopMauun. 3Ta
nHdopMaumsa npeaHasHayeHa ANns UCNoNb30BaHNUS TONbKO KMEHTOM.

Bbi60p u ynpaBneHue

IPAM He ycTaHOB/IEH MO YMOMYaHUIO, €ro A0/HKEH YCTAHOBUTL
aaMUHUCTpaTop cepsepa. NMocne yctaHoskn IPAM ayaut IP-agpecos
BKJIIOYAETCSA aBTOMaTM4YeCKK. YTobbl OTKIIOUMTL ayanT IP-agpecoB Ha
cepBepe, rae yctaHoBneH IPAM, 3anycTuTe NNaHUPOBLLMK 33/1aHNA Ha
IPAM-cepBepe, nepevauTe K 3agaye ayavTa B pasgene
Microsoft\Windows\IPAM u oTkniounTe 3agauy.

K Havany ctpaHuupbl

EavHbIN yaaneHHbIA goctyn

OnucaHue pyHKUUMU

EAvHBIM yaaneHHbIn A0CTYyN NO3BOMSIET yAANEHHbIM NOMNb30BaTENAM
NOAK/IIOYNTBLCS K YAaCTHOM ceTu (HanpuMep, KOpropaTuBHON) yepes
MHTepHeT. EaMHbIN yaaneHHbIM aocTyn ucnonb3yeT DirectAccess,
YTO6bl NPeaoCTaB1Tb YAaNeHHbIM KIIMEHTCKMM KOMMbIOTEpaM noj
ynpasneHnem Windows 8 HenpepblBHOE W Npo3padHoe NOAKIYEHNe



K KOprnopaTusBHbIM ceTsM. OH Takxe NpeaoCTaBisieT BO3MOXHOCTU
cnyx6bl yaaneHHoro goctyna (RAS), B 4aCTHOCTU TpaAULMOHHbIE
cnyx6bl VPN, BK/ItO4as ceTeBoe noakItoueHne Mexay KoOMnbioTepamm
Mo NOKANbHOW WU APYron ceTw.

Co6paHHble, 06paboTaHHble NN NepefaHHble CBeAeHUs

[Ans MOHWUTOPWHIra NONb30BaTeENs eANHOro yaaneHHoro AocTyna
cepep DirectAccess XpaHUT noapobHble CBEAEHUS O MOAKTHOHEHUN
nonb3oBaTenen K YactHom cetn. Cioga OTHOCATCS TaKMe CBEAEHUS,
KaK UM$ y3na yaaneHHoro rnonb3osaTtens, uMs nonb3osaTens Active
Directory un obwmit IP-agpec yaaneHHoro knneHTa. (Ecnm knneHT
ncnonb3yeT npeobpaszoBaHue ceteBblx aapecos (NAT), IP-agpec 6yaet
06LLUMM.) DTU AaHHbIE MOTYT TaKXXe XPaHWUTLCS BO BHYTPEHHeN 6ase
AaHHbIX Windows unu Ha cepsepax RADIUS Tonbko ¢ cornacms
aAMUHMCTpaTopa. Tonbko agMmHucTpaTop DirectAccess (nonb3oBaTenb
AOMEHA C JTIOKaNIbHON YYETHOWN 3anMCbio agMUHUCTPATOpPa), MMEoLWNI
LOCTYN K CEpBEPY, MOXET MoNyuYnTb AOCTYN K 3TUM CBEAEHUSM U
npocMaTpuBaTb MX.

Ucnonb3oBaHue cBegeHum

3Tn cBeaeHus 6yayT UCMoNb30BaHbl 3AMUHUCTPATOPOM AN
AVArHOCTUKW MOAKMIOYEHNSA K/TMEHTA, a TAKKE ayauTa Unm
obecrieyeHunsi COOTBETCTBUS TpeboBaHMAM. [JaHHbIE HE OTNPaBNSAOTCS
B Kopriopaumto MakpocodT.

Bbi60op u ynpasneHue

MOHWUTOPWHI yAaNeHHbIX KIMEHTOB BKJIKOYEH NO YMoN4YaHuto. Ero
Henb3s OTKYUTb. JaHHbIe MOHUTOPUHIa XPaHSATCA Ha cepBepax
WID/RADIUS, ToNbKO ecnv aaAMMHUCTPATOP HACTPOWA yyeT ans
MCMNONb30BaHNS 3TUX NapaMeTpoB. ECNM aAMMHUCTPATOpP HE HacTPOWS
YYET, 3TU CBeAEHUNS XpaHUTbCS He ByayT. AAMUHUCTPATOP Takxe
MOXXET HaCTPOUTb YYeT Ha cepBepe YAaNIeHHOro A0CTYMNa TakuM
ob6pa3oM, YTobbl cBeaeHNs 06 MMeHn nonb3oBaTens unu IP-agpece He
XPaHUNCh.

K Hayany ctpaHuubl

CNy>6bl yaaneHHbIX pabounx CTONOB.

OnucaHue pyHKUUMN



Cnyx6bl yaaneHHbIX paboumx CTONOB NPeaoCTaBNsT nnaTdopmy,
YTO6bI MOMOYb KOMMAHUSIM PEANIM30BaTh LIEHTPANN30BAHHYIO
cTpaTeruto paboumx CTonoB, YNpaBsiTb paboyunMm CTonamm u
NPUNOXEHUAMUN U YBENNUNUTL MMBKOCTb M COOTBETCTBUE TPEGOBAHMSAM,
a TaKKe MoBbICUTb 6€30MacHOCTb aHHbIX.

CobpaHHble, 06paboTaHHble WM NepeAaHHble CBeAeHUs

[na HabnoaeHns 3a nosb3oBaTensMmn cnyxobl yaaneHHbIX paboumx
CTO/OB CepBep y3/a CeaHCoB yaaneHHbIX pabounx CTONOB XpaHUT
ceeaeHns 06 yaaneHHbIX Nonb3oBaTensx, NOAKIYAOWMXCS K
pecypcam RDS. Cioga OTHOCATCA Takne CBefieHUs, Kak UMS y3na
yAaneHHoro nosnb3oBaTtens, uMa nonb3osatens Active Directory u
o6wmin IP-agpec yaaneHHoro knveHTa. (ECnv KIMeHT ucnonb3yet
npeobpaszoBaHue ceTeBbix agpecos [NAT], IP-agpec 6yaeT 06wmM.)
TN AaHHbIE aBTOMATUYECKN COXPaHSIOTCA BO BHYTPeHHeN b6a3e
AaHHbIX Windows (WID) nnu Ha cepsepax SQL npu nogkntoveHnn
nonb3oBatens. NHdopMaumsa He OTrpaBAsieTcs B KOpropaumio
MaikpocodT. TonbKO NOSb30BaTENb AOMEHA C YYETHOW 3aMMUChio
NOKaNbHOro aAMMHUCTPaTOpPa MOXET NoJlyYaTb AOCTYN K 3TOW
NHOpMaUMM 1 NpocMaTpuBaTh ee.

Ucnonb3oBaHue cBegeHun

3Tn cBeaeHus 6yayT UCMONb30BaHbl 3AMUHUCTPATOPOM AN
AVArHOCTUKWN MOAKIIIOYEHNS KITMEHTA, a TakKKe BHYTPEHHEro ayauTa
nnn obecneyeHns CoOOTBETCTBUS TpeboBaHUAM. [JaHHble He
OTNPaBNSAOTCA B KOprnopauuio Maikpocodr.

Bbi60p u ynpasneHue

MOHWTOPWHI KIIMEHTOB BKJTIOYEH MO YMONYaHuio. Ero Henb3s
OTK/TOUMTL. CBeaeHnst MoHUTOpuHra xpaHsatca B WID vnu Ha
SQL-cepsepe.

K Hauany cTpaHuubl

MNporpamMmma yny4leHus KavyecTsa NporpaMMHOro obecrneveHus
Windows (CEIP) n otuetbl 06 owmnbkax Windows (WER)

OnucaHme PyHKLUN

[lononHutenbHble cBeaeHnst 06 3TUX KOMMNOHEHTAX MOXHO NOCMOTPETb



Ha BKnaake /lornosiHeHne 0 KOMIMOHEHTax UM B 3TOM TEXHUYECKOM
AOKYMEeHTE And agMNMHUCTPaTOpPOB.

Co6paHHble, 06paboTaHHble UK NepefaHHble CBeAeHUs

YT06bl Y3HaTb, KaKne MMEHHO cBeaeHus1 cobupatoT, obpabaTbiBatloT u
nepeaatoT 3T KOMMOHEHTbI, 03HAKOMbTECH C MPOrpaMMON Yy4LLIEHMS]
KayecTBa NporpaMMHoro obecneyeHunst n otyetamm ob owmbkax
Windows Ha Bknaake [lornosHeHne 0 KOMMNOHEHTax .

Ucnonb3oBaHue cBegeHuM

YT06bI Y3HaTb, KaK UCNONb3YKOTCA CBEAEHUS!, KOTOpble COBMpPaIOT 3TH
KOMMOHEHTbI, 03HAKOMbTECh C MPOrPaMMON Y/ydLEHUSI KayecTBa
nporpamMMHoro obecneyeHus n otyetamm 06 owmnbkax Windows Ha
BkNaake [JononHeHME O KOMIMOHEHTaxX .

Bbi60p u ynpaBneHue

Mporpamma yny4leHus KayecTsa NporpaMMHOro obecreyeHuns
BbIK/ItOYEHA NO YMO/YaHuIO, a oTyeTbl 06 owmnbkax Windows
HaCTpOeHbl TakuM 06pa3oM, YTObbI NpeasaraTb BaM OTNPaBAsATb
oTyeTbl 0 cbosix B MankpocodT. Bbl MOXeTe BKIOUUTL MM OTKIIOUNUTD
CEIP c nomowbio ancnetyepa cepsepa, NaHenun yrnpasneHns nnm
METOAOB YNpaB/iEHMs KOMaHAHOW CTpPokK. OTyeTamm 06 olmbkax
Windows MOXXHO ynpaBnsiTb TOMIbKO C MOMOLLbO METOA0B KOMaH/HOM
CTPOKM.

YT106bI BKIOUYNTL Mn oTKIOUNTL CEIP ¢ noMoLubo naHenm
ynpasnenus, wenkHnte Cucrema n ee obcnyxnsaHmen OTyerTbl 0
npo6nemax u nx peweHunsa. 3ateM B pa3gene CM. TaKken
MapameTpbl NporpamMmbl yJly4yLleHUs KayecTBa NporpaMmMHOro
ob6ecneueHunsn 1 BbibepuTe NnapameTp, YTobbl BKIOYUTL MK
OTKJ/TOYMUTb NPOrpamMMy ysyylleHUsl Ka4yecTBa NporpaMMHOro
obecneyeHus.

DNEeMEHTHI ynpaseHNAa ANCNETYEPa CepBEPA
JlokanbHbIV cepBep

e Bknouenune CEIP
OTKpowuTe ancneTyep cepeepa v BbibepuTe JIOKanbHbIN
cepsep. LLlenkHUTe CCbIIKY Ha NpPOrpamMy yryylleHns KayecTsa
nporpamMMHoro obecrnieveHus n Bolbepute fla, 1 Xxouy
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yyacTtBoBaTb B NporpamMMe yJjy4yLleH1s KayecTtsa
nporpaMMHoOro obecneueHus B A1asioroBOM OKHe, a 3aTeM
Ha)xmuTe KHornky OK.

e Bouikntouenue CEIP
OTKpowuTe ancneTyep cepeepa v BbibepuTe JIOKanbHbIN
cepBep. LLlenkHuTe CCbINIKY Ha NPOrpaMMy yry4lleHusl KavecTsa
nporpaMMHoro obecneyeHus u Bblbepute HeT, 1 He xouy
y4yacTBOBaTb B NA/IOrOBOM OKHE, @ 3aTEM HAXXMUTE KHOMKY
OK.

e BknoueHne otyetoB 06 owmnbkax Windows
OTKpoKnTe AncneTyep cepeepa 1 Bbibepute JIOKaNbHbIN
cepsep. LLlenkHuTe ccbiiky Ha oTyeTbl 06 owmnbkax Windows,
BblbepuTe [la, aBTOMAaTU4YECKMN OTNPaB/IATb CBOAHbIE
OTYeTbl, a 3aTeM HaxxMuTe KHoMky OK.

e BbikntoueHne otyeToB 06 owmnbkax Windows
OTKpouTe ancneTyep cepeepa v BbibepuTe JIOKanbHbIN
cepsep. LLlenkHuTe cCbinky Ha oTyeTbl 06 owmnbkax Windows,
BblbepuTe Sl He 6yAy yyacTBOBaTb, U HE CNpallMBaTbh MEHS
CHOBa, a 3aTeM Haxxmute KHorky OK.

Heckonbko KOMMNbOTEPOB

e Bknioyenne CEIP
OTKpouTe ANCneTUYep cepeepa U BbibepuTe Bece cepBepbl. Ha
nnutke "Cepsepbl" BbibepuTe BCe cepBepbl (CTRL+A), wenkHuTe
NpaBoON KHOMKOW MbIlK U BbibepnTe HacTpouTb
aBTOMaTU4eckui c60p OT3bIBOB U NMpeasIoKEHNN
Windows . Ha Bknaake "lNporpamma yny4weHuns kayecTsa
nporpaMMHoro obecneyveHnsa"” ycraHosuTe naxkok fla, 1 xouy
y4yactBoBaTb (pekoMmeHayertcs). [pyMeHnTe 3TOT NnapameTp
KO BCEM cepBepaM, YCTaHOBMB (h/IaXXOK HANpOTUB UMEHW
cepBsepa B an1eMeHTe yrpasneHus "Bolbop cepBepos”, a 3aTem
Ha)xmuTe KHorky OK.

e Bbiknovenue CEIP
OTkpounTe ancnetyep cepeepa n Bbibepute "Bce cepsepbl”. Ha
nnutke "Cepsepbl" BbibepuTe BCe cepBepbl (CTRL+A), wenkHuTe
MpaBoOM KHOMKOW MbllwK 1 Bbibepute HacTpouTb



aBTOMaTUYECKUI C60p OT3bIBOB U NPeAsIoXKEHUN
Windows . Ha Bknaake "lNporpamma yny4lleHusl KayecTsa
nporpamMMHoro obecneuveHus" ycraHosute gnaxok Her, a1 He
XO4y y4yacTBoBaThb. [[pMeHuTe 3TOT NapaMeTp KO BCEM
cepBepaM, yCTaHOBMB (h/1aXKOK HAaNpoOTMB UMEHW cepBepa B
aneMeHTe ynpasneHus "Bblbop cepepoB”, a 3aTeM HaxkmMuTe
kHonky OK.

e BknoueHne otyetoB 06 owmnbkax Windows
OTKpoWTe AncneTyep cepeepa U BbibepuTe Bece cepBepbl. Ha
nnutke "Cepsepbl" BbibepuTe BCe cepepbl (CTRL+A), wenkHuTe
npaBoi KHOMKOW MbIwK 1 BbibepuTe HacTponTb
aBTOMaTUYECKUI c60p OT3bIBOB U NPeAsIoXKEHUN
Windows . Ha Bknaake "Ot4yeTbl 06 owmnbkax Windows"
BblbepuTe [la, aBTOMaTUYECKU OTNPaBNSATb CBOAHbDbIE
oTtueTbl (pekoMeHAayeTcs). [pyMeHnTe 3TOT NapameTp Ko
BCEM cepBepaM, YCTaHOBMB (PNaXKoK HaNpoOTUB MMEHWN cepBepa B
aneMeHTe ynpasneHus "Bblbop cepepoB”, a 3aTEM HaXMUTE
kHonky OK.

e BoikntoyeHne otyeToB 06 owmnbkax Windows
OTkpomnTe ancnetyep cepsepa 1 Bbibepute Bce cepBepbl. Ha
nnutke "Cepsepbl" Bbibepute Bce cepsepbl (CTRL+A), WwenkHuTe
NMpaBoOM KHOMKOW MbllwKn 1 Bbibepute HacTpouTb
aBTOMaTU4YeCcKkuit c60p O0T3bIBOB U NMpeasIoKEHNN
Windows . Ha Bknagke "OT4yeTbl 06 owmnbkax Windows"
BblbepuTe HeT, 1 He Xo4y y4yacTBoOBaTb. [IpuMeHuTE 3TOT
napaMeTp KO BCEM cepBepaM, YCTAHOBMB (h/IaXXOK HanpoTue
NMEHW cepBepa B a1eMeHTe yrnpasneHus "Bolibop cepsepos”, a
3aTeM Haxxmute KHorky OK.

K Hayany cTpaHuubl

YKypHan MHBEHTapu3aLMmn NporpaMMHOro obecneyeHuns

OnucaHue pyHKUMH

XypHan nHBeHTapu3auun nNporpaMMHOro obecneyeHns CoaepXxuT
HOBbIN Habop knaccoB WMI n komMaHanetoB Powershell ans
YNPOLLEHMS! CTaHAAPTHOW KnaccuduKaLumMm KOMMNOHEHTOB BbIMyCKa



onepaumoHHou cuctembl Windows Server, nporpaMMHOro
obecneuyeHus, ycraHoBneHHoro Ha Windows Server n xapakTepuCTUKu
cepBepa, Ha KOTOpoM paboTaeT nporpaMMHoe obecneyeHune. Kpome
TOro, adMUHUCTPATOP MOXET BK/IIOYUTDL B XXYpHase MHBEHTapu3auum
NporpaMMHOro obecrieyeHns BO3MOXXHOCTb NOYAcoBOro cbopa AaHHbIX
oT noctaswuka WMI ¢ ux nocnegyownm nepeHanpasieHneM no cetu
Ha CepBep arpernpoBaHusi, €CNIN TaKOBOW 3aAaH C MOMOLLbIO CBOMCTBA
TargetUri komaHgneta Set-SilLogging.

CobpaHHble, 06paboTaHHble UM NepeAaHHble CBeAeHUS

AIMUHMCTPATOP MOXET HAaCTpOUTb Nepeaayvy AaHHbIX Ha cepeep
arpervpoBaHusi No ceTu. Mo yMONYaHMIO HUKAKNE AaHHbIE He
cobupatoTcs, He obpabaTbiBaloTCs M He nepeaatoTcs. K TaknuM AaHHbIM
OTHOCATCS:

e /IMs 1 BbINyCK YCTAHOBNEHHOMN onepaunoHHon cuctembl Windows
Server.

e CrncoK nMeH, Bepcmﬁ N n3gaTenemn BCero nporpaMMHoro
obecneuveHuns, YCTaHOBJIEHHOIO Ha CeEpPBEPE, N AaTa €ro
YCTaHOBKMW.

e [10/IHOE JOMEHHOE UMSI CEPBEPHON CUCTEMBI.

e Konunuectso, TMM 1 U3roToBUTENb NPOLIECCOPOB, NIOrMYECKMX
MpOLIECCOPOB U AAep, YCTAHOBEHHbIX B CEPBEPHON CUCTEME UMK
Ha3HAYEeHHbIX eM.

Mo yMonyaHuio AaHHble cobupatoTcs u 06pabaTbiBalOTCs, HO He
nepeatoTcsl, Aa)ke ec/iM BK/IKOYEHa noyacoBasl 3aava M yKasaH
LiefIeBOV CepBep arperMpoBaHus:

e Knacc MsftSil_UalAccess n komananet Get-SilUalAccess
obpabaTbIBaloT 06LLEe KOMMYECTBO YHUKA/bHbIX NOJSIb30BaTeNEN
N YCTPOWCTB AN onpeaeneHHONn ponu v Npoaykra,
3aperucTpuMpoBaHHbIX QyHKUMEN BeAeHMs XypHana AocTyna
nonb3oBatenen (UAL) 3a 2 agHs 40 nodaym 3anpoca.
DUKCMPYIOTCS TOMBKO CTAaTUCTUYECKNE AaHHbIE B Undpax,
CBEZIEHMS1 O CaMUX MOJSIb30BATENSAX N YCTPOMUCTBAX HE BbIBOAATCA
N He nepegaloTcs. XypHany MHBEHTapu3auumn NporpaMMHOro
obecneueHns Tpebyetca 0bpaboTaTbh AaHHbIE NOSb30BATENS U



YCTPOWCTBA, Nosy4YeHHble u3 knaccoB UAL, 4Tobbl paccuntaTh MX
KOJIMYECTBO. JTU AaHHble AOCTYMHbl TOIbKO aAMUHUCTPATOPY
NOKaNbHOro KomnbtoTepa. XXypHan MHBeHTapusaumm
nporpaMMHoro obecneyeHnst He orpaHNYMBaET AOCTYM, KOTOPbIN
Tpebyetca ans API-nHTepdencoB hyHKUMM BEAEHMS XYpPHana
JI0CTYNa Nosib30BaTeNen.

CobpaHHble cBeAEHMS1 HE OTNPaBNSIOTCA B KOprnopauutio MaikpocodT.
Wcnonb3oBaHne cBegeHUmn

MNocTtaBwmkn WMI xypHanoB MHBEHTapu3aLMmM NporpaMMHOro
obecneyeHns cobnpaloT AaHHble, NpeaocTaBnsieMble ApyrnMu
nHTepdericamm API, KOTOpbIE YXXe CyLLEeCTBYIOT B CUCTEME.
AOMUMHUCTPATOP MOXET HAaCTPOUTb Nepeaady AaHHbIX MO CeTU ans
AanbHeNWwero arpernpoBaHus. Mo yMONYaHUIO HUKAK1e AaHHble He
cobupatoTcs, He 0bpabaTbiBatOTCS U He nepeaaroTcs. YTo KacaeTcs
knacca MsftSil_UalAccess 1 komaHgneta Get-SilUalAccess, 3Tu
KOMMOHeHTbl 0bpabaTbiBaloT AaHHble 06 obuleM konuyecTse
YHUKanbHbIX NONb30BaTENEN N YCTPOUCTB ANA KaXAoN ponu unm
NPOAYKTa, 3aperncTpUpOBaHHbIX MYHKUMEN BEAEHWUS XYpHana
pocTtyna nonb3oBaTtenei (UAL) 3a ABa AHA A0 cbopa TakuX AaHHbIX.
Ho He BbIBOAAT AaHHbIE, nAEHTUdUUMPYIOLLME NOAb30BaTENS U
ycTpoincTBo. HecMoTps Ha To 4To knacc WMI 1 koMaHANET SIBNSOTCS
YaCTblO CUCTEMBI, OHN He (DUKCUPYIOTCS B AAHHBIX XYpHana
WMHBEHTapu3auum NporpaMMHOro obecneyeHunsi, KOTopble exe4acHo
cobMpatoTCa U NepechbialoTca Ha cepBep arperMpoBaHns, ecnu
aAMUHUCTPATOP CUCTEMbI BbIMOSIHW COOTBETCTBYHOLLYHO HACTPOWKY.

Bbi60p u ynpaBsieHune

o ymonyaHuio novacoBas 3aaya XypHana UHBeHTapu3aumm
nporpaMMHoOro obecrneveHunst oTkAYeHa. Mo ymonyaHuo
aIMVMHUCTPATOPbI JIOKASIbHON CUCTEMbI MOMYT 3anpallnBaTh BCE
API-nHTepdeiicbl XXypHana MHBEHTap13aumnm NporpaMMHOro
obecneyeHns. MoyacoBylo 3a4a4y XXypHana MHBEHTapu3auun
nporpaMMHoro obecneyeHnsi MOXXHO OCTAHOBUTb M 3aMyCTUTb BO
BpeMs paboTbl cepBepa C NOMOLLbIO KoMaHaneToB Start-SilLogging u
Stop-SilLogging. KomananeT Set-SilLogging no3sonsieT
aAMWHUCTpaTOpaM cepBepa YCTaHOBUTL AaTy U BpPeMs 3anycka
noyacoBow 3aaaun (no ymonyanuto 31o 3:00 No BpeMeHn NoKanbHOM



CUCTEMBI), 3aAaTb YHMBepcanbHbIi koa pecypca (URI) uenesoro
cepBepa arpernpoBaHus U oTrne4YaTok ceptudukaTa, Tpebyemblin ans
obecneyeHns HaaeXxHoN nepeaayn AaHHbIX.

Bce napameTpbl KOHMUIrypaumm XypHana MHBEHTapu3aumm
NporpaMMHOro obecneyenns, BKIKOYas 3anyck U OCTaHOBKY
MOYacoBOW 3a1a4M, MOXXHO U3MEHUTb B PEECTPE, HO MPU YCIOBUK, YTO
CUCTEMA YCTaHOB/IEHA Ha BUPTYasibHYO MalUMHY, U TONbKO 0 NEPBOro
3anycka.

K Hayany ctpaHuubl
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